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from the 2012 Internal Audit Capabilities
and Needs Survey

INTRODUCTION
The best gamblers typically succeed because they have access to more information and more clarity than their
competition. If wagers were placed on the future state of the U.S. healthcare industry, bettors would face the
unique challenge of having too much data but too little clarity. “The safest bet is that on the long road to
eventual zero excess growth in health spending,” acknowledges a Princeton economist, “we will ride up and
down quite a few more times on the health-spending roller coaster.”1
The odds are that the healthcare industry will contend with plenty of highs and lows, not to mention stretches
of substantial volatility, on the compliance, risk and operational rollercoasters, as well.
It is an uncertain, quickly changing and busy time for internal auditors within the healthcare industry thanks to
a rare and imposing mix of momentous issues and challenges, including:
• Compliance with the multi-faceted Patient Protection and Affordable Care Act (PPACA)
• Implementation of International Classifications of Diseases, Tenth Revision (ICD-10) by the original
October 2013 deadline, or some later date to be determined 2
• Risk management and monitoring demands sparked by the growing use of social media, cloud and
smart-device technologies that pose new security and privacy perils
• Ongoing recovery audit contractor (RAC) demands as well as other regulatory and financial pressures
• The difficulty of simultaneously meeting new compliance requirements while identifying leading
practices in areas (e.g., Meaningful Use compliance, ICD-10 readiness) that are, essentially, brand new
In the wake of a historic economic crisis as well as sweeping regulatory change, U.S. healthcare providers
continue to seek new ways of creating strategic advantage while addressing this unprecedented set of
challenges and unknowns (e.g., What is the most effective way to form an accountable care organization?).
A strong internal audit function, one that vigilantly maintains a state of effective internal control and
adds measurable value while helping management understand the organization’s risks on a strategic level,
has emerged as a crucial contributor to success in the industry’s new era of intense regulatory and risk
management activity.
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In February 2012, the Department of Health and Human Services (HHS) announced its intention to initiate the rulemaking process to
postpone the original October 2013 implementation date for compliance with ICD-10. As of the publication of this survey report, HHS
had not announced a new implementation date.
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According to the healthcare internal audit executives and professionals who participated in Protiviti’s 2012
Internal Audit Capabilities and Needs Survey (see “About the Survey” sidebar), the strongest internal audit
functions within healthcare providers recognize the need to:
1. Master compliance: Survey participants indicate that numerous components of the PPACA as well as
ICD-10 readiness represent top internal audit priorities.
2. Manage existing and emerging risks: In addition to helping their organizations advance risk management
programs – while adapting these programs to address new compliance requirements – and strengthen
longstanding fraud-management capabilities, internal auditors see a critical need to strengthen their
knowledge of social media applications and cloud computing to develop better controls around these new
technologies.
3. Enhance efficiency: The drive to become more effective and efficient has increased within internal audit
functions, and auditors indicate that they intend to become more data-driven while introducing more
automation to their activities in response to “do-more-with-less” demands.
4. Network and negotiate: The rapid change related to risk and compliance within healthcare organizations
drives more internal auditors to tap external networks to learn about leading practices as they emerge.
Additionally, the profession’s ongoing evolution toward a more “enterprise-immersed” function – one that
works with partners in multiple domains throughout the enterprise – continues to place greater importance
on personal skills such as negotiation, leadership and dealing effectively with confrontation.
In all, the results from healthcare participants in the 2012 Internal Audit Capabilities and Needs Survey present
a picture of healthcare internal audit functions that are prioritizing their activities, deploying their skills, and
balancing tactical requirements with strategic contributions.

About the Survey
Each year, Protiviti conducts its Internal Audit Capabilities and Needs Survey to assess current skill levels
of internal audit executives and professionals, identify areas in need of improvement and help stimulate
the sharing of leading practices throughout the profession. This year, survey respondents answered close
to 200 questions in the following categories: General Technical Knowledge, Audit Process Knowledge,
Use of Technology in Auditing Business Process Controls, and Personal Skills and Capabilities. The
results, which are based on information provided by all respondents (who numbered more than 800), are
contained within the master report (available at www.protiviti.com/IAsurvey).
In each category, respondents were asked to assess, on a scale of one to five, their competency in the
different skills and areas of knowledge, with one being the lowest level of competency and five being
the highest. They were then asked to indicate whether they believe they possess an adequate level
of competency or if there is need for improvement, taking into account the circumstances of their
organization and the nature of the healthcare industry.
Respondents from healthcare providers – who make up more than 13 percent of the survey participants
– also answered questions in a fifth section featuring technical knowledge areas specific to the healthcare
industry. AHIA and Protiviti partnered to produce this report in order to equip internal audit executives
and professionals in the healthcare industry with more targeted insights – through a combination of
survey results analysis and practical insights from AHIA and Protiviti – about the unique challenges
within their domains.
The 2012 Internal Audit Capabilities and Needs Survey report is available at www.protiviti.com/IAsurvey.
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RESULTS AND ANALYSIS
The U.S. healthcare industry’s regulatory-compliance environment, combined with ongoing economic
volatility, creates a tremendous amount of uncertainty for healthcare providers. This uncertainty places
greater pressure on internal audit functions to help ensure that additional unknowns – such as fraudulent
activity and new technology risks – are considered and addressed properly in relation to an already complex
slate of challenges.
Besides contending with the numerous compliance requirements of the PPACA, hospitals and physicians are
progressing with the implementation of ICD-10. This new disease classification system contains an estimated
68,000 diagnosis codes and 87,000 procedure codes; by comparison, its soon-to-be predecessor, ICD-9,
has 14,000 diagnosis codes and 3,000 procedure codes.3 A failed ICD-10 adoption approach could result in
higher denials (and, as a result, lower reimbursement), increasing accounts receivable, more intense regulatory
scrutiny and diminished financial results.
The survey results reflect these compliance-, risk- and efficiency-related priorities and suggest that healthcare
internal audit functions will be concentrating their attention and resources on the following four areas during
the coming year:

1. Master Compliance
The scope of PPACA and ICD-10 requires healthcare internal audit functions to increase their scrutiny of
information security and data privacy issues. The implementation of electronic health records (EHRs), for
example, opens up numerous security and privacy “doors” that need to be secured.
In the survey category General Healthcare Technical Knowledge, for example, healthcare industry
respondents identified Meaningful Use compliance and health information exchanges (HIEs) as their most
important “need to improve” areas, an indication that they rank among internal audit’s highest priorities.
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Table 1: Healthcare Industry-Specific Technical Knowledge – Overall Results
“Need to Improve”
Rank
1
(tie)

Areas Evaluated by Respondents

Competency
(5-pt. scale)

Meaningful Use compliance

2.8

Health information exchanges

2.6

2
(tie)

Accountable care organizations

2.6

Electronic health records

3.4

3

ICD-10 readiness

2.7

4
(tie)
5

Coding (CPT, ICD-9)

2.6

Patient Protection and Affordable Care Act
provisions

3.1

Clinical systems

2.9

These responses reflect the challenging nature of most, if not all, facets of the PPACA. This work represents
entirely new territory for healthcare organizations and their internal audit leaders and professionals, who
recognize the need to get up to speed in these areas as fast as possible. For example, the introduction of
affordable care organizations (ACOs) in the PPACA brings with it a variety of new processes and procedures
with regard to claims submissions, payments, quality management, etc., that internal auditors must understand
clearly. Similarly, there is still a significant learning curve with regard to HIEs and their risks, including but
not limited to data security and privacy concerns that internal auditors must help address and manage.
Unfortunately, internal auditors cannot simply download case studies for Meaningful Use compliance or
access databases brimming with best practices in these areas – at least, not yet. Fortunately, however, most
internal audit functions and their leaders appear to be well-aware of where and how they need to focus their
learning and development activities regarding necessary compliance activities related to these new laws and
requirements.
This type of clarity is also evident in the way survey respondents regard their capabilities in the area of
EHRs. Although EHR competency scores are markedly higher (3.4 on a 5-point scale) than other technical
knowledge areas, respondents nonetheless view their knowledge of EHRs as a top priority for improvement.
Chief audit executives (CAEs) who participated in the survey identified similar priorities, but there are some
exceptions that suggest CAEs maintain a sharper focus (compared to their staffs) on risks related to revenue
and regulatory compliance.
CAEs, like the rest of the survey respondents, cited accountable care organizations, health information
exchanges, EHRs, Meaningful Use compliance and ICD-10 readiness, respectively, as top areas in need of
improvement. However, they ranked hospital billing, institutional review board (IRB) and clinical trials,
and managed care contracting as higher priorities than other survey respondents. These findings are
understandable because these three areas, if mismanaged, can have a significant negative impact on revenue,
an area on which the CAE focuses more closely than internal audit professionals, in general.
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Table 2: Healthcare Industry-Specific Technical Knowledge – CAE Results
“Need to Improve”
Rank

Areas Evaluated by Respondents

Competency
(5-pt. scale)

1
(tie)

Accountable care organizations

2.6

Health information exchanges

2.5

2
(tie)

Electronic health records

3.2

Meaningful Use compliance

2.7

ICD-10 readiness

2.6

3
(tie)

Hospital billing

3.2

IRB and clinical trials

3.0

Managed care contracting

2.9

2. Address and Manage Existing and Emerging Risks
Within the general technical knowledge category, healthcare internal auditors indicated that they contend with
many of the same emerging, yet disruptive, technologies that present new risks in almost every industry. Most
notably, social media applications and cloud computing have opened up a new world of unknowns in terms
of security breaches, privacy vulnerabilities and other risks. Most areas of the organization, including internal
audit, are in the process of figuring out how to manage and monitor these technologies and the related risks in
an effective manner.
Within the healthcare industry, these challenges combine with more traditional fraud risks to keep internal
auditors extremely busy.
Table 3: Healthcare Industry Results – General Technical Knowledge
“Need to Improve”
Rank

Areas Evaluated by Respondents

Competency
(5-pt. scale)

1

Social media applications

2.8

2

Cloud computing

2.5

3
(tie)

GTAG 16 – Data Analysis Technologies

3.0

Fraud risk management

3.4

4
(tie)

GTAG 13 – Fraud Prevention and Detection
in an Automated World

3.1

5
(tie)

GTAG 3 – Continuous Auditing

3.2

GTAG 12 – Auditing IT Projects

3.0

Healthcare internal auditors, like their counterparts in other industries, rate their competency in managing social
media applications and cloud computing lower compared to other areas, such as fraud risk management and
standards contained in The Institute of Internal Auditors’ (IIA) Global Technology Audit Guide (GTAG) series.
These improvement priorities drive home the fact that internal auditors intend to strengthen their knowledge
of cloud computing and social media in the coming months. At the same time, they also want to focus on
strengthening their skills in specific areas laid out in The IIA’s GTAGs, as well as in fraud risk management.
With regard to the latter, critical challenges commanding the attention of healthcare industry internal auditors
include Medicare/Medicaid fraud, insurance fraud and internal fraud.
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3. Enhance Efficiency through Technology-Enabled Auditing
Given the challenges (e.g., risks related to fraud, cloud computing, social media, etc.) and unknowns
(e.g., PPACA compliance, ICD-10 implementation, a highly volatile macroeconomic environment, etc.) that
healthcare organizations and their internal audit functions face, it is no surprise that internal auditors want to
become more data-driven while implementing more automation to strengthen their effectiveness and efficiency.
Consider that, with one exception (marketing internal audit internally), the top eight priorities within the
survey’s audit process knowledge category center on introducing greater levels of automation and data
analysis to internal auditing processes. Clearly, these priorities reflect a strong push to increase efficiency as
well as effectiveness.
Interestingly, based on the overall survey results, internal audit appears to be behind other departments in
terms of using technology. For example, a majority of internal audit functions are not using a software tool
to administer their audit processes, and among those that are, many are not leveraging these tools to their
fullest extent.
There are significant opportunities to use technology more as part of internal audit activities, and specifically
in the control testing process. To test large data sets, leading-edge internal audit shops are increasingly
relying upon technology – including advanced data analytics and tools – versus sampling techniques previously
employed. In fact, the use of these and other technologies is enabling organizations to perform millions of
transactions and capture vast amounts of data on a daily basis.
Organizations are looking to their internal audit functions to devise efficient and cost-effective ways to
monitor these activities and review and analyze this data on a continuous basis. Fortunately, there are a variety
of auditing technologies available to accomplish this. The key is to enable internal audit team members,
through education and training, to use them effectively and efficiently.
Table 4: Healthcare Industry Results – Audit Process Knowledge
“Need to Improve”
Rank
1
(tie)

Areas Evaluated by Respondents

Competency
(5-pt. scale)

Computer-assisted audit tools (CAATs)

3.2

Continuous auditing

3.4

2

Continuous monitoring

3.4

3

Data analysis tools – data manipulation

3.5

Data analysis tools – sampling

3.6

4
(tie)

Data analysis tools – statistical analysis

3.5

Marketing internal audit internally

3.8

Fraud – auditing

3.7

Fraud – fraud detection/investigation

3.6

Fraud – fraud risk assessment

3.5

5
(tie)

The bottom line is that there is an ongoing movement in the internal audit profession from manual, timeintensive and, in many ways, inefficient auditing (relative to today’s demands) to technology-enabled auditing
practices that enable the organization to review virtually every transaction and piece of data on a continuing basis.
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4. Network and Negotiate
The fact that survey respondents identify marketing internal audit internally as an improvement priority
suggests the rising importance of effective collaborations between internal audit and other functions and
leaders throughout the enterprise.
Internal audit functions in all industries generally have become much more immersed in all of the different
aspects of the enterprise than they have been in the past. Few, if any, effective internal audit departments
operate in a silo today. However, to thrive in their “immersive role,” survey respondents indicate that they
need to continue to improve their professional networks as well as their interpersonal skills.
Table 5: Healthcare Industry Results – Personal Skills and Capabilities
“Need to Improve”
Rank
1
(tie)

Areas Evaluated by Respondents

Competency
(5-pt. scale)

Developing outside contacts/networking

3.7

Leadership (within your organization)

3.9

Negotiation

3.5

Dealing with confrontation

3.6

2

Persuasion

3.7

3

High-pressure meetings

3.8

In fact, networking has long represented a valuable internal audit activity. Today, given the speed and scope
of change occurring within the healthcare industry, the importance of networking and liaising effectively with
parties inside and outside the company has increased significantly. For example, internal auditors seeking to
clarify the numerous and sizeable unknowns accompanying PPACA compliance can find valuable answers,
insights and emerging best practices by tapping their external networks (including other internal auditors,
professional associations such as AHIA, consultants, software vendors and academics).
From a skills perspective, it is no longer sufficient to simply step out of the old silo mindset and into a new,
more immersive role. Instead, internal auditors appear eager to ensure that their collaborations with all of the
different parts of the business are as strong as possible. This requires leadership, negotiation, dealing with
confrontation, persuasion, and other “soft” skills that can lead to effective relationship building.
Once again, it is notable that survey respondents want to upgrade areas and capabilities that they already
perform at a relatively high level. This suggests that a drive for continuous improvement exists within many
healthcare internal audit functions.
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IN CLOSING
Continuous improvement represents a bold objective at a time when internal audit leaders and professionals
in the healthcare industry face daunting challenges. These challenges include PPACA compliance, ICD-10
preparation, traditional fraud risks, an ever-increasing need for more efficiency, emerging-technology risks and
ongoing economic uncertainty. However, given the improvement priorities respondents to the 2012 Internal
Audit Capabilities and Needs Survey have identified, it seems that only an uninformed gambler would bet against
healthcare internal auditors succeeding.
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ABOUT AHIA
Founded in 1981, the Association of Healthcare Internal Auditors (AHIA) is a network of experienced
healthcare internal auditing professionals who come together to share tools, knowledge and insight on how
to assess and evaluate risk within a complex and dynamic healthcare environment. AHIA is an advocate for
the profession, continuing to elevate and champion the strategic importance of healthcare internal auditors
with executive management and the board. If you have a stake in healthcare governance, risk management and
internal controls, AHIA is your one-stop resource. Explore our website (www.ahia.org) for more information.
If you are not a member, please join our network.

Contacts
Michael Fabrizius, CPA, CIA
Immediate Past Chair – AHIA Board of Directors
(704) 512-5928
michael.fabrizius@carolinashealthcare.org

Michelle Cunningham
Account Executive, AHIA
(888) 275-2442 x132
mcunningham@resourcenter.com

ABOUT PROTIVITI
Protiviti (www.protiviti.com) is a global consulting firm that helps companies solve problems in finance,
technology, operations, governance, risk and internal audit. Through our network of more than 70 offices in
over 20 countries, we have served more than 35 percent of FORTUNE® 1000 and Global 500 companies.
We also work with smaller, growing companies, including those looking to go public, as well as with
government agencies.
Protiviti is a wholly owned subsidiary of Robert Half International Inc. (NYSE: RHI). Founded in 1948,
Robert Half International is a member of the S&P 500 index.

Contacts
Brian Christensen
Executive Vice President – Global Internal Audit
+1.602.273.8020
brian.christensen@protiviti.com

Susan Haseley
Managing Director – Healthcare Industry Leader
+1.469.374.2435
susan.haseley@protiviti.com
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Education – Networking – Resources

Protiviti is not licensed or registered as a public
accounting firm and does not issue opinions on
financial statements or offer attestation services.
www.protiviti.com
© 2012 Protiviti Inc.
An Equal Opportunity Employer.
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