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A
ccording to a 2016 Ponemon study, 89 percent 
of surveyed healthcare organizations suffered 
at least one data breach over a two-year span, 
and criminal attacks are now the number one 

cause of data breaches.1 Fortunately, despite the bad news, 
there are plenty of good people to help combat attacks—
including internal auditors.

Given the increased attention on healthcare by bad people 
for bad purposes, we are fortunate HIPAA was enacted. The 
policies, procedures and IT systems that  healthcare has in 
place are helping to protect patients, but more needs to be 
done. Therefore, HIPAA is not going away, despite wishful 
thinking by many.

HIPAA's objective and mandate to protect patient 
information is even more relevant in today’s digital age than 
it was when it was adopted.

In the crosshairs
Why do the bad people of the world want healthcare informa-
tion? Aren’t they just trying to steal credit card numbers?

Ransomware attacks are occurring at an increasing 
rate. However, criminals have other motivatations to 
put healthcare organizations in their sights. Personal 
information that resides in electronic medical records can be 
used for many identity-theft schemes for financial gain (e.g., 
obtaining consumer credit, obtaining income tax refunds).

Medical identity theft is a scary reality with potentially 
devastating consequences for patients. The information is 
sold on the black market, typically at a premium because it 
is rich with key personal data. Unfortunately for the victims, 
that information cannot just be canceled, as one would with 
a credit card.

Consequently, the healthcare industry should expect 
an increase in criminal activity targeting protected data. 
Constant vigilance is needed to help ensure protection.

1 https://www.ponemon.org/local/upload/file/Sixth%20Annual%20Patient%20
Privacy%20%26%20Data%20Security%20Report%20FINAL%206.pdf
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WannaCry. Petya. NotPetya. What’s next? 
Bad people are going to do bad things, 
and they have healthcare in the crosshairs. 
Cybersecurity, unfortunately, is in critical 
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critical assets—protected health information.
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Part of caring for patients and looking out for their well-
being involves safeguarding their information.

While patient deaths have not been directly attributed to 
hackers, that risk could materialize given the criticality of this 
information. Whether through manual mistakes or intentional 
alteration, any inaccurate information in a patient’s record 
could have significant, even deadly, consequences.

State of healthcare cybersecurity
In June 2017, the Health Care Industry Cybersecurity Task 
Force, established by Congress, issued a draft of its Report 
on Improving Cybersecurity in the Health Care Industry.2 The 
report declares that healthcare cybersecurity is in “critical 
condition” and emphasizes the importance of safety in 
addition to privacy. Patient safety was referred to 38 times, 
compared to 19 references to patient privacy.

The perceived effect on patients extends well beyond 
confidentiality.3 The report suggests that healthcare provider 
leadership should take the following actions:

 • Expand cybersecurity efforts and include patient safety.

 • Create a plan for legacy devices.

 • Formally align to a cybersecurity framework, like NIST.

OCR audits
The government is paying attention to ensure the industry 
takes these matters seriously.

The Office for Civil Rights (OCR) is charged with enforcing 
and improving compliance with HIPAA.

OCR has two ways to assess industry conformity:

 • Compliance investigations initiated because of reported
breaches or from submitted complaints

 • Permanent audit program with proactive and random
audits to identify issues and best practices of healthcare
organizations

2 www.phe.gov/Preparedness/planning/CyberTF/Documents/report2017.pdf

3 www.protiviti.com/US-en/insights/health-care-industry-cybersecurity-task-
force-recommendations

Beginning in 2015, a pilot HIPAA Audit Program was 
undertaken to determine how to better enforce HIPAA 
requirements and ensure PHI is being appropriately 
safeguarded. From this effort, a permanent audit program 
was rolled out in 2017 that targets all organizations, covered 
entities and business associates that are subject to HIPAA.

The program is not a one-time push. Leaders should not be 
relieved if their organization hasn't been selected for audit. 
The volume of security risks and the importance of patient 
privacy mean that HIPAA is here to stay. You should expect 
an increase in government scrutiny to make sure your 
patient protections are HIPAA compliant.

The OCR is formally accountable for enforcing HIPAA and 
is committed to investigating organizations that suffer 
breaches (large and small) or have complaints submitted 
against them. The OCR intends to better understand 
the causes behind these situations so those insights 
can be shared with the industry. Sometimes sharing is 
accomplished through publicized enforcement actions, 
and other times through the production of additional 
resources and education materials that the OCR makes 
available.

How the OCR helps
The OCR has not provided a cheat sheet to assist us with 
compliance, nor should one be expected. However, they 
have published an audit protocol.4 It is intended to give 
insight to the audit procedures the OCR may perform. You  
should obtain the audit protocol as a valuable resource 
to determine how well your organization conforms to 
expectations.

Earlier this year at an industry conference, an OCR speaker 
said, “We are not in the business of putting healthcare 
organizations out of business.” OCR speakers at other 
conferences have informed us about what to focus on 
and what we can expect from them. With these and other 
indications, the OCR has expressed a willingness to work 
with the healthcare industry.

4 www.hhs.gov/hipaa/for-professionals/compliance-enforcement/audit/
protocol/index.html
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Your organization should recognize that this might 
not always be the case. While the OCR is trying to help 
healthcare organizations look out for patients’ well-being, 
we need to take heed and listen to what they are saying.

The OCR has been lenient so far. It has chosen to reach 
settlements rather than levying civil monetary penalties in all 
but the rarest of cases. Given the possibility of severe financial 
penalties and reputational damage for noncompliance, work 
needs to continue toward improving our efforts.

Internal audit’s role
After the first audits of the OCR's permanent program, a report 
of summarized findings will be made available. However, your 
organization should be acting today to assess the extent of 
compliance with regulations. If your organization waits until 
receipt of a notification letter, it may be too late.

Your role as an internal auditor is to help ensure your 
organization is well-positioned before hearing from the 
OCR. At a minimum, you should ensure a gap evaluation and 
security risk analysis have been completed within the past 
12 months.

Gap evaluation
This assessment compares your organization's compliance 
practices against the individual standards and requirements 
of the HIPAA Privacy Rule, Security Rule and Breach 
Notification Rule. Think of this as going through the rules, 
requirement by requirement, to identify and assess the 
following for your organization.

What is being done to comply? – Identify the specific policies, 
procedures and control activities that your organization 
relies on for addressing each one of the applicable HIPAA 
requirements. Determine what you would provide a 
government auditor to show the necessary pieces are in 
place. Assemble evidence that demonstrates how each aspect 
outlined in the OCR audit protocol has been addressed.

Where is the intent of the requirements not being met? – Based 
on your assessment above, evaluate the adequacy of your 
organization’s efforts. Summarize components of the OCR 
audit protocol that are not sufficiently addressed. For those 
individual requirements where clear evidence cannot be 
provided, or an unfavorable perception might exist, make 
necessary improvements.

What is being done to remediate identified compliance gaps 
and assign target dates for completion? – Documented action 
plans are needed, along with accountable, responsible 
parties, indicating which areas are not sufficiently addressed. 
Plans need to include resolving deficiencies in a timely 
manner.

What remediation remains for those gaps? – Prepare evidence 
to demonstrate the current state of remediation activities, 
including completion status. Make clear what you have 
accomplished and what remains to be done before the gap 
is considered remediated.

Security risk analysis
A specific element of the Security Rule5 requires covered 
entities and business associates to identify and assess risks 
to all electronic protected health information (ePHI). Then 
organizations can act to reduce risks and vulnerabilities to a 
reasonable and appropriate level.

The OCR continues to emphasize a security risk analysis as a 
rigorous and robust process, foundational to all your HIPAA 
security practices. In this regard, the OCR routinely points to 
its Guidance on Risk Analysis Requirements Under the HIPAA 
Security Rule as the definitive resource. All the key elements 
that all risk analysis processes should include are specified, 
regardless of the size or nature of the organization.

Organizations should assess current risk analysis 
processes against each of the elements and ensure that 
documentation can be provided to demonstrate clearly how 
they have been addressed.

The OCR defines those key elements as:

1. Perform a comprehensive analysis of all ePHI that is 
created, received, maintained or transmitted.

2. Inventory and document where ePHI is stored, received, 
maintained or transmitted.

3. Identify and document reasonably anticipated threats 
and vulnerabilities.

4. Assess current security measures used to safeguard ePHI.

5. Determine and document all threat and vulnerability 
combinations with associated likelihood estimates.

6. Determine the magnitude of potential impacts 
associated with the occurrence of threats triggering or 
exploiting vulnerabilities.

7. Compute the level of risk by assigning a risk level based 
on the average of the likelihood and impact levels.

8. Finalize the documentation.

9. Periodically review and update the risk assessment when 
needed based on continuous risk analysis.

5 §164.308(a)(1)(ii)(A)

Winter 2017 Association of Healthcare Internal Auditors New Perspectives  37

Why Won’t HIPAA Just Go Away?



nepe-36-04-10  Page 38  PDF Created: 2017-10-31: 12:00:PM

When audited by the OCR, you will need to show evidence 
your organization has conducted the efforts outlined above. 
Your organization will need to clearly show it is taking 
remediation seriously and be able to demonstrate progress 
toward addressing identified concerns.

The OCR routinely shares updates and insights on what 
organizations need to be improving. During the past year, 
the OCR has summarized this information as Continuing 
Enforcement Issues. OCR representatives have stated that 
healthcare organizations can expect more scrutiny in each 
of these areas. As a result, you should assess how each of 
the following Continuing Enforcement Issues are being 
addressed by your organization.

The OCR has identified deficient 
risk analysis efforts as the root 
cause of various breaches.

Affirmative disclosures not permitted – Covered entities and 
business associates may not use or disclose PHI except as 
permitted or required. However, common violations are 
being encountered, such as covered entities confirming to 
media representatives that an individual is a patient and 
providing other types of PHI without authorization.

Lack of business associate agreements – Agreements must 
be executed with business associates to ensure they 
appropriately safeguard PHI. However, these agreements 
often are not obtained or kept up to date.

Incomplete or inaccurate risk analysis – An accurate 
and thorough assessment of the potential risks to and 
vulnerabilities of the confidentiality, integrity and availability 
of ePHI should be conducted. However, these assessments 
are rarely being performed sufficiently.

The OCR has identified deficient risk analysis efforts as 
the root cause of various breaches and has cited those 
deficiencies in settlement agreements and civil monetary 
penalties. The OCR's Guidance on Risk Analysis Requirements 
Under the HIPAA Security Rule should be leveraged as a 
critical resource in assessing current practices.

Failure to manage identified risks – Simply identifying risk 
through an analysis is not sufficient. The HIPAA Security Rule 
requires organizations to implement measures sufficient 
to reduce risks and vulnerabilities to a reasonable and 
appropriate level. Often little or no timely progress is being 
made.

Mobile device insecurity – Healthcare professionals are using 
smartphones, laptops and tablets in their work. These 
technologies and associated risks and vulnerabilities are 
not always being included and addressed sufficiently in risk 
analysis and risk management efforts.

Unencrypted transmissions – When organizations 
electronically transmit ePHI, a mechanism to encrypt that 
information must be implemented whenever deemed 
appropriate.6 However, such transmissions are not being 
consistently safeguarded.

Insufficient access and incident auditing – HIPAA requires the 
implementation of "hardware, software, and/or procedural 
mechanisms that record and examine activity in information 
systems that contain or use electronic protected health 
information.” 7 Once audit mechanisms are put into place, 
procedures must be implemented to “regularly review 
records of information system activity, such as audit logs, 
access reports and security incident tracking reports.”8 
Healthcare organizations are not sufficiently implementing 
auditing technologies and, when enabled, are not 
consistently reviewing and acting on the output and results 
generated by those technologies.

Unpatched and unsupported software – Utilizing unpatched 
or unsupported software could introduce additional risk into 
an ePHI environment. Associated risks and vulnerabilities are 
not always being included and addressed sufficiently in risk 
analysis efforts.

Utilizing unpatched or 
unsupported software could 

introduce additional risk.

Insider threats – Various mechanisms such as workforce 
screening procedures and appropriate termination 
procedures should be implemented to ensure that all 
workforce members have appropriate access to PHI. Sufficient 
background checks are not always performed, individuals 
are routinely found with excessive access permissions and 
terminated employees retain access inappropriately.

Improper disposal of PHI – Proper and secure processes 
are required to securely dispose of devices and media 
containing ePHI, including copiers and medical devices. 

6 See 45 C.F.R. § 164.312(e)(2)(ii)

7 45 C.F.R. § 164.312(b)

8 45 C.F.R. § 164.308(a)(1)(ii)(D)
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These devices and media are frequently disposed of without 
being secured or appropriately accounted for.

Insufficient backup and contingency planning – Adequate 
contingency plans, including data backup and disaster 
recovery plans, are required. Such plans are routinely 
found to be inadequate or personnel are not sufficiently 
aware of their associated responsibilities.

Conclusion
A call to action has been sounded. Do not wait until your 
organization is notified of an OCR audit.

Submitting documentation and evidence without the 
opportunity to provide explanations to a government 
auditor can happen. Make sure documentation can 
stand on its own, without a great deal of explanation 
or fitting together of missing pieces. Assess where your 
organization stands in addressing the risks that have 
been highlighted.

Internal audit has a tremendous opportunity to help 
ensure their organization is mitigating risk proactively and 
embracing the spirit of HIPAA to help patients by protecting 
their information. 

The Medicare Advantage patients may truly have been 
seriously ill, with all the high risks submitted. However, the 
sheer size of the seriously ill pool, coupled with the conflict 
of the bonuses for increasing revenues based on diagnoses, 
means that what may be true becomes false.

Moving forward, truthfully
“But, that’s true!” is the phrase that keeps coming back as 
individuals and healthcare organizations seek to defend 
their actions in qui tam actions. They may be correct—they 
did not falsify records or diagnoses. Qui tam actions are not 
true/false quizzes. These actions are a test of documentation, 
conflicts, compliance and incentives. Examining and 
working in those areas is how to prevent and counter 
allegations that truths are false. 
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Oh, Say What Is Truth? And What Is a False Claim? – continued from page 34
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