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We Purchased ACL: 
What do We do Now?
By Cliff Therrien, CIA

Introduction

Audit Command Language (ACL) is a 
relatively inexpensive, but extremely 
powerful audit tool that any moderate to 
large-sized healthcare audit department 
could utilize in dozens of different ways. 
Fairview Health Services’ internal audit 
department purchased ACL specifi cally 
because of its reputation as the number 
one data analysis tool, and its reputation 
for excellent user support. The software 
tool provides a non-destructive method 
of data analysis, meaning that while the 
data may be fi ltered to list fewer records, 
reduced to utilize fewer fi elds, joined to 
other tables, or makes use of a myriad 
of other manipulative techniques, the 
original data remains unchanged. If you 
wish to retain any manipulation of data 
then new fi elds or tables must be created.

One of the extremely powerful features 
is its ability to import many different 
data formats, including: MS Access, MS 
Excel, MS Word, PDF, HTML, Print-image 
fi les, fi xed length or delimited text, dBase 
compatible, multiple-record-type data, 
and many others. The table creation 

wizard effortlessly identifi es and creates 
data tables that can also be exported 
to many different database, word 
processing, or spreadsheet formats.
Another powerful feature is its ability to 
crunch huge data fi les that would ‘choke’ 
or ‘kill’ many other applications. Have you 
ever tried to import and analyze 10 million 

records with MS Access? Let me tell you, it 
is not a pretty thing. This software will not 
only handle data sets this large with ease, 
but it does not lose its functionality. 

Benford’s Law
Our department has always wanted to 
test for fraud using Benford’s Law. This 
capability is built into ACL. Their website 
provides detailed Benford testing steps 
and explanations for their Premium 
Support users. They also provide help 

with anything from the simplest fi lter to 
the most complex embedded functions. 
All my experiences with their Premium 
phone support staff have been pleasant 
and informative.

Initially, I attended the beginners training, 
but was left with the question, what do we 
do with it now? We began by conducting 
a co-sourced payroll audit with our 
external auditors who fortunately were 
willing to share their knowledge with 
an inexperienced user. Later we tried an 
accounts payable audit on our own. Both 
of these are relatively standard uses for 
ACL but the real power is revealed when 
you begin to use your imagination.

Verifi cation Using Third Party Data

Some of our department’s greatest success 
stories have come from using this software 
tool to verify data against independent 
third parties, such as the Social Security 
Administration (SSA), Internal Revenue 
Service (IRS), U.S. Offi ce of the Inspector 
General (OIG), U.S. General Services 
Administration (GSA), Mail Boxes Etc., 
and DEAnumber.com, to name a few. 

Most of the information is provided free 
of charge but some these organizations do 
charge a nominal fee for limited use. 

The SSA and IRS require you to undergo 
a rigorous registration process but for us 
it has been worth playing the bureaucratic 
ping-pong game. The GSA and OIG 
provide free downloadable databases and 
online verifi cation of potential matches on 
their websites. DEAnumber.com is a fee 
paid service that provides many different 

Some of our department’s greatest success stories have 
come from using this software tool to verify data against 

independent third parties

Executive Summary
ACL is a powerful audit tool audit departments can use for data analysis. Becoming 
comfortable with its use can be a challenge. Once familiarity is mastered auditors can 
use the product for audits where others are not viable. This includes importing data 
from many different data formats and applications, easily crunching huge data fi les, 
Benford’s Law capability, and creating data tables.

It’s versatility has allowed the author’s department to assist client departments to 
provide information they were previously unable to access. The author discusses 
uses they have put ACL to and interestingly provides information available through 
various government agencies, such as Social Security Administration, Internal 
Revenue Service, Offi ce of Inspector General, General Services Administration, Drug 
Enforcement Agency, as well as the commercial site Mail Boxes, Etc.

Their creativity in the use of the product enabled them to test using Benford’s Law, 
validate employee and vendor information, zero-in on excluded providers and 
entities, verify DEA numbers, perform HIPAA privacy searches, and evaluate E&M 
charges across various entities.
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product levels with subscription costs 
ranging from $297 to over $30,000.
There also is much to be gained by 
verifying data internally among the 
electronic medical record (EMR) systems, 
human resources, accounts payable, 
telecommunication, pharmacy and 
prescription records, and virtually any 
system where there is risk of HIPAA 
violation, fraud, or critical error.
Deciding what to do can be a bit 
intimidating. Our greatest fear was 
conducting tests and coming up with 
substantial findings only to have our 
care system managers systematically 
dismantle our methods and conclusions 
to the point of our findings becoming 
irrelevant. But by putting a little thought 
into our projects and keeping our scope 
small we did experience success. 

Validating Employee Information
While doing some research for our 
payroll audit we discovered the SSA 
will accept text files from you and 
will verify employees’ social security 
numbers, birth dates, and names free of 
charge. However, your data needs to be 
formatted very specifically. Much of the 
punctuation needs to be removed and all 
fields must be of a certain length. Blank 
fields and processing codes also need 

to be inserted into the data. All of their 
requirements are provided on the SSA 
website at http://www.socialsecurity.
gov/bso/bsowelcome.htm. A day or so 
later the file is ready for download from 
their website including codes identifying 
why their records disagree with yours. At 
first it is a bit disconcerting when several 
hundred names are returned because they 
do not agree with SSA records. However, 
most are easily explainable because many 
people do not change their last name 
with the SSA when they marry. But, what 
is not so easily explained is a male’s last 
name that does not match, or the record is 
returned as “SSN (social security number) 
never issued”, or an active employee is 
returned as “SSN deceased”. 

Our biggest surprise was yet to come. 
What would be the response of our Human 
Resources Department? Any auditor can 
relate to a client’s eyes glazing over while 
reading the audit report because you 
again pointed out something that has been 
obvious to them for a while. When we 
provided the results of our review Human 
Resources was intrigued. Not only were our 
audit findings unquestionably objective, 
but we provided something timely and 
relevant. Our audit showed them what 
information the watchdogs have and the 
extent to which it compares with ours.

Accessing the IRS for Vendors

The SSA experience caused us to wonder 
if the IRS provided a similar service. 
It turns out they do. We obtained a 
copy of our vendor master file, cleaned 
it up, formatted it and after another 
rigorous registration process submitted 
it to the IRS for verification. Their 
requirements are provided on the IRS 
website at: https://la1.www4.irs.gov/
e-services/Registration/Reg_Online/
Reg_RegisterUserForm. Have you ever 
heard, “Please exclude our department 
from your audit plan next year because 
we have a huge system implementation 
and won’t be able to take the time to meet 
with you.”? This is what we heard from 
our Accounts Payable department last 
fiscal year. However, when we provided 
the results of our vendor review they 
were thrilled, because they were in the 
process of migrating to an ERP system 
and needed to clean up their vendor 
master file. They were planning to 
hire an expensive firm to extract their 
vendor master file, remove all duplicate 
vendors and unnecessary punctuation, 
and standardize their name and address 
conventions.

When we conducted our Accounts 
Payable audit we wanted to look for 
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vendors who list a P.O. Box as their 
business address. That is easy enough to 
find, but what if they list a Mail Boxes, 
Etc. or a UPS Store address as their 
business address? We created our own 
Mail Boxes, Etc. and UPS Store addresses 
database for our entire five-state area 
using the store addresses provided on 
their websites. We then matched the first 
seven characters of the address fields to 
our vendor addresses. For example, if one 
was spelled out “1234 Main Street” and 
another was abbreviated to “1234 Main 
St” it would still be identified and could 
be visually matched or rejected. We also 
matched our vendor addresses to our 
employee addresses in the same way to 
identify employee vendors.

Excluded Providers and Entities
For another audit we went to the U.S. 
Office of the Inspector General’s (OIG) 
website (http://oig.hhs.gov/fraud/
exclusions.html) and discovered they 
have a downloadable database that can 
be matched to our employee master and 
vendor master files to identify potential 
excluded providers. After matching 
by name using ACL, we went to the 
OIG website and confirmed or cleared 
the names on our short list by entering 
tax id numbers. The OIG displays a 
confirmation page that can be saved and 
used as a work paper.
The GSA has a downloadable database 
that can be matched to employee master 
or vendor master files to further identify 
excluded providers. (http://www.epls.

gov/epls/search.do?status=archive
&report=true) Scroll to the bottom of 
this web page and click on the Excel, 
XML, ASCII, or Printer Friendly links. 
ACL can import all of these formats. 
Any potential matches identified can be 
verified by clicking on the “Exact Name 
or SSN/TIN” link at the top left of the 
web page. One word of caution, this file 
contains 62 fields listing “alias” names 
and addresses. We spent considerable 
time merging them all into one field and 
eliminating duplicates. 

Pharmacy

Our Pharmacy Department was 
undergoing a system conversion so we 
obtained their script files and physician 
database. One of the key fields in the 
Pharmacy Department’s records is a field 
called Drug Enforcement Agency (DEA) 
number. A DEA number is a series of 
numbers assigned to a healthcare provider 
permitting them to write prescriptions 
for controlled substances. A valid DEA 
number is made up of nine characters. The 
first two characters are always letters. The 
first letter identifies the type of registrant 
(practitioner, teaching institution, 
researcher, etc.) A list of these registration 
codes is available at wikipedia (http://
en.wikipedia.org/wiki/DEA_number). 
The second letter is the initial of the 
registrant’s last name and the remaining 
seven characters are numeric containing 
an algorithm to further check validity. 
This (checksum) algorithm is computed 
as follows: Add the second, fourth and 

sixth numbers and multiply the sum by 
two. Add the first, third and fifth numbers. 
Add these two sums together. The 
resulting number’s farthest right numeral 
should be the same as the seventh 
character in the DEA number.

Utilizing ACL we recalculated the DEA 
number algorithm and identified all the 
physicians who prescribed controlled 
substances where the DEA number 
was incorrect. Since this data includes 
information on physicians outside of 
our care system we decided to take 
it one step further. The Department 
of Commerce will sell an entire list of 
all valid DEA numbers and to whom 
they are issued for a nominal fee of 
$297. Use this address: http://www.
deanumber.com/FolderID/148/
SessionID/{EAF82C33-9A27-4FF9-B765-
1C521BA2D89D}/PageVars/Library/
InfoManage/Guide.htm. Several days 
later we received a CD ROM containing 
Deanumber.com’s data along with search 
and retrieval software designed to look 
up and compare DEA numbers one-at-
a-time. Our objective was to compare 
several thousand DEA numbers, so we 
extracted the over 1 million records from 
the CD ROM and imported the data 
into ACL and verified the physicians’ 
DEA numbers, names, addresses, and 
DEA number expiration dates directly 
from the source data. As a result, it was 
revealed that our pharmacy’s prescription 
application which stores physician and 
prescription data was not utilizing the 
feature that automatically recalculates 
the DEA number checksum. This was 
quickly addressed along with a complete 
cleanup of the physician data. All records 
with incorrect DEA numbers that could 
not be verified were deleted, forcing the 
number to be reentered and the checksum 
recalculation performed the next time a 
prescription was filled for that physician.

HIPAA Privacy
Our HIPAA Security Director asked if 
we could identify employees viewing 
medical records without authorization 
or business purpose. We used ACL to 
identify a list of possibilities for follow-up 
on numerous Electronic Medical Record 
systems. Our Epic system file alone for 
one month of data was over a gigabyte 
while zipped and over 9,500,000 records. 
We were able to provide data exactly 
matching the employee address with 
the patient’s address, data where the 
first seven characters of the addresses 
match, and the employee and patient’s 
last name matched, data where addresses 
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matched either partially, or in full, but the 
employee and patient names did not. 

Emergency Department Charge 
Capture
Our Compliance Department asked if 
we could do a side-by-side comparison 
of Emergency Department (ED) charge 
capture data for all of our hospitals. We 
accomplished this by sorting Healthcare 
Common Procedure Codes (HCPC) for 
each of our hospitals ED’s and categorized 
it by entity. As a result, Compliance staff 
could easily identify outlier charges and 
ask questions such as; Why do such large 
individual charges occur for the E&M 
level-one ED services? Why does one 
hospital have such a large number of E&M 
level five ED charges while all the others 
are grouped into a closer range? Why does 
one ED physician have a different mix of 
E&M level one through level five charges 
than the other ED physicians in the same 
ED? Once again, ACL was easily able 
to categorize large volumes of data into 
useful groups and export them into MS 
Excel for the users’ analysis.

Conclusion
ACL is designed to be used either as a 
stand-alone application or in conjunction 
with a number of office tools used for 
reporting and analysis. We still use MS 
Access and MS Excel heavily, but do 
so less and less as we become savvier 
with ACL’s features. Although ACL 
can use Crystal Reports to create slick 
standardized reports, there are some 
things we still prefer to do using MS 
Access’ powerful and simple query and 
report functions. In my opinion, nothing 

beats MS Excel’s subtotal, find and 
replace and data formatting commands. 
When doing analysis for others, it is very 
useful to provide results in a spreadsheet 
format that is universally used.

So there has to be a down side, right? 
Well, kind of. ACL takes a certain level of 
commitment in order to gain a comfort 
level, and much longer to master. I have 
heard many stories of departments buying 
the software, using it a couple of times, 
and shelving it. It does take a little while 
to become proficient but it pays off. We 
are always thanked when we provide data 
in a way the Human Resources, Accounts 
Payable, or Compliance departments have 
not seen before. We have even been asked 
several times to re-perform test work after 
the client’s corrective action has been 
implemented. For an auditor, to be invited 
back is the ultimate in praise. NP

Cliff Therrien, is a Certified Internal Auditor 
and works for Fairview Health Services. He 
has been finding creative uses for ACL within 
Fairview Health Services for two years. He 
can be reached at: ctherri1@fairview.org.

We discovered the 
SSA will accept 

text files from you 
and will verify 

employees’ social 
security numbers, 

birth dates, and 
names free of charge

When a panel of doctors was asked to vote on adding a new wing to their hospital:
The Allergists voted to scratch it, and the Dermatologists advised not to make any rash moves.
The Ophthalmologists considered it a shortsighted idea; the Pathologists yelled, “Over my dead body”, 
while the Pediatricians thought it was a childish proposal.
The Psychiatrists believed the idea was sheer madness, while the Radiologists said 
they could see right through it. 
The Internists thought it would be a bitter pill to swallow, and the Plastic Surgeons said, 
“This place could use a face lift”.
The Podiatrists said it was a step forward. The Urologists felt the idea would not hold water.
The Anesthesiologists (as usual) thought the whole idea was a gas, while the Cardiologists did not 
have the heart to say no, and the Surgeons felt the idea didn’t cut it.
The Gastroenterologists had a gut feeling to vote in favor, the Neurologists discussed it but in the end 
just didn’t have the nerve, and the Obstetricians felt everyone was laboring under a misconception.

~Anonymous


