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T
he industry’s fundamental shift from fee-based 
to value-based care is elevating clinical, patient 
safety and quality risks to areas of strategic focus. 
Ever-increasing professional liability costs and the 

need to protect the brand to compete in the new healthcare 
economy are driving this elevated focus.

The result? The convergence between patient safety and 
financial risk is becoming a board audit committee priority. 
If audit committees are not yet asking internal audit leaders 
about how they are assessing patient safety from a clinical 
and operational risk perspective, they soon will be. An 
opportunity is available for internal audit professionals 
to prove their value and have a more strategic role in 
healthcare delivery.

Forge ahead
So far, internal audits involving EHRs and HIT have focused 
on areas with the potential for significant financial and 
regulatory impact. The scope of work typically included 
missing charges, unresolved outstanding claims, lags in 
accounts collection, segregation of duties, and compliance 
with various regulations. In most internal audit plans, 
patient safety and clinical risk management were out of 
scope.

However, the data captured within EHRs and HIT presents 
an opportunity to identify clinical risks and perform root 
cause analysis. Once risks are identified, internal audit can 
recommend control enhancements to close gaps, and 
adopt strategies to monitor the ongoing effectiveness of 
controls. By sharing patient safety insights and providing a 
clinical risk perspective, internal audit can fulfill an emerging 
audit committee and executive management need, add 
significant value and position itself more strategically in the 
organization.

This arena of participation could be uncomfortable for 
internal auditors. Internal audit will be required to engage 
with clinical data functions and partner with frontline care 
delivery staff in new ways. Internal audit’s role will change 
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from participating on technology-focused governance 
teams to actively engaging in assessing patient safety 
control effectiveness and monitoring these risks before, 
during and after an EHR or HIT implementation.

Internal audit’s efforts will expand beyond executing 
programmatic health checks of quality and safety 
departments and migrate into evaluating their progress 
in incident-reporting management and corrective action 
plans. With this new area of focus, internal audit will 
need to evaluate their current skill set and identify where 
collaboration will be needed with clinical, informatics, 
technology, and control specialists.

Collaboration will begin with identifying risks that may 
jeopardize the safety of care delivery, as illustrated in Exhibit 
1. Sophisticated analytic skills and experience designing risk 
taxonomies will be necessary to accurately determine root 
causes of patient safety incidents as well as perform detailed 
clinical risk assessments. Technology and controls specialists 
on the internal audit team can help recommend automated 
controls and process enhancements to close gaps during 
design and implementation.

Success will be determined by internal audit’s ability to 
use technology, data analytics and clinical expertise to get 
information that is near real time and relevant to mitigate 

Exhibit 1 – Spotlight on clinical risks
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key risks. A pragmatic approach and sound methodology 
will be required to analyze data and identify primary and 
contributing risk factors.

The information should then be brought together to 
summarize the issues and create a remediation plan and 
sustainable roadmap for ongoing risk monitoring. Internal 
audit can then connect with clinicians and risk managers in 
highly relevant ways that help reduce incidents that can lead 
to patient harm.

Case studies
Consider three examples that demonstrate how healthcare 
internal audit functions are raising their relevance by 
contributing to managing risk surrounding clinical care and 
patient safety.

The convergence between 
patient safety and financial risk 
is becoming a board priority.

The first case focuses on the reduction in liability claims 
through the optimal configuration of EHR controls before 
the system went live. The second is a comprehensive 
identification of clinical risks and definition of controls as 
part of an EHR implementation. The third case portrays 
a more focused approach, where the replacement of a 
legacy risk and medical malpractice claims management 
system led to an opportunity to better manage clinical 
risk through data governance. In all three cases, internal 
audit functions have ventured into the patient safety 
frontier.

Configuration review before deployment
When a large medical center began experiencing claims 
and associated costs related to failures in care delivery, 
senior leadership looked to assess the financial effect of the 
organization’s patient safety risks. Management also wanted to 
determine whether the system had been properly configured 
to allow for patient safety workflow controls. The chief audit 
executive and the internal audit team took on this assessment, 
which focused on the soon-to-go-live EHR system.

The project focused on the medical center’s safety 
incident reporting databases and claims management 
system for professional liability. The team followed 
an approach that applied a common taxonomy that 
normalized disparate data using top-down (highest 
medical malpractice claims) and bottom-up (categorizing 
data and contributing factors) analytics to identify safety 
events and causative factors.

The data were filtered through highest-risk ranking criteria 
based on a blend of degree of effect and harm using 
financial and clinical industry standards. The assessment 
uncovered inconsistencies in the medical center’s data-
capturing protocols and processes. A significant percentage 
of the incidents did not have a code assigned for capturing 
cause and context, which resulted in an “other” (not defined) 
designation.

A specialized team of clinical data professionals, including 
patient safety risk and controls specialists and a practicing 
clinical data scientist, investigated root causes. The team 
found commonality in medical malpractice cases within 
major areas of patient care delivery. These cases had 
resulted in the organization paying several million dollars in 
settlements and legal expenses.

Recommendations were made for specific automated 
controls within the EHR as well as analytic tools that would 
help monitor whether clinical follow-up procedures were 
being adhered to and track how information was being 
updated and shared between physicians. In subsequent 
audits internal audit monitored implementation of the 
recommendations and incorporated the testing of these 
processes and controls to reduce unnecessary liability 
exposure and revenue leakage.

Controls optimization with EHR implementation
The internal audit and compliance departments of a major 
hospital network implementing an EHR saw an opportunity 
to embed controls to help monitor common patient safety 
issues. Although the EHR implementer agreed to provide 
configuration options by application area, the hospital 
understood that patient safety risks spanned across multiple 
applications and workflows. The hospital also found a lack of 
ability or resources available to execute a leading practices 
approach to patient safety.

Patient safety is an area 
that internal auditors may 
find intimidating at first.

Internal audit hired a team of outside advisors to work in 
conjunction with the implementation and go-live support 
teams to give guidance on clinical risk mitigation and 
controls design.

An evaluation of the hospital network’s common incidents 
and themes, and reference to a leading practice risks library, 
found over 300 risks within EHR care delivery workflows. 
The EHR design documents were reviewed, the highest risk 
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categories by module and workflow were rank ordered, and 
the risks that could be controlled or mitigated were found 
using the system’s features and reports.

Applying a thorough patient safety approach that focused 
on the leading causes of harm, the team designed and 
recommended nearly 900 configuration, policy and 
monitoring controls to mitigate patient safety risks within 
the hospital’s EHR system. The hospital network viewed the 
newly enhanced system as a strategic enabler in fulfilling 
the mission, competing more effectively, and improving 
financial performance with value-based purchasing and 
reduced liability exposure.

Upgraded capabilities
A large integrated payer and provider health system was 
replacing a legacy database that managed professional 
liability exposures. The organization recognized the 
opportunity to rethink their risk management portfolio.

The health system sought to enhance data governance 
processes and redefine data taxonomies to produce more 
manageable and useful data. In turn, these improvements 
enabled the health system to link patient safety data with 
medical malpractice claims. The data better informed 
frontline care delivery teams about the leading indicators of 
clinical risks.

Through a comparison against leading practices, the 
organization found that just 55 percent of available 
data elements were being captured through various 
systems. A vision and roadmap were developed to arrive 
at the desired future state through workshops with key 
stakeholders, including the patient safety office and 
internal audit.

As a result, more comprehensive patient safety data now 
feeds into the claims management system, allowing risk 
managers and internal auditors to use analytics to find 
trends in patient harm by region, procedure and clinician 
type. For example, well over 100 new data elements were 
added to the fields of information to show patterns of 
risk.

The organization is progressing towards its goal of 
operating in near real time instead of waiting to perform 
root cause analysis well after incidents occur. Previously, 
analysis happened years later as part of litigation or claims 
settlement.

The expectation is that risk-based trends will provide 
internal audit with additional insight needed to 
recommend controls to enhance the configuration of, and 
mitigate risk within, the EHR. Because of its efforts, the 
organization is aiming to reduce claims cycle time by 25 to 
30 percent and the associated legal processing costs by up 
to 10 percent.

Further, monitoring of patient safety issues will be more 
effective, and problematic exposures will be identified 
earlier. The organization expects to shrink financial reserve 
requirements by three to five percent by reducing both the 
frequency and severity of professional liability claims.

Strategic relevance
Internal audit functions have an opportunity to join with 
patient safety officers and clinical executives to apply 
innovative approaches to leverage data analytics to uncover 
clinical risks. A unique opportunity exists for internal audit 
to expand their scope and proactively focus on clinical and 
operational risk related to patient safety. The expanded 
role helps position internal audit as a strategic enabler 
throughout the organization.

In most internal audit plans, 
patient safety and clinical risk 
management are out of scope.

Patient safety is an area that internal auditors may find 
intimidating at first. However, internal auditors who are 
forging ahead are finding they can identify, manage 
and monitor clinical risks in ways that support their 
organization’s mission of practicing medicine in a safe 
manner.

Internal audit can begin with a focused project around a 
specific healthcare technology or operational unit, or take a 
comprehensive look at EHR or HIT controls. Reducing clinical 
risk by any amount can improve the safety of patient care 
delivery and reduce financial and reputational risk.

By performing periodic health checks on EHR control 
configurations after go-live, internal audit can gain 

Internal audit will engage with clinical data functions 
and partner with frontline care delivery staff.
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Materials received log – The contractor should keep a daily 
log of materials delivered to the project site in case quality 
issues arise related to materials. The report should also 
include any safety issues related to these materials.

Summary
A review before a project begins can help ensure that your 
project team is prepared to manage construction risks. You 
can then assure senior management that risks have been 
anticipated and addressed in a reasonable manner. Also, 
becoming familiar with risks and controls before the project 
begins will aid you in performing an effective and efficient 
construction audit once the project begins.

This column, Part One of a two-part series, reviewed the risks 
and controls related to design, financial information, cost 

control and quality. Part Two of this series will address the 
remaining seven risks listed. 
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continued confidence that controls are effectively operating 
as intended. These checks also help the organization sustain 
an effective enterprise-wide risk, compliance, and controls 
framework. EHR health checks enable internal auditors to 
elevate their position across the organization by proactively 
identifying and responding to emerging risks with these 
systems and related processes.

For internal auditors contemplating a journey to the patient 
safety frontier, the following steps can help gain buy-in and 
win collaboration across the organization:

1. Understand what data exist across EHR, HIT and other 
enterprise systems.

2. Outline a business case for the assessment using 
examples (e.g., from other implementations, safety 
incidents, regulatory focus) and goals for the project.

3. Identify and collaborate with key stakeholders including 
risk management, compliance and information 
technology.

4. Engage with clinical leadership and jointly set up 
program governance.

5. Obtain skills and tools, such as analytics, needed to 
perform assessments.

6. Prioritize risks by considering likelihood and effect of 
patient harm and noncompliance by clinical areas, 
results of other assessments and event reporting.

7. Create a continuous learning model to meet future risk 
mitigation objectives.

Summary
Safety is a basic expectation of your patients and payers. 
Healthcare organization reputations and reimbursement 
depend on giving a clinically safe patient experience. 
Internal auditors need to embrace EHR and HIT data with 
a view through a new clinical risk lens. Then you can play a 
highly relevant, strategic role as your organization works to 
excel in value-based care models. 

Venture into Patient Safety – continued from page 43

A quality management plan for the project should ensure 
meeting the highest standards of construction.
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