
V
endor management activities can involve a 
lot of paperwork and consume a lot of time. 
When poorly managed, they can also be costly. 
A consistent move toward automating vendor 

management processes is necessary for an organization to 
achieve compliance with applicable regulations. Combating 
privacy breaches and remaining compliant with HIPAA 
regulations is also necessary.

The healthcare industry has become a big target for 
cybercrime. Patient records and personal information can 
have a value of as much as $402 per stolen record, according 
to the 2016 Ponemon Institute Cost of a Data Breach Study. 
In 2016, 4.5 million patients were affected by a breach that 
involved third-party vendors or business associates (BAs). 
This is a clear reminder that the risk for hospitals is not just 
an internal issue, but an external one as well.

As records have become digitized, more vendors now touch 
electronic personal health information (ePHI) than ever 
before, and this compounds the breach risk. According to 
the May 2016 Ponemon Institute’s Sixth Annual Benchmark 
Study on Privacy and Security of Healthcare Data, 90 percent of 
covered entities incurred at least one data breach in the past 
two years, and 45 percent have had more than five breaches.

It should not be a surprise that the Health and Human 
Services Office for Civil Rights (OCR) is closely watching BAs 
that have access to ePHI. Covered entities, hospitals and 
providers are required to collect, maintain and report on 
individuals and organizations that have access to ePHI.

The increased regulation is intended to mitigate the growing 
threat. However, hospitals too often find themselves reacting 
to these regulations rather than proactively designing a 
vendor management approach. Such an approach should 
make the regulation an asset for protection by prompting 
organizations to put the necessary processes in place.

What adds to the challenge for many hospitals is that the 
HIPAA Final Omnibus Rule expanded the definition and 
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security responsibility for BAs. This means more than twice 
as many vendors may be classified as business associates. 
Many healthcare providers are still struggling to manage BAs 
many years after the Omnibus Rule was enacted. And now 
Phase 2 audits are underway across the industry. In today’s 
oversight environment, an effective vendor management 
program is central to managing vendor risk.

Healthcare organizations need increased controls to 
address the key HIPAA compliance requirements. The 
new environment requires organizations to address the 
regulatory requirements, but also provides an opportunity 
to improve vendor management processes.

Vendors touch everything in a hospital network, both 
figuratively and literally. This exacerbates the potential risk. 
Vendors walk the halls of the hospital, assist at surgeries, 
come into contact with patients and meet with staff. 
Managing these vendors includes addressing the unique 
requirements of each hospital and the requirements of 
the federal government. There is a significant amount of 
information that needs to be captured, organized, sourced 
and ultimately shared with government entities.

For example, standards related to patient safety are tied to 
the Joint Commission. There are three standards that impact 
how and why vendors are managed:

 • EC.02.01.01 – Requirement to protect patient safety: be 
aware of who is entering the organization and exiting

 • RI.01.01.01 – Requirement to take steps to ensure patient 
rights are respected

 • IC.02.01.01 – Requirement to take steps to ensure that 
infection control precautions are followed

Credentialing in vendor management
The credentialing of suppliers and their representatives is 
an important step in vendor management. It provides the 
means to identify the trading partners and vendors in your 

network that have not been credentialed—i.e., those that 
may not meet your vendor policies and requirements. You 
can only manage what you know.

Each function in the organization requires unique as well 
as similar vendor information. For example, the compliance 
department requires information on CMS clearance, gifts 
and gratuities, and conflicts of interest. Procurement focuses 
on contracts and other policies. Clinical concentrates on 
immunizations and training, and legal is most concerned 
about business viability.

For security and safety reasons, any company or onsite 
representative should register in a credentialing system. That 
includes pharmacy and medical device reps, IT vendors and 
other off-site vendors, to name just a few.

Having a central place for all this information is crucial to 
good vendor management.

Credentialing guidelines
Hospitals set their credentialing standards for 
healthcare industry representatives (HCIRs) inpatient 
care areas according to requirements and guidelines 
established by governmental and healthcare industry 
organizations. Based on a review of over 2,200 hospitals, 
Global Healthcare Exchange (GHX) identified common 
requirements among healthcare providers aimed at 
satisfying the following requirements.

American College of Surgeons (ACS)
A facility’s designated authority for approving the presence 
of an HCIR in the operating room (OR) should:

 • Supply a time-limited approval and appropriate 
identification (to be worn at all times).

 • Ensure orientation to the facility is provided.

 • Verify the documentation of education and training 
in HIPAA compliance, appropriate conduct and attire 
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in the OR, aseptic principles and sterile techniques, 
infectious disease and bloodborne pathogens, 
occupational safety and operation-applicable practices 
for the HCIR.

Association of Perioperative Registered Nurses (AORN)
When allowed access to the OR, an HCIR should abide by the 
following measures:

 • Provide technical support in accordance with the 
healthcare organization’s policies and procedures and 
local, state and federal regulations.

 • Comply with a defined, restricted role.

 • Present documentation to verify specialized education 
and the healthcare organization’s approval if he or she 
will be performing calibration or synchronization to 
adjust or program devices under the supervision of the 
physician.

Advisory Committee on Immunization Practices (ACIP)
 • Healthcare personnel (HCPs) are defined as “all paid 

and unpaid persons working in healthcare settings 
who have the potential for exposure to patients 
and/or to infectious materials, including body 
substances, contaminated medical supplies and 
equipment, contaminated environmental surfaces, or 
contaminated air.”

 • Current immunization guidelines for HCPs include 
vaccination for hepatitis B, influenza, measles, 
mumps, rubella, pertussis and varicella, with others 
recommended in certain circumstances.

The Joint Commission
 • In order to maintain patient safety, accredited healthcare 

organizations need to be aware of who is entering 
and exiting the organization and their purpose at the 
organization.

 • Examples of additional requirements for HCIRs that 
have a direct impact on patient care include informed 
consent in accordance with organizational policy, and 
implementation of infection control precautions and the 
patient safety program.

These guidelines form the basis of an effective credentialing 
and compliance program. Managing key information about 
the vendors in the hospitals is essential for responding to 
the new regulatory realities facing covered entities.

The new regulatory reality: HIPAA audits
HIPAA has expanded from a basic guideline into something 
more comprehensive: a way to modernize information 
exchange that incorporates privacy, breach notification 
and security rules, as well as compliance audits. In 2011, 
the OCR began piloting 115 audits of covered entities to 
evaluate compliance to HIPAA standards. The results were a 
disappointment.

Managing key information 
about the vendors is essential 
for responding to the new 
regulatory realities.

The bullseye for these audits is increasingly business 
associates—a person or entity that creates, receives, 
maintains or transmits protected health information 
(PHI) on behalf of, or provides services to, a covered 
entity. These BAs can now be held responsible for 
breaches along with covered entities. The stakes have 
been raised on holistic and comprehensive vendor 
management.

Last year the OCR began Phase 2 audits. These comprise 
a total of 200-250 audits. Notifications were sent to 167 
covered entities chosen to participate in the desk audits. 
Documentation of specific policies, procedures and 
evidence of compliance were requested. These are the tip of 
the iceberg for audits in 2017.

The OCR requested information that enabled them to 
review the policies and procedures of each covered 
entity, including the identification of their BAs. OCR also 
reviews a sample of the covered entity’s business associate 
agreements (BAAs).

The initial information organizations are required to produce 
is a list of BAs that includes:

 • BA name

 • Type of services provided

 • Two BA contacts (name, address, phone, fax and email)

 • The website URL if applicable

When notified of an audit, the organization is required 
to provide a significant amount of information in a short 
time. The notification will come as an email requesting the 
following information to be provided in just 20 days (10 days 
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to produce requested documents and 10 days to respond to 
a draft audit report).

 • List of BAs with updated contact information and 
product/service category

 • Proof that there are signed agreements with all BAs

 • A copy of the most recent security risk assessment

 • Copies of the HIPAA policies and procedures

 • Proof the organization has provided employees with 
HIPAA training and security reminders

 • The organization’s incident response plan

This is a great deal of information to gather in a very 
short amount of time. Following a few best practices can 
help organizations prepare for and respond to the audit 
notification:

 • Use automation. There are too many BAs to manage 
information manually.

 • Centralize and organize BAAs and compliance-related 
information. Have a leader, ideally in the privacy office, 
with strong relationships across the organization, 
including financial, legal and the C-suite.

 • Identify with whom protected information is being 
shared.

 • Streamline the BA management process for the ability to 
quickly and efficiently reach out to all BAs to obtain BAAs, 
confirmations from vendors, etc.

The government is looking for due diligence in your 
organization’s processes. Is your organization doing all 
it can to comply with and enforce the privacy and risk 
management plans?

If the answer is yes, then your organization is in a better 
position.

If the answer is no, your organization’s inability to produce 
all the needed information within the required timeframe 

will make that apparent. The extent of documentation your 
organization is able to provide can mitigate the level of 
damages an organization will be assessed.

Turn challenge into opportunity
It all revolves around effective and comprehensive vendor 
management business processes and systems.

 • Establish a process for all vendors, working onsite or 
not, to be fully credentialed against your organization’s 
specific criteria.

 • Integrate badge control access at all facilities.

 • Maintain an audit trail of when and where vendors are 
visiting, and which facilities they visit.

 • Require vendors to have a scheduled appointment 
before a badge is printed, preventing unscheduled “pop 
ins” from vendors.

 • Stay prepared for accreditation audits by having all 
credentialing and vendor management data centralized 
for quick and easy reporting.

Managing vendors is more than business processes. It is 
about creating a culture of compliance, and is something 
the entire organization must own. Every employee must feel 
responsible for the safety of all patients, visitors, vendors and 
teammates. Breakdowns in culture become an opportunity 
for a breach and potential liability.

Conclusion
Regulatory mandates have forced a call to action within the 
healthcare industry to improve vendor management. These 
mandates have driven health systems to increase focus 
on cost/value, fraud and abuse, patient safety and privacy. 
Government and industry oversight and financial pressures 
are pushing health systems to manage their vendor 
relationships more closely, to avoid the risk of facing serious 
financial and legal ramifications.

A strong BA management policy and supporting procedures 
that include use of technology will help with compliance 
and reduce risk and associated costs across the organization. 
Internal audit should be involved in reviewing this important 
risk area. 

Attitude is a little thing that makes a big difference. 
~Winston Churchill
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