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What’s the most critical issue 

facing the Internal Audit Departments 

of Healthcare organizations today?  Is 

it Sarbanes-Oxley compliance?  Is it 

meeting HIPAA requirements?  Capital 

investments?  Technology?  Actually, it’s 

all of these.  And more.  

Issue #1:  Revenue Limitations and 

Payments to Hospitals

The federal government continues 

to manage Medicare reimbursement to 

healthcare providers.  Since Medicare 

is the largest payer for most hospital 

providers (approximately 40%), these 

limitations represent a serious impact 

to top line revenue.  Although Medicare 

billing regulations are very prescriptive 

in a complex and heavily regulated 

environment, unfortunately many 

hospitals are not effectively billing for 

services provided.  Additionally, the 

unrelenting pressure to reduce days 

in accounts receivable and accelerate 

cash fl ow often negatively impacts the 

use of available technology to ensure 

accurate billing resulting in appropriate 

reimbursement to the hospital.  A 

comprehensive review of the revenue 

cycle control environment and related 

operations (including monitoring tools) 

is critical to ensure effective and 

appropriate billing and reimbursement.

TOP INDUSTRY ISSUES FACING HEALTHCARE ORGANIZATIONS

Issue #2: Sarbanes-Oxley Compliance

Publicly traded health systems 

are required to comply with the 

Sarbanes-Oxley Act (The Act) and the 

rules promulgated by the new federal 

agency established by The Act, the 

Public Company Accounting Oversight 

Board (PCAOB).  The responsibility 

for monitoring your organization’s 

compliance with The Act often seems to 

rest with the internal audit department.  

The level of effort and complexity to 

develop documentation to demonstrate 

“tests of design” and the related 

execution of the “test the effectiveness” 

cannot be underestimated.  Based on a 

recent survey of internal controls at 

approximately 120 companies with 

revenue over $5 billion, approximately 

32% percent have estimated that it 

will take 25% longer than the original 

estimate to complete the work, and 

another 37% have stated it will take 

about 50% longer.  Additionally, there 

are numerous implementation issues 

and testing issues that are being 

considered by the PCAOB that are yet 

to evolve.  Internal audit must ensure 

that effective project management of 

this major challenge for SEC registrants 

occurs timely and appropriately to meet 

all PCAOB requirements to report on the 

effectiveness of the Company’s internal 
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control over fi nancial reporting – no 

organization wants to be a poster child 

of a poor example of compliance by the 

PCAOB upon their review.

For non-profi ts, while not legally 

required to follow the Sarbanes-Oxley 

Act, a recent study indicated that as 

many as two-thirds of large non-public, 

not-for-profi t health systems intend to 

comply with part or all of its standards.  

Good governance would suggest 

Internal Audit work with management to 

evaluate adopting the more signifi cant 

elements of The Act related to control 

documentation and the testing for 

effectiveness.

Issue #3:  Revenue Leakage – Doctors 

Are Creating Specialty Networks

In recent years, physician 

compensation has generally declined 

due to the termination of previous 

employment contracts, organization 

restructuring, legislative changes, and 

the ever-increasing cost of malpractice 

insurance.  To increase income, many 

physicians are actively creating specialty 

networks such as outpatient cardiac 

centers, sports medicine centers, 

diagnostic clinics, and outpatient 

surgery centers, all of which are 

redirecting service revenues from the 

hospital.  Leading edge organizations 

are evaluating relationships and 

ventures that are mutually benefi cial 

to physicians and hospitals to curb this 

spin off in business.  For perspective, as 

of February 2003, the GAO identifi ed 92 

specialty hospitals, which accounts for 

approximately 2% of all short-term, acute 

care facilities, plus another 20 under 

development (probably understated). 

(GAO: Specialty Hospitals: information 

on national market share, physician 

ownership, and patients served, United 

States General Accounting Offi ce, 4/

18/2003, GAO-03-683R.)  Although 

this is more of a strategic issue, where 

joint ventures occur, the Internal Audit 

function should ensure compliance 

with Stark Law, Anti-kickback and 

civil monetary statues, OIG Guidance 

RE: joint venture, to name just a few, 

and evaluate the control environment 

within the newly formed ventures where 

appropriate. 

Issue #4:  HIPAA Compliance Issues

Half of your business is highly 

regulated by Medicare and Medicaid, 

both of which are subject to years of 

compliance and review.  As of October 

2003, all electronic claims submitted 

to health plans are subject to new 

federal legislation under HIPAA, and 

it is possible that full compliance with 

the associated requirements may not 

be monitored effectively throughout 

your organization.  Providers and 

payers are currently enjoying somewhat 

of a “honeymoon phase” in regards 

to being held fully compliant.  Once 

this grace period ends, CMS will 

likely require hospitals and health 

plans to be generating fully compliant 

electronic claim transfers, and, you 

can likely expect the same type of rigor 

and review instituted by the Offi ce of 

Inspector General (OIG) under the 

Medicare Program.  Additionally, HIPAA 

compliance takes on a signifi cantly 

greater risk to meet the security and 

privacy compliance aspects of the 

regulation given the proliferation of data 

transfer, storage, and reporting.  Various 

governmental agencies including the 

Offi ce of Civil Rights will likely increase 

budgetary spending to assess an 

organization’s level of compliance with 

the various HIPAA requirements.  A 

formal assessment of HIPAA compliance 

should be a mandatory part of any 

internal audit plan.

Issue #5:  Accounts Receivables 

Valuation by Hospitals

Employers and managed care 

plans are shifting more of the cost of 

care to individuals through signifi cantly 

higher deductibles and co-payments 

comparable to prior years.  As a result, 

it doesn’t take long to accumulate 

signifi cant self-pay balances due to 

your hospital that were previously paid 

within 30 days by federal or commercial 

Fall 2003 

Benchmark Survey Results 

A recent survey of 

healthcare organizations by 

PricewaterhouseCoopers highlighted 

a number of hot issues with the 

most signifi cant global issue being 

corporate governance.  That’s no 

surprise since the fi rst companies 

required to comply with Section 404 

of the Sarbanes-Oxley Act are those 

with fi scal years ending after June 15, 

2004.  Other hot issues included:

• Research Compliance

• Privacy & Security in a digital 

environment

• Outsourcing (IT/AR/Other)

• Vendor contract reviews

• Technology

• Fraud

• Management Compensation 

Programs

• Litigator’s Prospective on Data 

and Documentation for Internal 

Audit

insurers.  Lastly, this issue does not 

consider the effect on receivables from 

self/under insured patients, a group 

that has been estimated to be 40 million 

individuals or 15% of the US population.  

Theses dynamics have made it more 

diffi cult to estimate the net collectable 

value of receivables – a pressing issue 

for every hospital.  Internal audit should 

evaluate a comprehensive retrospective 

review of receivables valuation 

methodology and related processes.

Issue #6:  Lack of Capital Investment

The industry under-invested in 

capital expenditures during the 90’s.  

In many markets, hospitals are playing 

catch-up by expanding and building new 

facilities.  Many hospitals lack access to 

capital, and their investment income, 
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which previously funded capital projects 

has been squeezed by poor returns 

on Wall Street.  A year long research 

project, led by the Healthcare Financial 

Management Association (HFMA) 

in partnership with GE Healthcare 

Financial Services and with research 

led by PricewaterhouseCoopers has 

identifi ed a clear trend of hospital 

capital expenditures lagging historical 

trends and shows a clear gap between 

the “haves and “have nots ” in the area 

of capital access.  Furthermore, the 

OIG added a review of hospital capital 

expenditures as one of their work plan 

items to the 2004 report.  Internal audit 

risk management warrants efforts to 

understand your hospital’s facilities 

plan to prepare for the future and 

understand implications of the OIG work 

plan matters, if any.

Issue #7:  Accelerating Costs/Staff 

Shortages

Healthcare systems and community 

hospitals are facing a growing dilemma 

– rising labor and malpractice costs 

with an accompanying shortage of 

nurses and staff.  The US Bureau of 

Labor Statistics last year projected that 

for the decade 2000-2010, registered 

nurses would be the third largest 

growth occupation in numbers of new 

positions needed; personal/home care 

aides and medical assistants will be the 

fastest growing occupation additions.  

To address these cost pressures, 

many hospitals have been proactively 

instituting changes to drive bottom-line 

growth including increasing utilization 

of staff, fl attening responsibility 

throughout the organization, 

centralization, outsourcing, and benefi t 

and insurance restructuring, to name 

a few.  Internal audit should ensure 

such changes to the related control 

processes do not compromise the 

hospital’s overall fi nancial reporting and 

control environment. 

Issue #8:  Hospitals Are Defi cient in 

Information Technology Spending

The healthcare industry has had 

diffi culty in integrating information 

technology through all aspects of its 

operations.  Due to budget constraints, 

many hospitals continue to rely on legacy 

systems and deferred investment in 

fully integrated software solutions.  Only 

a small percentage of hospitals are in 

the early stages of wireless.  According 

to a PricewaterhouseCoopers/Modern 

Healthcare Annual IT Survey (2003), on 

average, hospitals say they’re spending 

2.3% of their total operating budget on 

information systems, down 2.5% from 

2002.  The impact to Internal audit 

requires the continuous control testing 

of legacy systems with ineffi cient 

interface controls in increasingly 

complex IT environment and, as your 

hospital moves toward a more fully 

integrated application, internal audit 

will need to increase its dedicated IT 

resources to understand and manage 

related risks.

Issue #9:  System Security and Integrity 

Controls

Technology will enable fi nancial, 

operational, compliance, and clinical 

functions in the hospital of the future.  

In addition to patient confi dentiality, 

the security and integrity of the system 

is critical to ensure effective clinic 

operations, service delivery, and the 

routine processing of transactions.  The 

day-to-day security of system security 

and integrity controls over software 

applications not only ensures the 

integrity of data processing, but also 

ensures the proper use of software 

driven medical devices.  Recently, a 

simple security internal audit project 

resulted in access to confi dential data 

and application controls to process 

! Lack of Recognition:  You need a high profi le with senior 

management within your organization and direct access 

to the Audit Committee to effect change.

! Resources Are a Continuing Issue:   As with most 

businesses, some of your best players move on to other 

business units which is benefi cial for the organization, 

yet a challenge for your internal audit shop. To deliver 

effi cient quality services on a consistent basis, you need 

to hire the right resources through an effective employee 

recruiting program, keep the resources through a 

comprehensive retention plan, and create a formalized 

training and educational program to effectively derive 

value from your efforts.

! Keeping Current:  What you are required to know is 

profound - usually as much as the CEO, CFO, COO, CIO 

and OGC and your audit committee members. It is truly 

a challenge to keep current to ensure you are leading 

the charge on risk management concerns. A knowledge 

management infrastructure and resource network is 

critical for success. 

! The PCAOB Challenge:  Keeping abreast of implementation 

issues and evolving regulations throughout 2004 will be 

extremely challenging and mandatory - compliance is not 

an option - it is the law!

Internal Audit Directors’ Key Challenges



Journal of the Association of Healthcare Internal Auditors, Inc.

NEW PERSPECTIVES!!"#$$%&!'(()10

Journal of the Association of Healthcare Internal Auditors, Inc.

NEW PERSPECTIVES!!"#$$%&!'(() 11

cash transactions within 45 minutes of 

starting the project.  At another hospital, 

a recent clinical software update had 

near catastrophic implications due to 

an inadvertent error in programming.  

Internal audit must incorporate, 

as part of its annual internal plan, 

comprehensive tests to evaluate and 

monitor system security and integrity 

controls.

Issue #10:  Enterprise Wide Risk 

Management and Governance

The PCAOB regulations in October 

2003 mandated, among other 

things, the development and use of 

a comprehensive enterprise wide 

risk management process.  Often 

such risk management activities 

have already occurred within your 

organization; however, they were 

typically informal and/or not monitored 

with signifi cant rigor.  A comprehensive 

and robust process will be a challenge 

to implement and monitor for many 

organizations.  Internal audit will need 

to become actively involved in the 

development, review and monitoring of 

such processes.

    

Issues On The Horizon: 

The following dynamics will be 

affecting the healthcare industry in the 

near future and require that the internal 

audit department ensures the related 

processes and controls within your 

organization address appropriate risks.

Issue #11:  National Prescription Drug 

Act

There are specifi c changes being 

made to this recently approved Federal 

Act.  Your hospital has a reimbursement 

downside of 0.4% if they do not submit 

quality data indicators timely on 

certain diagnosis groups.  Those that 

make their quality benchmarks will be 

entitled to receive the full Medicare 

market updates.  Those that do not 

will experience a decrease in overall 

reimbursement that could be in the 

millions for mid-size hospitals.  This 

change is slated for fi scal years 2005-

2007.  Internal audit should begin to 

assess whether your hospital’s quality 

assurance programs meets or exceeds 

government standards to ensure full 

market basket updates.

Issue #12:  New Changes in Digital 

Technology

Enhanced technology will lead to 

greater healthcare system effi ciency 

and increased capital investments 

with state-of-the-art facilities.  Included 

in this area are linking point-of-care 

computing to business needs, inspiring 

users, involving patients, creating 

realistic timetables, use of PDA’s, 

electronic medical records, and building 

in privacy and security.  Signifi cant 

wireless technology investments result 

in a number of signifi cant new risks to 

manage for internal audit, including 

an entire host of security risks, among 

others.

Issue #13:  Utilizing Nanotechnology

According to Sushil Chandra’s article, 

“Technology trends in telemedicine,” 

Healthcare Management, funding for 

nanotechnology alone more than tripled 

to 1.5 billion between 1997 and 2001, 

and has at least doubled since then, 

according to a Healthcare Management 

magazine. We see a tremendous 

upside in healthcare service delivery 

by using nanotechnology for advances 

in minimally invasive procedures.  

Miniscule, robotic probes using a light 

source will locate lesions, take biopsy 

samples, analyze them electrically 

and chemically, and, if necessary, 

administer therapeutic laser-generated 

heat or implant radioactive seeds – all 

in one step.  As clinical software and 

related hardware further develop, it will 

be necessary for internal audit to invest 

in resources to monitor the related 

risks.

Issue #14: The New Institute of Internal 

Auditors’ (IIA) Standards

The IIA Internal Auditing Standards 

Board has signifi cantly revised its 

International Standards for the 

Professional Practice of Internal Auditing 

(Standards), effective January 2004.  

The Standards have been updated 

to refl ect the following:  auditors who 

may be impacted by legal or regulatory 

issues, auditors performing consulting 

services, a revised defi nition of 

assurance and consulting services, 

increased IT focus for auditors, the use 

of computer assisted audit tools, quality 

assessments, and the communication 

of engagement results.  Two specifi c 

examples of recent changes include:  

internal audit’s mandatory review of 

the design and effectiveness of its 

department; and more signifi cantly, 

a requirement for internal audit to 

formally review the organization’s ethics 

program and governance process 

beginning January 1, 2004.   

Issue #15:  The Committee of 

Sponsoring Organizations of the 

Treadway Commission (COSO) 

Changes

COSO identifi ed a need to update 

it’s Internal Control - Integrated 

Framework, published in 1992, and 

is currently revising the framework 

which is planned for release by 

Summer 2004.  One of the goals of the 

project is to develop and incorporate 

a broadly accepted Enterprise Risk 

Management Framework.  The new 
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framework deals with the needs and 

expectations of boards, management 

and other stakeholders.  The framework 

will defi ne and describe enterprise 

risk management and provide a 

standard against which business and 

other entities - large or small, in the 

public or private sector, for profi t or 

not - can assess their enterprise risk 

management and determine how 

to improve it.  Further, it identifi es 

the inter-relationships between risk 

and enterprise risk management, 

in connection with COSO’s original 

Integrated Framework model 

As organizations seek to comply 

with the requirement of the Sarbanes-

Oxley Act, they may consider reviewing 

the impact of these proposed changes 

to enhance the internal control 

environment.  !

Risner Consulting Group, Inc.

“A Construction Audit Firm”

Based in Orlando, Florida, Risner Consulting Group, Inc. has performed 

construction consulting and audit services for Fortune 500 companies and 

organizations throughout the U.S. and Canada.  

Our services include:

! Control Reviews ! Risk Analysis

! Review of Construction Policies  ! Construction Cost Control

 and Procedures !    Close Out Audits

! Cost Savings or Recovery Reviews ! Review of Budget or Cost  

! Change Order Review and        Overruns

 Analysis ! And more

Our philosophy is to provide services of the highest quality at a reasonable fee.  

Our construction audits have involved hospitals, offi ce buildings, hotels, retail 

stores, airports, restaurants, and roadways, plus many more.

Visit our web site at www.risnerconsulting.com or call the President, Ron Risner, at 

(407) 522-8804 or (407) 340-5204 for further information.

Additional Resources

! General Accounting Offi ce 

Specialty Hospitals.  Information 

on national market share, physician 

ownership, and patients served, 

United States General Accounting 

Offi ce, 4/18/2003, GAO-03-683R.

! Financing the Future.  This is a year-

long project that will give healthcare 

professionals the perspective 

and tools necessary to meet the 

capital challenges of today and 

tomorrow.  Led by the Healthcare 

Financial Management Association 

(HFMA) in partnership with GE 

Healthcare Financial Services 

and with research conducted 

by PricewaterhouseCoopers, 

Financing the Future is bringing 

together key stakeholders in the 

industry to quantify capital need 

and access, identify best practices 

for capital planning, provide 

tools for determining capital 

need, recommend innovative 

techniques  for capital access, 

and suggest areas for policy 

change.  Information is available at 

www.fi nancingthefuture.

! The Institute of Internal Auditors 

www.theiia.org.

! The Committee of Sponsoring 

Organizations of the Treadway 

Commission www.coso.org.

! P r i c e w a t e r h o u s e C o o p e r s 

www.pwc.com/healthcare.  

Todd W. Hall, is Director, 

Global Healthcare Marketing, 

P r i c e w a t e r h o u s e C o o p e r s , 

Boston, MA.  He can be reached at 

todd.w.hall@us.pwc.com. Printed with 

permission.
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