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Top Challenges: Today’s Healthcare 
Privacy and Security
By Kirk J. Nahra

Introduction
Despite all of the hullabaloo that followed 
HIPAA’s implementation in April 2003, no 
one could have predicted that, more than 
four and a half years later, the HHS Offi ce 
of Civil Rights (OCR), the designated 
arm for HIPAA privacy enforcement, 
would have taken no formal actions 
against anyone for a HIPAA violation. 
Complaints continue to come in on a 
regular basis, the complaints are reviewed 
and processed, and most companies either 
prove they have done nothing wrong or 
agree to not do something wrong again. 
And the case closes. 

We have also been predicting for a long 
time that this enforcement approach will 
be changing. So far, we have all been 
wrong. Even the increased pressure 
stemming from the changes in Congress 
in 2006 have not—to date—led to any 
public enforcement actions concerning 
HIPAA violations. That means that 
the OCR “voluntary compliance” 
approach is still the sole means of HIPAA 
enforcement. 

Is this going to change? There clearly is 
some ‘noise’ from OCR that they will 
be getting more active. And there is 
additional pressure from Congress to take 
more aggressive action against privacy 
violations. Keep in mind, however— the 
HIPAA enforcement rule creates a long 

and diffi cult process for any enforcement 
action, even if OCR were to get more 
aggressive, and maximum fi nes are very 
low under the HIPAA statute, even under 
a ‘get tough’ approach. So, there is no 
reason to expect any dramatic change in 
the overall enforcement approach.

Does this enforcement approach matter? 
Some privacy advocates have argued this 
lack of HIPAA enforcement has led to 
widespread actions by health care entities 
to ignore HIPAA’s requirements. I have 
seen no signifi cant evidence to support 
this idea. But, healthcare companies 
do need to be careful to reinforce the 
importance of HIPAA’s rules, since this 
lack of enforcement could lead employees 
to be less vigilant about privacy 
protections.

Security Enforcement and Audits

Is the enforcement picture the same on 
the security side? Security enforcement 
is much newer, given that the HIPAA 
Security Rule is two years younger than 
the Privacy Rule. Also, there is a new 
sheriff in town, the Centers for Medicare 
and Medicaid Services (CMS), which has 
primary enforcement authority for HIPAA 
security violations.

We have seen certain initial security 
enforcement efforts—although these 
efforts have not come from CMS. Various 

state attorneys general, state insurance 
departments and even the Federal Trade 
Commission have taken action against 
healthcare companies for security 
problems. CMS has not yet acted, in its 
enforcement role, but it has been issuing 
signifi cant new security requirements 
under its regulatory oversight authority 
for the Medicare program. Moreover, 
there has been one HIPAA Security audit 
initiated by the HHS Offi ce of Inspector 
General. While there is no visible 
evidence to support the idea that this 
audit signals the start of a widespread 
effort at proactive security enforcement, 
all healthcare organizations should review 
the audit questions distributed by HHS, 
as these questions are both quite diffi cult 
to answer and potentially eye opening, 
in terms of how a regulator may view 
HIPAA Security compliance.
It also is clear that, unlike the Privacy 
Rule, compliance with the Security Rule 
requires a serious ongoing effort to stay 
at or ahead of the curve. Technology 
developments require a constant re-
evaluation of security approaches. News 
events related to security breaches force 
entities to re-consider existing challenges. 
Is there any healthcare organization that 
has not revised its policies on the use of 
laptops following the dozens of incidents 
involving stolen laptops? Also, unlike 
the privacy arena, we continue to see 
widespread reports of security breaches 
involving healthcare providers and their 
vendors, so security compliance is both 
an enforcement and a practical issue 
for any entity that handles healthcare 
information.

Security Breach Notifi cation and 
Mitigation
Beyond Security Rule compliance itself, 
the most confusing area for healthcare 
entities has involved the intersections 
between certain security breach reporting 
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obligations under HIPAA and the 
various state laws requiring reporting to 
individuals in certain breach situations. In 
the past three years, more than 38 states 
have passed laws related to notification 
of individuals in the event of a security 
breach involving specific information—
usually a Social Security number, credit 
card number or account number. These 
laws which are designed to reduce the 
risk of identity theft focus on notice to 
affected individuals. The relevant HIPAA 
provisions primarily from business 
associate contracts require reporting 
to a covered entity when a business 
associate experiences a breach. Both of 
these situations are creating significant 
confusion.

There are several key issues to keep 
in mind when evaluating security 
breach notice obligations. First, there 
are significant tensions between the 
two primary principles HIPAA and 
state laws. In some situations, HIPAA is 
broader than the state laws. For example, 
a HIPAA Security breach should be 
reported when any protected health 
information is involved, while state 
reporting only involves specific categories 
of information. On the other hand, 
state laws impose broader notification 
obligations, both in terms of the kind 
of notice that must be provided and 
the scope of the covered information 
such as personal information about a 
company’s employees. So, it is critical for 
organizations to have a security breach 
notification plan, in advance of any 
incidents, one that identifies the range 
of relevant factors for consideration 
in evaluating reporting and notice 
obligations. 

In addition, it is essential for 
organizations to have a plan for 
mitigation of any harm from breaches and 
of the overall security problem. Because 
of the focus on notification, overall 
mitigation sometimes has been lost. For 
example, when entities have determined 
that no notification is required, they often 
do not push further into the problem, 
to identify why a breach happened 
and to take the steps to ensure it does 
not happen again. This failure to make 
changes creates significant risks when the 
same mistakes re-occur.

Vendor Oversight and Off-Shoring

Security breach issues also have 
highlighted some ongoing concerns about 
oversight of healthcare vendors. While 
the rules have not changed, there are 
increased pressures for entities to pay 
more attention to the activities of their 
business associates. When a security 
breach happens, covered entities have 
an obligation to notify individuals, even 
if the breach involves a vendor, and this 
legal obligation typically requires more 
overall interaction with the vendor than 
a typical business associate agreement 
contemplates. Accordingly, these evolving 
security breach obligations also should 
result in an evaluation—typically an 
expansion—of vendor oversight and 

vendor commitments in connection with 
business associate agreements. 

Beyond the question of vendor oversight, 
there is continued pressure and concern 
about the privacy and security risks 
involved in off-shoring of healthcare 
information. While driven by a relatively 
small number of incidents, more and 
more rules and statutes are prohibiting 
off-shoring, imposing conditions on off-
shoring or requiring notice and consent 
before off-shoring can occur. For the 
healthcare industry, these obligations 
as they now stand are most relevant 
in connection with federal healthcare 
programs. But, these obligations continue 
to expand, imposing on healthcare 
entities increased obligations to inquire 
about vendor off-shoring activities and 
create appropriate protections for any 
information that is sent off-shore.

The Employer’s Role in Healthcare
One of the most confusing elements 
of the HIPAA Privacy Rule is the set 
of obligations imposed on employer 
sponsored group health plans. Because 
HHS had no regulatory authority to 
regulate employers under the Privacy 
Rule, HHS was forced to develop a set 
of rules for the regulation of employer 
health plans, primarily by restricting the 
employee healthcare information that can 
be distributed to the employer or sponsor 
of the health plan. This artificial dichotomy 
implemented in practice by virtually no 
companies prior to HIPAA has created 
confusion and uncertainty from the start. 

Now, as employers become increasingly 
involved in healthcare programs, these 
ambiguities are reaching a breaking 
point. Employers around the country 
increasingly are viewing wellness 
programs as a means of both improving 
employee health and presumably 
reducing health insurance expenditures. 
These wellness programs, at a minimum, 
encourage employees to engage in 
pro-health activities, but employers 
are pushing the envelope on whether 
these encouragements can be turned 
into rewards and/or punishments. As 
employers continue to spend enormous 
amounts on employee healthcare 
coverage, there is the realistic possibility 
that the overall privacy approach will 
change, with employers, if they are 
going to pay for healthcare coverage, 
having more rights to review and act on 
employee healthcare information. As this 
pressure mounts, the debate on where to 
draw this line threatens to become very 
controversial. 

Privacy Litigation
We also are seeing changes in how the 
privacy rules are being addressed in 
litigation. While we all understand that 
HIPAA by itself does not create a private 
cause of action (companies cannot be sued 
because they violated HIPAA), claimants 
are becoming increasingly creative in 
defining claims that permit cases to go 
forward based on privacy breaches. 
Taken together these cases are raising the 
possibility that HIPAA will be used as a 
measuring stick—a standard of care in 
legal terminology—and that companies 
may be sued for violating this standard 
of care. 
While plaintiffs have struggled to assert 
private causes of action directly, they now 
are learning to be more creative with the 
possibility that a new claim for negligence 
may emerge. The most likely candidate 
for leading precedent in this area is the 
case of Acosta v. Bynum, 638 S.E. 2d 246 
(N.C. Ct. App. 2006). Here, the Court 
reinstated claims against a psychiatrist 
who allegedly allowed an office manager 
access to psychiatric records that were 
then used to cause harm to a patient. 
The appellate court decision found it 
appropriate to use HIPAA as creating 
a standard of care in making claims 
that a defendant violated a standard of 
care. This decision therefore creates the 
opportunity to use HIPAA as a measuring 
stick for a traditional tort claim—even in 
a situation where there was no obviously 
egregious behavior. While specific 
damages will be required, this case 

Privacy Rule compliance with the Security Rule requires a 
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provides a means of getting around the 
lack of a cause of action. It is one to watch 
in the years ahead. 

Acosta may be the clearest case on this 
‘negligence’ idea, but it is not the only 
recent case permitting HIPAA-like claims 
to be brought without relying on a HIPAA 
cause of action. While similar cases have 
not yet been brought under other statutes, 
there is no reason that this theory will not 
work under these laws. 

The recent case of Sorensen v. Barbuto, 
143 P.3d 295 (Utah Ct. App. 2006), cert. 
granted, 150 P.3d 544 (Utah 2006), is also 
interesting. In the case, a patient sued his 
former doctor, for providing assistance 
to the defendant in a personal injury suit 
brought by the patient. While this case 
may be most noticeable for the idea that— 
with the right facts— judges may seek 
out means of remedying these violations, 
where there is a reasonably defined actual 
harm or particularly bad behavior, it is an 
interesting spin on a HIPAA claim. 

The Sorensen decision stems from 
Sorensen’s suit against Barbuto 
(his former physician), brought 
after Sorensen learned of Barbuto’s 
involvement with his opposing defense 
counsel. The court held that “ex parte 
communication between a physician 
and opposing counsel constitutes a 
breach of the physician’s fiduciary duty 
of confidentiality.” The court further 
held that the trial court’s dismissal of 
Sorensen’s negligence claim was in error, 
as the fiduciary duty that existed in this 
situation could support a negligence 
claim. The court also found that Sorensen 
could pursue a claim for intentional 
infliction of emotional distress. Because 
Barbuto not only communicated ex 
parte with defense counsel, but also 
became a paid advocate for Sorensen’s 
adversary, the conduct by Barbuto met 
the threshold of ‘extreme and outrageous’ 
conduct necessary to sustain a claim 
for intentional infliction of emotional 
distress. 

These cases are not uniform, but they 
do represent the realistic possibility of 
two key theories: negligence, through a 
failure to meet a standard of care set by 
legislative or regulatory standards; or 
breach of (fiduciary) duty, through failure 
to meet these same standards. 

Electronic Health Records/Personal 
Health Records Systems and the 
Need for New Rules 
We also are seeing important privacy 
developments related to the increased 

push for electronic medical records and 
personal health records. As these records 
build, a broader debate is developing 
as to whether the existing privacy 
rules are reasonable and effective in 
today’s evolving healthcare information 
environment. Several key recent 
developments are making this debate 
more interesting and more active leading 
to the realistic possibility that we may 
see new privacy rules for the healthcare 
industry and the many others who use 
healthcare information in the near future. 
The key question will be whether any new 
rules will target unregulated participants 
in emerging health information exchange 
systems or whether changes will seek 
to regulate further the entire healthcare 
industry. 

Most of the current debate is being driven 
by the extensive discussions about the 
development of local, state, regional, 
and perhaps national health information 
exchanges. This debate, encouraged by 
the Bush Administration push to develop 
a fully inter-operable health information 
exchange by the year 2014, is focusing 
attention on whether this new integrated 
environment requires a new set of 
healthcare privacy rules—at least for this 
environment. Two influential advisory 
groups, the Confidentiality, Privacy and 
Security Workgroup of the American 
Health Information Community (AHIC) 
and National Committee on Vital and 
Health Statistics, recently have issued 
recommendations that would expand 
the coverage of HIPAA, or a similar 
rule, to a broad range of new entities not 
currently covered by the HIPAA rules, 
including vendors, state and local health 
information networks, and potentially 
employers, banks and others who are 
creating personal health records. 
These recommendations taken together 
raise for the integrated health information 
exchange community, the need to 
develop new privacy and security laws 
to ensure that the full range of entities 
participating in these networks all face 
the same rules concerning their use and 
disclosure of health information. These 
recommendations reflect recognition 
of certain changes in the healthcare 
landscape arising from these integrated 
networks, and the necessity of ensuring 
that healthcare information is protected 
by a uniform standard, without some of 
the artificial lines drawn by the HIPAA 
rules. 
Beyond these recommendations, Senators 
Kennedy and Leahy have introduced 
new legislation (S. 1814) designed to 

revamp, almost from scratch, the entire 
landscape of healthcare privacy laws. The 
bill responds to the premise that “fear 
of a loss of privacy cannot be allowed to 
deter Americans from seeking medical 
treatment.” Without any particular focus 
on health information exchanges, this 
proposal virtually tosses out the HIPAA 
rules, in favor of a far more restrictive 
environment with significant enhanced 
risks and penalties for healthcare 
companies. 

Among the most substantial components 
of the Kennedy-Leahy bill are: 

Abandonment of the Office of Civil 
Rights as an enforcement agency, 
in favor of a new Office of Health 
Information Privacy.

Creation of an extensive new notice 
requirement, including a new variety 
of opt-out rights.

A requirement that companies 
publicly identify their agents and 
subcontractors.

Creation of new informed consent 
procedures, even for treatment and 
payment uses and disclosures.

Requirement for authorizations for 
a wide variety of other disclosures 
(where none is required today), 
particularly healthcare operations.

Expansion of civil and criminal 
penalties.

Authorization for enforcement by 
State attorneys general.

Creation of a private right of action 
for individuals. 

This proposal faces a significant uphill 
battle. While questions persist about 
the current enforcement approach to 
the healthcare privacy rules, there does 
not appear to be any pattern of actual 
events that indicates a need for new 
regulatory requirements governing the 
wide range of practices that are covered 
by healthcare privacy rules today. In 
fact, particularly in the private sector, 
the healthcare privacy rules seem to be 
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working remarkably well. While security 
breaches are a daily occurrence in many 
industries, the healthcare industry has 
faced only modest problems, almost 
all of them related to security rather 
than privacy, and most on a relatively 
small scale (other than the prominent 
breach concerning the Department 
of Veterans Affairs). Accordingly, the 
new proposed legislation presents 
the certainty of disrupting existing 
operations and creating enormous new 
costs for the healthcare industry, without 
any demonstrated basis for forcing such 
change. 

Conclusion
While companies are settling into 
the HIPAA era, there are continuing 
developments, in and out of the healthcare 
industry, that are preventing complacency. 
Moreover, because the technology and 
business of healthcare continues to evolve 
so quickly and so extensively, healthcare 
organizations need to pay careful attention 
to ongoing developments, so that they can 
maintain operations that are appropriately 
protective of personal information 
while still facilitating emerging business 
developments. NP
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