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Introduction
It’s generally a bad sign when an article 
begins with an apology. Nonetheless, 
I apologize if readers fi nd the material 
too elementary. The intent is simply to 
provide an auditor-oriented introduction 
to Electronic Health Records (EHR) 
Systems as auditors may not be familiar 
with the basic dysfunctions of EHRs 
that will challenge their efforts for 
years to come. This introduction will 
be followed in a future issue by more 
tangible, specifi c, and applicable tools and 
information. This initial ‘get acquainted’ 
orientation is further intended to 
prepare those auditors who have not 
yet confronted the unique challenges of 
electronic health record systems, and to 
affi rm those who have confronted them 
and wondered if they, like a professional 
Alice in Wonderland, had tumbled 
down the rabbit hole. For the former, 
be prepared for a unique and exciting 
new world, where indeed a nibbling 
audit here will make you smaller, and a 
nibble there will make you larger, and 
you have the suspicion that somewhere 
nearby is a large grinning cat, enjoying 
your puzzlement. For the latter, your 
suspicions (and concerns) that you are 
professionally knee deep in a unique 
historical event are correct. For both, 
though, never in your career will you 
have a more important role in assuring 

that the pace of change in healthcare 
quality, effi ciency and accountability 
proceeds on solid pathways. Never in 
your career will your skills and diligence 
be so needed by those who depend 
on accurate and reliable healthcare 
information, which is to say, everyone, 
everywhere.

The Bewildering World of EHRs
First, a historical digression, over-
simplifi ed for brevity but necessary to 
render comprehensible what may at 
fi rst seem bewildering. What must seem 
curious from an auditor’s perspective is 
that, from many and powerful quarters, 
the US healthcare industry is being 
vigorously pressed to implement EHRs. 
The primary motivations are readily 
apparent. Healthcare, as an industry, 
represents the largest segment of the 
US economy in dollar terms, yet the 
basic metrics for managing a business 
are extremely diffi cult to collect and to 
compare across even the most similar-
appearing producers. In the near term, 
the primary ‘producers’, healthcare 
services providers, and provider 
organizations, would clearly appear to 
have strong interest in improving the 
availability of high quality production 
data in the context of systems that can be 
authenticated, their data validated, and, 
when needed, thoroughly audited.

Here is where we begin to slip down to 
Alice’s world. In an ideal world, society 
has processes for making sure that 
systems we rely on are trustworthy and 
consistent with one another, through 
standards and certifi cations. Simply, 
standards are authoritative requirements 
created by informed professionals in 
Standards Development Organizations 
(SDOs) procedures, for example, HL7, 
ASTM, ISO, or etc. Certifi cation is an 
external entity’s statement that a given 
product meets a set of those standards. 
In the current EHR Wonderland, though, 
Electronic Health Records systems are not 
yet required to meet existing Electronic 
Health Records standards. Read that 
sentence again, take a deep breath, regain 
your bearings and composure because 
it gets worse. Electronic Health Records 
are also not yet required to be certifi ed 
against existing standards. Perhaps 
you should sit down now, as it gets still 
worse. Those certifi cation requirements 
that do currently exist, and are steadily 
improving in both depth and scope, 
do not yet include basic functions that 
support legal admissibility requirements 
under the Business Records Exception1 to 
the usual exclusion of common records 
as non-valid or invalid hearsay. Without 
specifi c functions designed to support 
the Federal Rules of Evidence, which 
stipulate when a record can be considered 
a valid Business Record under the Federal 
(and many State) court rules, an EHR’s 
documentation can be thrown out of 
court and also leave an auditor unable 
to assert their work’s validity due to the 
uncertainties of an untrustworthy source 
system.2

In other words, as an auditor, when 
confronted with an Electronic Health 

Executive Summary
For historically and technically unique reasons, Electronic Health Record Systems 
represent unexpected and potentially vexing challenges for the healthcare sector 
auditor. This article provides a basic overview of the current state of these relatively 
new clinical and business record systems for the auditor perspective and is a preface 
to future articles on the same and similar topics relating to electronic documentation 
in the healthcare setting.
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Record System as the source or repository, 
or both, for a medical office’s legal medical 
record, you are likely to be confronted with 
challenges to your most basic requirements 
for assuring a systematic assessment of the 
veracity and integrity of records. Let’s take 
an example from recent case law.  

Confronting the Issues
A very unfortunate man required brain 
surgery. At the conclusion of the best efforts 
of the surgical team, the patient was found 
to have suffered catastrophic injury. In 
reviewing the electronic Anesthesia record, 
a number of problems were discovered. 
First, 90 minutes of data was missing from 
machines that both monitored the patient 
and kept him alive. Second, the anesthesia 
record included the Anesthesiologist’s 
electronic signature affixed to a routine 
statement attesting that he had attended the 
patient from the beginning to the end of the 
surgery. However, additional data collected 
by the electronic system proved that he had 
actually signed that statement minutes into 
a multi-hour case, therefore demonstrating 
that his signed statement was false. This, 
plus other problems, virtually invalidated 
the record and contributed to an $11 million 
settlement by the hospital.3

So, the first problem with an EHR is that 
you cannot necessarily trust what you see, 
and what you see may, as in the example 
above, be negated by data you may not be 
aware exists, nor know how to audit.

Second, since even a certified EHR 
does not yet include basic requirements 
for business records validity, even 
certification may not raise your 
confidence that the record you are 
examining is valid.4

Third, although standards exist for 
EHRs, and those standards are steadily 
expanding, there is no obligation 
currently that any given EHR meet 
those functional standards in design and 
certainly not in its use. See, for example, 
the comprehensive Health Level 7 EHR 
Functional Model Standard5  and inquire 
of any given EHR company whether they 
currently comply with that standard. 

While there exists a wide range of 
standards that apply to EHRs, their actual 
harmonization and uptake will only take 
place over many years.

There are other problems as well, and 
these will be illuminated in more depth 
in upcoming articles. For these initial 
purposes, in sum, auditing health records 
in an EHR system is like trying to verify 
records where each record is created and 
maintained according to rules that are 
not uniform from one office to the next, 
from one doctor to the next, or from one 
hospital to the next. Furthermore, Brand 
A EHR system will have different rules 
than Brand B, and the same Brand B EHR 
can be dramatically different at Hospital 
Y and at Hospital Z. Since one recent 
survey demonstrated over 240 different 
EHR systems are available for use in, for 
example, doctor’s offices, the potential 
variability in data quality is theoretically 
infinite6.  

Bringing Accountability
Since medical records constitute the 
evidence of healthcare production 
which, in turn, is converted to 
standardized codes, the application 
of those standardized codes to 
non-standardized production data 
undermines their trustworthiness as 
well, and so undermines the entire 
revenue evidentiary and audit chain. 
Their reliability even for assessing 
clinical quality can be in doubt due to 
system and use variabilities7. The story 
behind why this is tolerated in our 
society is a fascinating one in its own 
right, and undoubtedly well told by 
auditors. However, it is becoming clear 
that our society is becoming increasingly 
intolerant of the inefficiencies of the 
healthcare industry, whether counted 
in dollars lost or lives lost. Who brings 
accountability to systems in place? You 
do, auditors do. 

Basic Common Audit Sense
The good news is that it is becoming 
clearer that the application of a short 

initial list of basic auditing tests can 
quickly reveal whether variability 
problems can be tamed for an 
auditor’s purposes. Field research 
has demonstrated that these most 
basic aspects of EHRs quickly reveal 
weaknesses and strengths.8 These tests 
focus on the basic requirements of 
business records validity and integrity. 
First, testing the utility of a system’s own 
audit functions. Second, testing whether 
the author/signer of documentation is 
accurate, and third, evaluating how the 
system treats, and illuminates, alterations. 
Even the application of a simple testing 
protocol will show you a lot about where 
to direct your investigations.9  

The first thing you’ll appreciate is simply 
that you can take a given claim payment, 
readily identify the encounter it is 
supported by, easily find that, and easily 
read it. No hunting around for charts and 
flipping through pages. While navigating 
the electronic chart may take some getting 
used to, once you have experience in 
several systems, basic navigation will 
become more intuitive. From here on it 
gets difficult. Here is one simple place to 
start. Is there some particular concern that 
led to the audit? That is always a good 
place to start of course. For illustration’s 
sake, though, let’s take a common 
problem—looking for services that were 
documented as provided but well beyond 
medical necessity. One facility of most 
EHRs is that they allow a provider to 
document very fast and, in some instances 
that ability can be misused.10 Focus on the 
question, “Is there a simple presenting 
complaint, like a common cold or a blood 
pressure check, followed by an extensive 
multi-system directed history and 
physical?” In such cases, indeed the 1997 
E&M Guidelines ‘bullet count’ may be 
consistent with a 99214 but, for a simple 
problem? A pattern of this for simple 
presenting complaints, or in follow-up for 
uncomplicated problems is a common. 

3 Dimick, Chris. “E-Discovery: Preparing for the Coming Rise in Electronic Discovery Requests.” Journal of AHIMA 78, no.5 (May 2007): 24-29.
4 Ex: Currently, Certification Commission for Health Information Technology (CCHIT) requirements do not include retention of the original content of an altered or 

amended record. This gap will be eliminated in 2009 but other gaps exist.  See Certification Commission for Health Information Technology (CCHIT) 2008 Criterion PC 
01.11 (New for 2009) in Ambulatory Certification Criteria, 2008 Final Criteria, May 13, 2008. 

5 See Health Level 7 (HL7) Electronic Health Record System Functional Model Standards, published February 2007, see HL7 Press Release. (This is distinct from the more 
familiar HL7 Messaging Standards) http://www.chca.com/news/..%5Cmm%5Cpdf%5C20070221_ehr_functional_standards.pdf

6 EHR Scope, by 1450, Inc. DBA EHRConsultant, Fall 2007, Volume 4, 2007, p. 25. http://ehrscope.com/downloads/ehr_scope_fall07_web.pdf 
7 Persel, et al, “Assessing the Validity of National Quality Measures for Coronary Artery Disease Using an Electronic Health Record” in Archives of Internal Medicine, Vol. 

166, November 13, 2006.
8 See Trites, Patricia A., and Gelzer, Reed D., How to Evaluate Electronic Health Record Systems, AHIMA, Chicago, IL, 2008. 
9 Gelzer, Reed and Trites, Patricia, “Using Test Vignettes to Assess EHR Capabilities” in Journal of AHIMA, May 2006.
10 Example: One of my favorites was the Florida Internist who had his EHR pre-programmed to generate notes based on templates, labeled with the target E&M code, 

patient age, and gender, for example: “99214 Male Age 40-55”, regardless of the presenting complaint. In the generated note there was a unique spelling error that then 
recurred in every use of the template, further illustrating that the documenter did not read the actual notes.
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Again, in future articles, we’ll go into 
much greater detail on specific areas to 
focus on in EHR audits. 

Conclusion

Lastly, one other thing will undoubtedly 
be coming clearer from this introduction, 
the downright silliness of a doctor writing 
an article for auditors about auditing. If 
you’ve found this material of interest, 
by all means step into the breach and 

work with your peers and professional 
associations to speed the adaptation of 
auditing guidelines for other electronic 
records systems to the EHR realm. You’ll 
be doing both your profession and your 
country a major service. Welcome to the 
brave new world of auditing Electronic 
Health Records systems, Alice. NP
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