
T
he Health Insurance Portability and 
Accountability Act (HIPAA) requires organizations 
to know their business partners that have 
access to, store, use or transmit protected 

health information (PHI) on their behalf, and to hold them 
accountable for protecting such information. The Health 
Information Technology for Economic and Clinical Health 
Act (HITECH) of 2009 expanded that requirement, giving 
regulators the teeth to enforce sanctions and fines for those 
healthcare organizations not effectively managing their 
business associates.

In April 2016, for example, Raleigh Orthopaedic Clinic, P.A. of 
North Carolina agreed to pay $750,000 to settle charges that 
it potentially violated the HIPAA Privacy Rule by sharing PHI 
with a potential business partner without first executing a 
business associate agreement.1

Third party portfolios 
have become complex, and 

continue to expand.

Other industries, notably financial services, have drastically 
advanced their third party risk management (TPRM) 
capabilities due to regulatory requirements and the 
recognition of a rapidly expanding business partner 
ecosystem. This has resulted in nearly every organization 
in every industry considering how to identify and manage 
risks associated with third parties, and many are formalizing 
TPRM programs across the enterprise.

TPRM challenges
Third party portfolios have become complex, and continue 
to expand and evolve. Exposure to the organization spans 

1 www.hhs.gov/hipaa/for-professionals/compliance-enforcement/agreements/
raleigh-orthopaedic-clinic-bulletin/
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the entire risk spectrum from strategic and financial to 
operational and compliance.

This is currently a large blind spot for many organizations 
due to:

 • Increased business affiliations and the related complexity 
of alliances, joint ventures and partnerships

 • Heightened regulatory requirements governing 
expectations for managing risk associated with third 
party relationships across a number of industries

 • Continued growth of managed IT services, including 
information security, mobile device application 
development, network administration and IT 
infrastructure management

 • Software/platform as a service (SaaS/PaaS) and other 
cloud-based solutions

 • Third party relationships contributing to some of the 
more notorious security breaches in recent history

The challenge is further complicated by multiple 
stakeholders that are, or should be:

 • Involved in engaging third parties

 • Managing the relationship

 • Monitoring and mitigating organization risk

Procurement, legal, business owners, finance and IT are 
all involved in some aspect of the process. Unfortunately, 
involvement too often comes late in the process, with 
risk management activities being deprioritized in the 
interest of executing a contract and not slowing down 
the business. In addition, procurement functions are 
increasingly expected to drive cost savings and maximize 
business relationships, while making it easy for the 
company to conduct business.

The items below are a representative list of services and 
relationships through which healthcare organizations often 
collaborate or engage a third party:

1. Business process outsourcing (e.g., collections)

2. Construction

3. Joint ventures, alliances and affiliates

4. HR and payroll

5. IT and telecommunications services

6. Legal services

7. Marketing, advertising and media planning

8. Meetings, logistics and event planning

9. Parking and valet services

10. Pharmacy operations

11. Printing and packaging

12. Promotions and public relations

13. Real estate and facilities management

14. Research

15. Supply chain, logistics and distribution

16. Transportation

17. Travel and entertainment

Rise to the occasion
Challenges and risk exposure to healthcare organizations are 
significant and extend well beyond the protection of PHI.

To effectively assess and manage risk associated with 
third party relationships, these key activities should be 
undertaken:

 • Define risk domains.

 • Determine the third party portfolio.

 • Deploy a third party risk management (TPRM) program 
that is incorporated into the relationship lifecycle and
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focused on the relationships that pose the greatest risk to 
your organization.

Do not be fooled into thinking it is easy to holistically and 
consistently manage third party risks based on the relatively 
few number of activities identified above. To be successful, 
these activities often require a significant amount of data 
analytics, process enhancements, policy and procedure 
expansion, employee and third party education, technology 
enablement and organizational change management. An 
endeavor of this nature often feels like changing tires while the 
car is moving because you have an existing third party portfolio 
to manage with new relationships coming online regularly.

It is also important to note 
‘zero-dollar’ third parties.

Common risk domains
Organizations should recognize and create defined risk respons-
es to these most common risk domains, as shown in Exhibit 1

Information security and privacy risk
As you can imagine, third party relationships and their 
access to administrative, financial and operational systems 
have become a major attack vector for hackers. Combined 
with the black market value for medical records and the 
relative immaturity of many TPRM activities, it is a matter of 
time until the next significant breach hits the headlines. This 
is why many organizations start their TPRM program build-
out to first address information security and privacy risk.

Determine your third party portfolio
Determining your third party relationship portfolio and 
obtaining confidence in its completeness and accuracy are 
often challenging.

The process to develop, assess or enhance TPRM activities 
should be started with the following:

1. Interviewing administrative, financial and operational 
middle and senior management to understand the third 
parties with which they conduct business, the nature 
of products and services provided, and any historical 
challenges

2. Obtaining the complete supplier master file, 
including up to 24 months of accounts payable and 
payment remittance data from each procurement 
and accounting/enterprise resource planning system, 
including payment card (P-Card) transactions and 
other payment sources as necessary (an analytics tool 
will be helpful here)

3. Obtaining a contract inventory from a contract 
management system (typically from the legal 
department)

4. Obtaining other third party relationship data from the 
customer relationship management (CRM) system and 
other data sources

5. Obtaining any data flow diagrams that show the 
movement of information into and out of the 
organization

Exhibit 1 – Common risk domains

Risk domain Definition

Information security and privacy risk Third party has insufficient controls to protect your assets and data (including patient 
information) from unauthorized access, use, disclosure, modification, transmission or 
destruction.

Continuity of product or service risk/
performance risk

Third party does not consistently provide agreed-upon products or services at or above 
acceptable levels due to business/supply chain interruption, poor execution, geopolitical or 
other factors.

Financial viability risk Third party is not financially secure to continue to provide services at acceptable levels.

Strategic risk Third party products, services, operations or brand do not align with your strategy or mission.

Contract compliance risk Third party products, services or operations do not adhere the terms and conditions 
established within the contract or have not been fulfilled in accordance with the payments 
you have made.

Legal/regulatory risk Third party products, services or operations do not adhere to domestic or international laws 
and regulations.

Fourth party (subcontractor) risk Third party engages a subcontractor to fulfill their obligations to you but does not 
adequately manage them, exposing you to any of the risks identified above.
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Often, after the data is acquired, significant research is 
needed to track down the large number of relationships for 
which there is only limited information. It is also important 
to note ‘zero-dollar’ third parties. These are third parties that 
may offer a complementary product or service for which 
no contract or payment is required, but may expose the 
organization to risk. Most often, this includes open-source 
applications, web-based survey tools and cloud-based 
storage sites.

Build your TPRM program
A number of frameworks are available—sometimes 
free—that are published by government agencies, 
regulators, think tanks and professional organizations. 
One such framework is the Office of the Comptroller of the 
Currency (OCC) Third party Risk Management Life Cycle.2 

2 www.occ.gov/news-issuances/bulletins/2013/bulletin-2013-29.html

While intended for financial institutions, it is a flexible 
and scalable framework that can easily accommodate 
healthcare organizations.

Internal audit role
As the defacto risk management specialists in your 
organization, many internal audit (IA) departments are asked 
to assume a role in the TPRM program, or are adding TPRM 
to the annual audit plan.

As part of risk assessment and annual audit planning 
activities, IA should meet with management to understand 
the TPRM program’s activities. IA should determine 
management’s confidence in the accuracy, completeness 
and risk-ranked prioritization of the third party portfolio. This 
conversation often creates the opportunity for IA to provide 

Exhibit 2 – Objectives of each OCC framework phase

TPRM life cycle 
component

Description

Planning/risk identification Develop a plan that outlines third party strategy.

Identify inherent risks of the services.

Detail how you will select, assess and oversee third parties.

Due diligence/selection Identify potential risks before signing a contract.

Understand controls required, and the risks the third party may pose to you.

Contract negotiation Negotiate written contracts that clearly outline the expectations and responsibilities of the third 
party, ensuring contract enforceability, limits of liability, regulatory and compliance conformance, and 
performance oversight.

Ongoing monitoring Conduct regular monitoring of third party relationships, risks and controls, focusing on those parties 
that pose a higher risk to your organization.

Inspect independent attestation reports and conduct remote and onsite audits.

Termination Have a plan to transition activities to another third party, bring activities in-house or discontinue activities 
after the contract is terminated.

Oversight and 
accountability

Assign clear roles and responsibilities for overseeing and managing third party relationships.

Ensure services deemed critical are visible at the highest level.

Documentation and 
reporting

Maintain proper documentation and reporting of TPRM activities.

Independent reviews Periodically assess the TPRM program to confirm alignment with strategy and effective management of 
third party risks.

Source: OCC BULLETIN 2013-29, Third-Party Relationships, Office of the Comptroller of the Currency (OCC), October 30, 2013.

Holistically and consistently managing third party risks 
often feels like changing tires while the car is moving.
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education to management on this topic and 
helps to “connect the dots” among all the players 
across the organization.

Fundamental questions to ask are:

1. Do we know how many third party 
relationships we have? Have we inventoried 
and prioritized our third party relationships 
based on services/products provided, 
complexity and risk?

2. Do we know how many contracts we have? 
Do we know the types of contracts we have 
and the specific provisions intended to 
manage risk? How many of these contracts 
would we consider financially material or 
mission-critical?

3. Do we review third party relationships and 
contracts periodically to assess risk? If so, 
do we tailor our review process based on 
prioritization criteria?

4. Do we receive performance and cost 
reporting from our third parties? If so, do 
we monitor whether service levels are in 
compliance with contract terms?

5. Do we obtain and review attestation reporting 
or compliance certifications offered by third 
parties relevant to the products or services 
they provide?

6. Do we address noncompliance with 
contractual terms? If so, how?

7. Do we audit third parties and their 
compliance with contract provisions? Do 
we establish process improvement or 
remediation plans based on any findings? 
How do we enforce third party remediation of 
agreed-upon findings?

8. Do we have an alternate plan in the event 
of an unplanned termination of our most 
significant third party relationships?

After gaining an understanding, IA can build 
a plan for how to best audit and/or support 
management in addressing risks posed by third 
party relationships. Following are examples 
of how IA departments are either auditing or 
participating in TPRM activities.

Exhibit 3 – Key actions for success.

Tone at the top

 • Build a strong risk-aware culture and ownership.

 • Define and communicate third party risk management 
importance,  obligations and TPRM benefits.

 • Engage in ongoing conversations with key 
stakeholders about third party risks.

 • Ensure consistent communications from leadership to 
employees and from your organization to third parties.

Strategy and governance

 • Don't boil the ocean: take a risk-based approach.

 • Define program success.

 • Develop strong program governance.

 • Define clear roles and responsibilities.

 • Incorporate use of technology.

 • Allow business owners to create and select risk 
scenarios applicable to their function.

 • Equip the business with necessary tools and materials.

Training

 • Embed risk as part of company-wide training 
programs.

 • Provide role-based training and include critical third 
parties.

 • Formalize a third party onboarding program.

Support network

 • Develop a strong change management program.

 • Identify critical change influencers and develop 
compliance champions.

 • Have champions actively advertise the benefits of the 
TPRM program.

 • Break down barriers to TPRM success.

Reporting

 • Identify critical data elements for third party risk 
reporting.

 • Develop standard, repeatable and informative 
dashboards.

 • Develop standard communication and reporting 
templates.

 • Document and track issues and agreed-upon 
corrective actions.
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Auditing the program and its processes
 • Perform an internal audit of each third party lifecycle 

component.

 • Perform an audit of procurement, sourcing, accounts 
payable and supplier master data management 
processes and controls.

 • Conduct supplier master, accounts payable and vendor 
spend analytics to obtain risk and performance insights.

Participating in the TPRM program
 • Assist management in assessing prospective third party 

controls through “desk reviews,” remote audits or onsite 
visits, and provide recommendations for management 
consideration on how to manage any residual risk 
identified.

 • Inspect and evaluate Service Organization Control 
(SOC) reports or compliance certification reporting (for 
example, Health Information Trust Alliance, or HITRUST) 
issued by third parties for relevance and results.

 • Evaluate the ongoing effectiveness of the third party’s 
internal control environment through periodic remote or 

onsite audits, including follow-up of previously identified 
improvement opportunities, and the status of corrective 
action commitments by the third party.

 • Perform contract compliance audits against established 
service levels, payment criteria or other terms to ensure 
third party accountability and accurate payments.

Bring it together
There are a number of individuals and activities 
necessary to implement and maintain a comprehensive 
TPRM program. Exhibit 3 summarizes the key tenets for 
sustainable success.

Conclusion
While protection of PHI and patient safety is of paramount 
importance, it is not the only risk healthcare organizations 
need to think about when entering into and managing 
third party relationships. Focus on the third parties posing 
the greatest potential impediment to your success. This 
promotes a rationalized, resource-aligned and agile program 
that enables your organization to dynamically manage 
risk. This approach provides a minimal impact to complex 
business operations, while providing continuing high quality 
patient care. 
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