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The Six Billion Dollar Problem:  
Healthcare Data Breaches
By Ozzie Fonseca, MBA, CIPP

E ver since the HITECH Act was signed 
into law more than two years ago, the 

healthcare industry has been swept along 
a tidal wave of modernization for which it 
hasn’t always been prepared. Along with 
the drive to make electronic health records 
standard operating procedure, medical 
organizations have been increasingly 
adopting clinical data warehousing, home 
monitoring, telemedicine, and other 
leading edge technologies as new ways of 
optimizing their businesses. 

The benefits of connectivity hold 
great promise for the advancement of 
healthcare. That lure combined with 
the estimated $81 billion1 in annual 
savings to the U.S. healthcare system 
from the widespread adoption of health 
information technology (HIT), as well 
as the specific financial incentives of 
HITECH, means that the growth of HIT 
won’t soon subside. 

More difficult and more expensive

What many organizations have learned 
the hard way, however, is that while 
technology holds the potential to make 

1  “Can Electronic Medical Record Systems Transform 
Health Care?,” RAND, External Publications EP-
200509-04.

healthcare more effective and cost efficient, 
poor technology implementation and 
data management can have the opposite 
effect by creating security and privacy 
nightmares for patients and providers. 

That thrashing comes from the Office of 
Civil Rights report to Congress on 252 
data breaches involving 500 or more 
individuals in the last quarter of 2009 
and all of 2010. Upwards of 7.8 million 
patients have been affected, causing 
significant damage to some of the most 
well-known healthcare organizations in 
the country. 

Back in the day when all patient records 
were paper, the breadth of recent breaches 
wasn’t a plausible or even imaginable 
concern. Nowadays, when vast amounts 
of data can be stored easily and in small 
packages, the scale of breaches has risen 
dramatically and disastrously. According 
to a 2010 healthcare IT survey, a poll of 600 
decision-makers across hospitals in the 
United States and Canada revealed that 
data breach prevention is the number one 
concern for healthcare IT decision makers.

Aside from causing public embarrassment 
and deterioration of a company’s trusted 
brand, data breaches can translate 
into a huge financial hit to healthcare 

organizations, through penalties for 
security violations, costs associated with 
repairing the damage of each breach, and 
lost revenues. 

A November 2010 Ponemon Institute 
study2 estimated that the cumulative 
impact of data breaches to the healthcare 
industry is $6 billion annually, costing 
each affected organization $2 million over 
the course of two years as well as $107,580 
for the lifetime value of each patient lost 
as a result of the data breach. With this 
kind of financial body blow from each 
breach, the economic benefits of HITECH 
compliance for individual organizations 
can quickly be undermined by a stolen or 
lost laptop.  

Healthcare is an attractive target  

While identity theft and data fraud are 
a pressing concern for any organization, 
a 2011 Deloitte publication3 notes that 
the healthcare industry is a particularly 
attractive and vulnerable target for 
cyber thieves. 

2  “Benchmark Study on Patient Privacy and Data 
Security,” Ponemon Institute, 2010

3  “Issue Brief: Privacy and Security in Health Care: A 
fresh look,” Deloitte, 2011

Executive Summary

The HITECH Act of 2009 ushered in a wave of data regulations that offer both great 
promise and peril for the healthcare industry. Technology holds the potential to 
make healthcare more effective and cost efficient, but what many organizations have 
learned the hard way is that poor technology implementation and data management 
can create security and privacy nightmares for patients and providers—costing the 
industry an estimated $6 billion per year. 

Data breaches are a pressing concern for any organization, but given the wealth 
of patient information at stake, the healthcare industry is a particularly attractive 
target for cyber thieves. Despite this risk, studies show that the industry is poorly 
equipped to handle the steep security threats which it faces. Improved cyber 
defense is a critical step for the industry if it is to properly balance the need for 
modernization with secure protection.
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Healthcare records have it all: names, 
social security numbers, birth dates, 
payment information, insurance 
identification numbers, and medical 
provider information numbers—
everything a fraudster could ever want 
to construct a false identity or file false 
claims that are often never discovered. 
As an added bonus, unscrupulous health 
professionals who have access to celebrity 
files details can sell them to the tabloids, 
as we saw with the medical record leaks 
of Farrah Fawcett and Britney Spears. 

As noted in the Deloitte report, a 
2010 survey of Hospital Compliance 
Executives showed that breaches amongst 
hospitals were up over 120 percent and 41 
percent of hospitals now have more than 
10 data breaches annually. Perhaps related 
to those high numbers, the survey found 
that 85 percent of hospitals were not in 
compliance with the HITECH Act. 

The Ponemon Institute study on patient 
and privacy data security, which polled 
211 executives from a wide range of 
provider organizations, revealed that 60 
percent of participating organizations 
suffered more than two data breaches 
over the past two years, with an average 
of 1,769 stolen or lost records per breach.  

Clearly, while the healthcare industry is 
moving as quickly as possible to digitize 
information, it is having a tough time 
bolstering security strongly enough to 
stay ahead of relentless and innovative 
cyber criminals. The Inspector General 
of the Health and Human Services 
Department recently issued a report4 
warning that the drive to computerize 
patient data to make it easier to share 
between doctors and hospitals is being 
layered on individual systems that have 
longstanding security gaps. 

Connecting systems with their own, 
unique privacy potholes can compound 
the risks of data breaches, making it 
easier for hackers to navigate through 
different healthcare hunting grounds 
and expanding the potential for 
widespread damage.  

Prevalent security weaknesses

But federal oversight of these security 
problems is as inconsistent as the 
patchwork quilt of protection measures 
themselves. While the government 
agency spearheading the drive for 
electronic health records has established 

4  “Audit of Information Technology Security Included 
in Health Information Technology Standards,” Office 
of Inspector General, U.S. Department of Health and 
Human Services, May 2011

requirements for safely transmitting data, 
it has not mandated general security 
requirements for the computer systems 
at medical offices where the data will be 
created, shared and stored. This is akin 
to locking your valuables in a safe but 
keeping the key on top.

So how, exactly, is the healthcare security 
key being left in plain sight? Despite 
the keen awareness by healthcare 
information technology professionals 
that data breaches are a top concern, the 
Deloitte report found that the industry is 
poorly prepared to handle privacy and 
security issues. 

Reasons for insufficient data protections 
include a lack of internal resources, poor 
internal controls over patient records, 
lack of upper management support for 
data security, outdated policies and 
procedures, and inadequate personnel 
training. Also problematic are gaps 
in federal privacy regulations, lack of 
enforcement of existing legislation, 
increased automation, curiosity, the 
pervasiveness of social media, and the 

potential for widespread monetization 
of personal health information by 
unauthorized users.  

A serious state of affairs

As an example of these issues, the 
Ponemon Institute study found that 41 
percent of breached organizations only 
discovered the incident through patient 
complaint. In addition, 58 percent of 
organizations stated that they had no 
confidence in their ability to detect all 
patient data loss and theft, while 63 percent 
of respondents asserted that it took them 
one to six months to resolve each incident. 
This same study reported the top three 
causes of data breaches were unintentional 
employee action, lost or stolen computing 
devices, and third-party snafu. 

The survey of hospital compliance 
executives found that potential patient 
ID fraud and misuse are going un-
investigated, as 34 percent of hospitals 
keep inadequate photo ID records and 
70 percent investigate less than one case 
per week. 

Twenty Security Controls for Cyber Defense
1. Inventory of authorized and unauthorized devices 

2. Inventory of authorized and unauthorized software

3. Secure configurations for hardware and software on laptops, workstations 
and servers 

4. Secure configurations for network devices such as firewalls, routers, and 
switches 

5. Boundary defenses

6. Maintenance, monitoring 

7. Analysis of audit logs 

8. Application software security 

9. Controlled use of administrative privileges 

10. Controlled access based on need to know 

11. Continuous vulnerability assessment and remediation 

12. Account monitoring and control 

13. Malware defenses 

14. Limitation and control of network ports, protocols, and services 

15. Wireless device control

16. Data loss prevention  

17. Secure network engineering; penetration tests and red team exercises 

18. Data breach incident response capability 

19. Data recovery capability 

20. Security skills assessment and appropriate training to fill gaps  

Source: Center for Strategic and International Studies
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This is particularly concerning as 
an Experian-sponsored study from 
the Ponemon Institute showed that 
approximately one third of all data 
breaches result in medical identity theft, 
affecting more than 1.5 million Americans 
to date, with the average cost of resolving 
medical identity thefts topping out at 
$20,663 per case.

Security vulnerabilities can be 
surprisingly innocuous. Presenters at the 
2011 Safeguarding Health Information 
Conference in Washington noted that 
these vulnerabilities can encompass the 
increased use of medical devices (which 
are often not encrypted), and experts 
widely agree that security risks also 
come from password sharing and faulty 
passwords (either too weak or so strong 
that employees must write them down 
and keep them near their computers). 

Other risk factors include the failure to 
log out of systems, lack of organization in 
properly storing PHI, and even things like 
holding open a door to let unauthorized 
people into secure medical areas.

Call to action

With the emerging risks of cyber theft, 
it’s surprising that most healthcare 
organizations have insufficient protection 
to prevent, manage or resolve data 
breaches—and many organizations have 
no protection at all. The Deloitte report 
warns that that with the increasing 
adoption of new technologies, healthcare 
organizations should start by conducting 
top-to-bottom audits of privacy and 
security risks, and make plans to 
implement new supports for existing 
policies, rules and regulations.

Recommendations include adopting a 
three-prong approach to improve data 
security: 

• developing and implementing 
appropriate data security controls to 
mitigate or avoid risk;

• adopting and implementing policies, 
procedures, and training to mitigate 
or avoid risk; and 

• verifying organizational compliance 
with policies and standards.  

As a consensus for audit guidelines, the 
Center for Strategic and International 
Studies assembled twenty specific 
security controls for cyber defense. 
(See sidebar). While by no means an 
exhaustive basis for cyber audit controls, 
this checklist does offer a place to start.

Addressing data breaches properly after 
they have occurred is as important as 
preventing them in the first place, which is 
why data breach response and resolution 
plans are critical to have in place. These 
plans are key to reliable fraud resolution 
because breaches must be addressed 
rapidly in order to adhere to regulations, 
protect victims and the reputation of 
affected companies, and to minimize the 
financial impact of each breach. 

A helpful mnemonic developed by risk 
management expert Paul Luehr is PLAN:

People – define the responsibilities of 
your incident response team.

Law – stay on top of ever-changing 
security and privacy regulations 
before a breach happens.

Action – outline an action plan for the 
first 72 hours after a data breach.

No time to waste – data breaches need 
to be handled as quickly as possible.

Conclusion

Healthcare reform in the United States 
and the emergence of new technologies 
have set us on an inexorable path towards 
greater transparency, automation, and 
connectivity—trends which naturally put 
patient privacy and security at greater risk. 
With proper preventative measures and 
ongoing oversight, however, healthcare 
data breaches can be minimized as serious 
problems—let alone problems that come 
with a $6 billion price tag. NP
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It’s surprising that 
most healthcare 

organizations have 
insufficient protection 
to prevent, manage or 
resolve data breaches.

Addressing data breaches properly after  
they have occurred is as important as  

preventing them in the first place.


