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Feature

The Rise of Healthcare Fraud: The Use of 
ESI in Healthcare Investigations 
Do you have an established investigation process in place?

By Bert Lacativo, CPA, CIA, CFF; Courtney Fletcher; and Daniel Ruegg

According to the Federal Bureau of 
Investigation’s Financial Crimes 

Report, 3-10 percent of healthcare 
expenditures made in 2010 and 2011 were 
fraudulent. In fiscal year 2011, medical 
providers paid $1.2 billion in restitution, 
$1 billion in fines, $96 million in seizures, 
$320 million in civil restitution, and over 
$1 billion in civil settlements related to 
healthcare fraud. 

Because healthcare expenditures are 
projected to rise dramatically through the 
next decade—from $2.4 trillion in 2011 to 
$4.14 trillion in 2016—healthcare fraud 
will certainly rise as well. The magnitude 
of these costs has led to increased 
pressure on both internal corporate 
personnel and external auditors, as the 
courts look to recover monetary damages, 
hold individuals accountable and prevent 
future improper actions.1

To combat such fraudulent activity, 
prosecutors and civil plaintiffs alike find 
that Electronically Stored Information 

1  Financial Crimes Report to the Public. February 27, 
2012. www.fbi.gov/stats-services/publications/
financial-crimes-report-2010-2011 (Accessed July 12, 
2012).

(ESI) provides the most credible evidence. 
However, ESI within the healthcare 
industry is frequently cumbersome 
and inconsistent, and presents great 
challenges to all parties in addressing 
healthcare fraud. 

Healthcare fraud has typically included: 

1. Billing for services not rendered 

2. Misrepresenting the diagnosis to 
justify payment (upcoding) 

3. Misrepresenting the provider of care 
(i.e. billing under the name of one 
physician for services provided by 
another who is not yet credentialed) 

4. Duplicate claims 

5. Medically unnecessary services

6. Kickbacks for patient referrals  

Given these types of frauds, targeted 
ESI within the healthcare industry 
includes:

1. Electronic Medical Records (EMR) 

2. Scanned images 

3. Email 

4. Billing data 

5. Meeting minutes 

6. Staffing sheets

7. Employment data 

Given the complexity of the types of 
relevant ESI, e-discovery professionals 
should be engaged early when 
anticipating, planning, prosecuting or 
defending healthcare fraud claims.  

Collecting and analyzing ESI data in 
connection with any investigation is 
challenging because the data is often 
voluminous and complex. The overall 
e-discovery process is especially difficult 
within the healthcare industry since the 
processes, procedures and technology 
used by healthcare providers vary greatly. 
Healthcare providers are often behind the 
curve in the implementation of advanced 
technologies to streamline processes 
and procedures and to create an array of 
data that is, or is not, needed during an 
investigation. 

A common challenge investigators 
face is that information digitization 
at hospitals is an incremental process. 
Laboratories, radiology departments, 
clinical departments, faculty practices 
and administrative departments have 
adopted electronic communications 
and record keeping at differing levels of 
implementation and at different times, 
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potentially resulting in fragmentation of 
responsibility for ESI. 

Furthermore, individual departments 
may have independently developed 
ESI modules that may not be regularly 
updated to the formal record (hospital 
charts). Email, also, may not be centrally 
categorized, making it difficult to identify 
and collect during an investigation.

Civil, criminal and other regulatory 
guidelines

In criminal investigations, the ESI 
collection and production efforts are 
usually governed by a court order 
(subpoena, etc.). Orders from the courts 
are issued with the intent of acquiring 
and analyzing enough data to provide 
evidence to prove the defendant guilty. 
Data acquisition and discovery must often 
follow strict and sometimes differing 
guidelines required by the jurisdiction 
and judge’s preferences.

One advantage of collecting data as part 
of a criminal investigation is that a court 
may issue a search warrant by which 
the data can be seized with surprise and 
force.2 Issuance of search warrants often 
allows e-discovery professionals to have 
access to detailed IT documentation 
which facilitates proper planning and 
execution of the data acquisition. 

In civil litigation, ESI collection and 
production efforts are usually discussed 

2 Burgess, Steve. Computer Forensics: Criminal vs. 
Civil – What’s The Difference? June 15, 2010. www.
ediscoveryreadingroom.com/?p=504 (Accessed July 
12, 2012).

and agreed upon between the two 
disputing parties with little court 
interference. The goals and intent of 
performing data acquisition and analysis 
may vary greatly, ranging from general 
auditing procedures to a specific search 
for a ‘smoking gun’ document or email. 
Unlike criminal investigations, the 
timeframe of the data acquisition phase 
may be longer and more flexible, to 
potentially avoid business interruption 
and other issues.  

In civil and criminal investigations, it 
is critical that e-discovery professionals 
follow the same defensible processes 
and procedures while collecting data. 
Details such as the make, model and 
serial number of media devices, the 
time/date of acquisition and the steps 
and technology tools used to complete 
the data acquisition should be carefully 
documented. While the same care and 
prudence should be taken while acquiring 
data for criminal or civil litigations, 
the consequences of failing to preserve 
relevant data differs. 

In a civil case, failing to produce data as 
outlined in the agreement between the 
two dissenting parties may result in an 
accusation of spoliation of evidence. In a 

criminal case, however, the consequences 
of failing to preserve data can result in 
obstruction of justice or a negative impact 
on the calculations pursuant to U.S. 
Sentencing Guidelines.3  

An e-discovery professional is faced with 
additional hurdles during healthcare 
investigations whether the investigation 
is criminal or civil, due to the Health 
Insurance Portability and Accountability 
Act (HIPAA). 

HIPAA defines and limits the 
circumstances under which an 
individual's Protected Health Information 
(PHI) can be used or disclosed by any 
healthcare provider who transmits health 
information in an electronic form.4 The 
Privacy Rule, as outlined within HIPAA, 
defines what constitutes PHI and requires 
safeguards to protect the integrity, 
confidentiality and availability of PHI.4

During a healthcare investigation, 
e-discovery professionals must carefully 
follow extra procedures to be HIPAA 
compliant and ensure that PHI is not 
mishandled. For instance, an e-discovery 
professional must first understand 
what constitutes PHI and whether the 
relevant data in the litigation must also 
abide by the HIPAA requirements. If 
the data contains protected information 
as defined by HIPAA, the data must be 
encrypted and password-protected when 
transferred, and the password must be 
limited in distribution.

In addition, the e-discovery professional 
must de-identify PHI data such as 
Social Security numbers, driver’s license 
numbers, etc.5 De-identification can be 
accomplished by assigning a unique and 
random ID for the various data points. 
Many liability risks may arise regarding 
possible HIPAA violations, which 
create the need to include e-discovery 
professionals during healthcare litigation.

The e-discovery process

The steps generally followed when 
performing e-discovery are outlined in 
the Electronic Discovery Reference Model 
(EDRM), which is a universal and widely 

3 Murphy, Justin, Matthew Esworthy and Stephen 
Byers. E-Discovery in Criminal Cases. 2012. www.
crowell.com/files/e-discovery-in-criminal-cases.pdf 
(Accessed July 12, 2012).

4 Beaver, Kevin. E-mail Compliance – Security 
Solutions for Regulatory Requirements. November 
2006. http://i.i.com.com/cnwk.1d/html/itp/
StBernard_Email_Compliance_Security_Solutions_
Reg_Req.pdf (Accessed July 12, 2012).

5 Summary of the HIPAA Privacy Rule. May 2003. 
www.hhs.gov/ocr/privacy/hipaa/understanding/
summary/privacysummary.pdf (Accessed July 12, 
2012).
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accepted model.6 Despite the seemingly 
logical workflow, there are many 
challenges and obstacles faced during the 
e-discovery process, especially during 
healthcare litigation.

Information management

Every healthcare organization 
should have a discovery team with 
representatives from various departments 
(IT, legal, risk management, internal 
audit, etc.) to identify possible relevant 
data in order to proactively avoid costly 
discovery in litigation. Furthermore, 
healthcare organizations should include 
outside consultants with expertise in 
e-discovery, computer forensics and 
general investigative procedures.  

Identification

A data map (an outline of the most 
relevant data repositories) is a common 
way to identify sources of ESI in 
preparation for litigation. For all but the 
simplest investigations, the discovery 
team should create a data map to 
assure all known locations of needed 
data are identified. The data most 
frequently demanded within healthcare 
investigations include: 

1. Electronic health records 

2. Scanned images 

3. Email 

6 EDRM Stages. 2012. www.edrm.net/resources/
edrm-stages-explained (Accessed July 12, 2012).

4. Billing data 

5. Meeting minutes 

6. Staffing sheets

7. Employment data  

The IT professionals on the discovery 
team must be knowledgeable in 
data backup (location, redundancy, 
accessibility), the servers (owned or 
rented, in the cloud, etc.), and the types of 
technologies implemented throughout the 
organization (servers, laptops, desktops, 
PDA’s, smart phones, voice mail, etc.).

Preservation and collection

The first step in most investigations—
preservation—is to suspend routine 
deletion and destruction of pertinent data 
and issue a litigation hold to all custodians 
who have relevant data. The litigation 
hold should act to identify and preserve 
relevant ESI to ensure protection against 
inappropriate alteration or destruction. 

Necessary steps include the preservation 
of data (in the native repository), the 
quarantine of files (confiscating the 
physical media where the files are stored) 
and the copying of data (copying files 
and forensically imaging disk drives). 
Discovery personnel should track notices 
and efforts as proof of compliance 
with the court’s orders or discovery 
agreements.   

Collection typically commences after 
parties involved in the dispute meet and 
confer in anticipation of data acquisition, 
processing and production. This involves 
the IT, legal and records management 
personnel agreeing on the nature, volume 
and mechanics of producing ESI.7 Issues 
may include:

• The number of relevant custodians

• File types and locations 

• Accessibility of ESI 

• Search terms and date filters

• The format of production  

During the collection, data will typically 
be acquired from traditional sources such 
as servers, custodian laptops, loose media 
(backup tapes, CDs, external hard drives, 
etc.) and any other relevant systems and 
data. However, the upsurge of cloud 
computing and other nontraditional data 

7 Preparing for the Initial FRCP Rule 26(f) “Meet and 
Confer” Session. 2011. http://www.fiosinc.com/e-
discovery-knowledge-center/electronic-discovery-
checklist.aspx?id=63 (Accessed July 12, 2012).
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sources has made data acquisition more 
challenging. 

Cloud computing, or using a network 
of remote servers hosted on the Internet 
to store, manage, and process data, is a 
relatively new method of data storage. 
Perhaps the main benefit of cloud 
computing is the ‘virtualization’ of the 
machine, which abstracts the hardware 
to the point where software can be 
deployed without being tied to a specific 
physical server. 

This virtualization is what enables the 
necessary features of cloud computing—
services delivered over networks and the 
scalability of those services. However, 
this primary benefit of cloud computing 
also poses the greatest challenge to the 
e-discovery team. 

In e-discovery, there is a need to take 
forensic images or physical custody of 
the hard drives of machines containing 
the electronic data you are interested in 
preserving. Virtualization of the machine 
makes it much more difficult to identify 

the physical machines where the data 
actually resides.  

Processing, review and analysis

After the data acquisition phases, the 
data can be processed and filtered based 
on agreed-upon criteria. Typically, 
technology tools will be used to cull 
the data based on search terms, date 
filters and de-duplication of data. 
Counsel and/or other professionals will 
need to review the data for relevance 
and privilege or they may analyze the 
data for key patterns, topics, people or 
discussions.

Production

After the data has been processed, 
reviewed and analyzed, it will typically 
be produced for others in appropriate 
formats. The format for production is 
typically determined during the meet–
and-confer discussion. Popular formats 
for production include native files or data 
in the form of a litigation review tool.

Presentation

The results of the data analysis exercise 
will be presented (at depositions, 
hearings, trials, etc.) to elicit further 
information, validate facts or opinions or 
persuade the trier of fact.

Conclusion

Despite the creation and work of multiple 
task forces and governmental agencies, 
fraudulent healthcare activity is a 
continuing problem and it will increase 
in the years ahead. Litigation and 
investigations in the healthcare industry 
usually requires the acquisition and 
analysis of ESI, which varies in type, size 
and location. 

Regardless of where and how needed 
information is kept, e-discovery 
professionals must consistently follow 
processes that are defensible while 
gathering their data. Having an efficient 
e-discovery solution in place mitigates 
these collection issues and will help to 
keep costs low. NP
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Albuminurophobia

Decidophobia

Latrophobia

Lockiophobia or Maieusiophobia

Nosophobia or Nosemaphobia

Trypanophobia


