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The Procure-to-Pay Cycle: How Essential 
Internal Controls Fight Fraud 
By Christine Doxey, CAPP, CCSA, CICA

When identifying and reducing fraud 
risk in your organization’s P2P 

cycle it is essential to document and test 
controls in the entire cycle. The components 
of the P2P cycle are depicted in the 
diagram on page 17. As you can see, the 
key processes are: procurement, receiving, 
and accounts payable. The diagram helps 
your procurement and accounts payable 
teams to understand how their processes 
interact with each other and how to 
coordinate fraud risk assessments. In turn, 
the understanding sets the groundwork for 
effective optimizing of anti-fraud controls 
in business processes throughout the P2P 
cycle. 

Segregation of duties in the procure-
to-pay cycle

Segregation of duties lies at the heart 
of effective anti-fraud controls within 
the P2P cycle. In the broadest sense, 
segregation of duties means that no 
single individual has control over two 
or more phases of any P2P transaction 
or operation which would enable him 
or her to be in the position to commit 
fraud. 

For instance, if a procurement or accounts 
payable employee can succeed in 
concealing fraudulent activities in the 
course of his or her daily work processes, 
the individual has what is called 
incompatible duties or responsibilities. By 
extension, he or she has an opportunity 
to commit billing schemes, false vendor 
fraud, and numerous other procurement 
and/or accounts payable frauds.

A typical example of what can happen 
when someone has incompatible duties 
is as follows: A procurement employee 
creates a fraudulent vendor and enters 
the information into the vendor master. 
Fraudulent vendors can be shell or non-
existent companies or employees posing 
as vendors. Fraudulent invoices are sent 
to the accounts payable department for 
processing and payments are made to the 
false vendor. 

In an actual case, an accounts payable 
supervisor had access to all areas of the 
finance module in her organization’s 
enterprise resource planning system. She 
set up herself as a vendor, created a phony 
invoice, paid the invoice, and altered 
financial records to conceal the fraud. 

Segregation of duties had not been in 
place to ensure controlled system access. 
The employee was caught when the 
organization initiated an audit of system 
access. The employee was terminated and 
100% of the misappropriated funds were 
collected.

A further benefit that results from 
segregation of duties is the prevention 
of collusive fraud schemes between 
procurement and accounts payable 
personnel. In these situations a buyer 
may ask an accounts payable associate 
to process a fraudulent invoice to a 
fake vendor and spilt the proceeds. 
In some instances the buyer could be 
masquerading as the vendor.

Dividing duties between individuals also 
enhances the likelihood that honest errors 
will be found. If no review process is in 
place, incorrect invoices can be paid. For 
instance, in some cases, credit memos are 
processed in error as an invoice and not 
reflected as money that is owed to the 
organization.

A well-designed P2P internal controls 
program would identify segregation of 
duties conflicts and alert management to 
eliminate them to avoid being victimized 
by fraud or errors. Segregation of duties 
conflicts can be identified by periodic 
review of system access privileges to 

Executive Summary

Fraudsters can take advantage of weak internal controls within the procure-to-
pay cycle (P2P). The objective of this article is to provide you with the key internal 
controls which will “tighten up” the cycle. In regard to P2P, internal controls 
specifically relate to the following steps:

1. The P2P process starts with the creation and issuance of a purchase order 
(PO) after a contract is initiated and the vendor is entered into the vendor 
master file.

2. The second step is the receipt of goods referencing the PO. 

3. Upon receipt, the goods are booked into inventory. 

4. The supplier’s invoice is received and purchase order, receipts, and invoice are 
reconciled.

5. Payment of the invoice is submitted, completing the P2P process.
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ensure inappropriate privileges have 
not been granted to an individual. 
An organization’s enterprise resource 
planning system (ERP) can generate 
a user access report that should be 
reviewed by the appropriate business 
process owner (procurement, receiving, 
accounts payable) or by internal audit. 
Examples of ERP systems are SAP, Oracle, 
and Lawson.

Procure-to-pay internal controls model 

The focus of the P2P internal controls 
model is on segregation of duties 
throughout the entire cycle. The model 
ensures that the risks are properly 
identified and mitigated using the 
correct internal control. The model thus 
encompasses identification of risk with 
enforcement of anti-fraud segregation of 
duties and segregation of duties-related 
controls. These are depicted in three broad 
categories: procurement, receiving, and 
accounts payable. 

Procurement Process Risks

Selection of suppliers and the associated risks

The procurement process begins with 
the selection of a supplier. While this is 
a routine process in the normal course 
of business, it is not without risks. As 
internal auditors, you should structure 
your audit program to ensure that the 
controls associated with these risks are 
considered in your audit.

For instance, purchases can be made from 
suppliers that have not been approved 

by your organization. Lacking a proper 
supplier approval process and without 
suppliers being specifically approved, 
situations as varied as export control 
violations, related-party transactions, or 
conflicts of interest may occur. The lack of 
approval raises the potential for various 
errors and irregularities. 

Of further importance is that the goods 
and/or services purchased may not 
meet needed or quality standards and 
pricing and terms may exceed your 
organization’s policies. Additionally, 
by using unauthorized suppliers your 
organization may not have sufficient 
information to conduct meaningful 
purchase negations and thereby may not 
be able to use its full purchasing power.

Goods and services for business units 
may be received early or late resulting in 
operational interruptions or in excessive 
levels of inventory. Moreover, the 
opportunity to revise the supplier base to 
best meet the needs of the organization 
is lost. Finally, records may be misused 
or altered by unauthorized personnel to 
the detriment of the organization and 
the organization’s suppliers. In order to 
ensure these types of risks are not present 
in your organization, your audit program 
will need to include steps to confirm and 
test supplier selection controls. Below are 
the controls you should see in a supplier 
selection process.

• Supplier selection mitigation controls.

• Sourcing strategies, supplier 
selections, and contract negotiations 

processes need to be developed and 
documented.

• A formal, documented supplier 
selection, qualification, and 
evaluation process must be in 
place. The process should be based 
on criteria established by the 
procurement and accounts payable 
team and approved by purchasing 
management/client sponsor(s).

• Purchases must be made from an 
approved vendor master list in 
accordance with local procedures. A 
formal authorization process should 
be in place to approve purchases 
from suppliers who are not in the 
approved database. The supplier/
vendor master list must be reviewed, 
updated, and purged of inactive 
vendors (i.e. vendors with no activity 
for 18-24 months), at least annually. 
Suppliers should be added to the 
supplier/vendor master list upon 
completion of the supplier selection 
process and financial review, as 
applicable.

• Supplier and sourcing strategies must 
take into consideration contingency 
plans to address or minimize the risk 
of business interruption. These plans 
should be regularly reviewed.

• Suppliers must periodically be 
monitored in accordance with 
organization policy to ensure that 
actual performance meets the 
expectations for quality, delivery, 
technology, service, support, and 
cost.
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• Individuals not involved in the 
supplier selection, invoice, or 
payment processes must perform 
the actual update of the master list 
of approved suppliers. Procurement 
personnel requesting supplier master 
list updates must have the prior 
approval of the supervisor or his/her 
designee.

Purchase process risks

All purchases should be done on a 
formal purchase order. However, there 
are certain risks associated with the 
use of a purchase order. You may find a 
purchase is unauthorized or improperly 
authorized. Some purchases are made 
from an unauthorized supplier even 
though a formal purchase order is used. 
At other times purchases are ordered 
and received by an individual who is 
not authorized to do so. Ordering of 
goods and supplies can at times violate 
import and export controls, involve 
related-party transactions, or conflicts of 
interest.

With respect to the records of purchase/
ordering transactions it is possible 
that they can be inadvertently or 
intentionally lost or destroyed. Records 
may not be available for external 
legal, tax, or audit purposes. At other 
times the records may be misused or 
altered by unauthorized personnel to 
the detriment of the organization and 
suppliers. 

Goods and services purchased may not 
meet quality standards if the supplier 
has not been vetted through the 
approved selection process, and at other 
times, unauthorized prices or terms 
may be accepted. Clerical or system 
errors can result in goods and services 
being received, but not reported or 
reported inaccurately. An unauthorized 
individual could receive a processed 

order. Unrecorded liabilities and 
misstated inventory and cost of sales 
may occur, also.

Situations occur that cause purchases 
and/or disbursements to be recorded for 
the wrong amount, to the wrong account, 
or in the wrong accounting period. Or, 
payment may be made for goods or 
services never received. It is also possible 
that services may be received early or 
late resulting in business interruption or 
excessive network capacity.

And, if the possible risks above are not 
enough, rather than being returned or 
refused, the following items may be 
received and ultimately paid for: 

• Unordered goods or services.

• Excessive quantities or incorrect 
items.

• Canceled or duplicate orders.

To assure these types of risks are not 
incurred as part of the purchasing 
process, your audit program will need 
to include steps to confirm and test the 
purchase process. A well-controlled 
purchase process should exhibit the 
following control.

Purchase process mitigation controls

• All purchasing and ordering 
responsibilities must be segregated 
from accounts payable/
disbursement, receiving, and 
accounting activities.

• Specific procedures must be 
used for the purchasing process 
(e.g., including on-site supplier 
warehouses, consortiums, etc.) 
for short and long-term contract 
commitments. These procedures 
must be consistent with organization 
policy. Purchase orders and 
transactions must include all 

pertinent information about formal 
commitments including: quantities, 
delivery means and requirements, 
payment terms and conditions, 
account distribution, etc.

• All purchase orders or access to 
system input screens must be 
safeguarded and internal control 
procedures for processing and 
approval must be in place to prevent 
unauthorized use.

• Purchase orders and transactions 
must be uniquely identifiable and 
traceable, and periodically reviewed. 
There should be a focus on specific 
values established by delegation-of-
authority policies.

• Vendor purchase orders and 
transactions must instruct suppliers 
to forward their billings directly to 
accounts payable.

• Purchase orders and information 
must be made available to the 
receiving department for verification 
of incoming receipts and to the 
accounts payable department for 
comparison with supplier billings. 
Accounts payable and receiving 
must be notified of changed or 
canceled purchase orders on a timely 
basis.

• Purchase requirements (e.g., 
purchase orders, statements of work, 
contracts, etc.) must be initiated 
by the requesting department and 
be properly approved, within the 
approver’s limits, before a purchase 
request is made. Purchase orders 
must not be split to get around 
approval limits.

• Purchase order revisions for price 
or quantity that cause increases that 
exceed a buyer’s approval level must 
be approved in compliance with local 
procedures.

Other Mitigation Controls that Safeguard the Purchase Process
• Finance should be involved in the price negotiation process for cost analysis (e.g., target costing), bidding, or industry cost 

benchmarking.

• Oral or written contracts, memoranda of understanding, and statements of intent that may financially obligate the 
organization must not be agreed to without proper approvals prior to the completion of the vendor selection process.

• Procedures governing the review and approval of contracts should address the safeguarding of the organization’s 
intellectual property, including patents and trademarks.

• A “not to exceed” limit and duration must be specified on each service purchase order.

• Independence between purchasing agent/buyer and supplier must be maintained. Periodic buyer rotation, or participation 
in corporate contracts, or use of commodity teams will help achieve separation.
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Risks associated with the  
receiving process

I have discussed previously risks 
relating to purchase orders, records, 
quality, prices, and terms, receiving, 
and accounting errors. As the next 
logical step in procurement for your 
organization, all of these previously 
discussed risks can flow into the 
receiving process.

Additional risks are associated with 
receiving, however. Because of errors 
in receiving goods and services, your 
organization may find liabilities, 
expenses, and capital can be unrecorded 
and/or misstated. 

Internal controls that will mitigate receiving 
risks

• The receiving function should be 
separated from the buying function, 
invoice processing, accounts payable, 
and general ledger functions.

• The receiving department should 
be physically segregated from the 
production facilities and shipping. 
Where segregation is not feasible, 
compensating controls should be 
established. Access to the receiving 
department must be restricted to 
authorized personnel only. 

• All incoming material, merchandise, 
and supplies must be processed by 
the designated receiving location 

and/or end-user authorized to 
receive at each facility, unless 
otherwise arranged and approved 
in accordance with local policy. 
The receiving location and/or 
end-user authorized to receive 
will accept only those goods with 
an approved purchase order or 
the equivalent. All other receipts 
should be returned to the supplier 
or investigated for propriety in a 
timely manner. 

• Each designated receiving location 
and/or end-user authorized to 
receive must account for, and provide 
evidence of, a receiving transaction 
for all material, merchandise, 
supplies, or services accepted/
provided. Evidence must exist of 
goods returned or moved to other 
areas. The receipt of goods must 
be matched with a PO number. 
Receiving transactions will not be 
generated without actual receipt of 
goods or services and adequate proof 
of delivery. Receiving transactions 
must be generated within the 
financial system of record on a timely 
basis.

• Physical goods received should 
be entered in the appropriate 
inventory account. The goods 
received should be validated 
for correct quantities and item 
numbers. Notification of an 
erroneous shipment should be 

communicated to inventory control. 
Note: an organization’s cycle 
counting and physical inventory 
processes will validate the accuracy 
of the receiving process. 

Accounts Payable Risks

Invoice processing risks

The information systems world has 
an old saying,  “garbage in—garbage 
out.” It applies here in the P2P world, 
too. If a transaction starts out wrong 
and the initial controls are not effective 
in catching the error, then the faux pas 
will generally make its way to invoice 
processing without getting better. So 
all the risks previously noted should be 
on your radar when auditing invoice 
processing. You will also want to be 
particularly watchful with regard to the 
following risks:

• Purchases may be stolen, lost, 
destroyed, or temporarily diverted, 
thus increasing the potential for 
errors and irregularities.

• Payment may be made for goods 
or services not received and/or in 
advance of receipt.

• Payments to suppliers may be 
duplicated, incorrect, or fraudulent.

Your audit program will need to include 
steps to ensure, confirm, and test that 
the following internal controls are in 
place.

Invoice processing mitigation controls

• Accounts payable invoice processing 
must be segregated from:

a. Receiving (employees and 
warehouses)

b. Purchasing

c. Check disbursement

d. Auditing 

e. Vendor files maintenance

• Prior to payment, the supplier’s 
invoice must be reviewed for receipt 
of material or services, quantity, 
accuracy of price, currency, payment 
terms, and account classification 
and distribution. Any invoice 
with a discrepancy exceeding the 
tolerance limits or lacking reference 
information (e.g., price, quantity, etc.) 
must be resolved before payment 
is made. Discrepancy tolerance 
limits, if used, must be supported 
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by a documented cost/benefit 
analysis, and must be approved and 
monitored by local operating and 
financial management.

• If alternative processes are used, such 
as Pay on Receipt, Evaluated Receipt 
Settlement (ERS), or Electronic Data 
Interchange, the procedures and 
contracts in place to ensure correct 
pricing and received quantities 
must be documented and approved 
by local operating and financial 
management.

• Invoices for which a purchase order 
or receiving report does not exist 
(e.g., check requests, approved AP 
interfaces, etc.) must be approved by 
authorized personnel in accordance 
with their approval per organization 
policy.

• Original invoices should be used as 
the basis for payment. Where the 
original invoice is not available, a 
copy can be used only if it is properly 
identified as a duplicate. A facsimile 
document can be used to expedite 
payment only when a process is in 
place to match the facsimile with 
the original document in a timely 
manner.

• The reason for payment must be 
fully explained by the payment 
request itself (e.g., invoice, check 
request) and have attached 
supporting documentation or 

system documentation. Before the 
request is approved for payment this 
documentation must be reviewed.

• A process must be in place to detect 
and prevent duplicate payments. 
Supporting documents for the 
payments must be originals and 
must be effectively canceled after 
payment to prevent accidental or 
intentional reuse. No payments 
should be based upon a statement 
unless the vendor has been pre-
approved for such.

Disbursement Process Risks

The disbursement process is where the 
rubber really meets the road. It is at this 
point where fraudulent activities or errors 
begin to create issues that can harm 
organization finances or reputation. In 
addition, relations with vendors can also 
be affected. 

A variety of situations can occur such 
as bypassed controls which allow 
the potential for theft or error. Cash 
utilization may not be optimized or may 
be misappropriated. Purchases or services 
may be unauthorized, recorded for the 
wrong amount or recorded in the wrong 
period, and/or payment made to the 
wrong person. Items may be recorded 
and payment made for goods or services 
that have not been received. Alternatively, 
items or services may be received but 
not reported or reported inaccurately. 

Unrecorded liabilities, misstated 
inventories, and over/under payments 
to suppliers may result. There is always a 
possibility that duplicate payments may 
occur, or payments may be made for the 
wrong amount or to unauthorized or 
nonexistent suppliers.

These and perhaps other issues can 
result in financial statements, records 
and operating reports being misstated. 
Critical decisions could be made based 
upon erroneous information. Operations 
may be adversely affected as suppliers 
may refuse future business with your 
organization. Lastly, fines or penalties 
may be imposed if required supporting 
documents are not available.

Mitigation controls over disbursements

• The function of disbursing cash or 
cash equivalent must be segregated 
from:

a. Receiving

b. Purchasing

c. Accounts payable invoicing 

d. Maintenance of vendor files

e. General ledger reconciliation

f. Accounts payable invoice approval

All payments and other disbursement 
activities (as recorded on the check 
register) must be traceable, uniquely 
identifiable, and reconciled (known 

Other Safeguards for Invoice Processing
• Aged, unmatched purchase orders, receipts, and invoices must be periodically reviewed, investigated, and resolved.

• Supplier statements must be regularly reviewed for past due items and open credits to be resolved in a timely manner. 
The currency used for statements and invoices should be consistent. Statements should be reconciled to vendors’ 
accounts periodically to identify material issues. Accounts payable should never issue a disbursement directly from a 
statement.

• The accounts payable trial balance should be reconciled with the general ledger each month to ensure contents are known 
and status is current. All differences must be resolved on a timely basis.Accounts payable should review debit balance 
accounts at least quarterly and request remittance on debit amounts outstanding for more than 90 days. 

• Debit and credit memos issued to supplier accounts must be documented, recorded, controlled, and approved by 
authorized personnel in accordance with their approval limits.

• Debit and credit memos must have a unique identifier generated by the organization’s system of record. 

• Prior to payment, accounts payable must ensure the supplier is listed in the approved vendor master file. Update access to 
the vendor master file must be limited to appropriate personnel. Suppliers not on the approved vendor master file must be 
validated independent of the originating source.

• Procedures and mechanisms must be in place to identify and capture all items and services that have been billed but 
not yet received, and those received but not yet billed. These items must receive proper treatment in the accounting 
records.

• Procedures governing check requests should be approved by management and updated regularly to reflect changes as 
determined by management.
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contents and current status) with the 
general ledger and bank statements on a 
monthly basis.

Approved purchase orders, receiving 
transactions, approved check requests 
and/or original invoices must support 
requests for the preparation of checks, 
electronic fund transfers and bank 
transfers. Such documentation should be 
provided to and reviewed by accounts 
payable management prior to payment. 

Approved payments must be aged and 
made in accordance with organization 
policy and within the agreed upon 
supplier terms. 

All eligible supplier discounts should be 
taken when favorable to the organization.

Checks must not be made payable to 
cash or bearer, or to the organization or 

any subsidiaries. Payments need to be 
resolved through the inter-organization 
process.

Summary

A P2P internal controls model that has 
properly identified risk and implemented 
the proper control, can significantly 
“tighten up” an organization’s 
procurement, receiving, and accounts 
payable processes. When a significant 
process or system changes, such as a new 
system implementation or upgrade, a 
review of the model should be included 
as part of that process. The model should 
also be updated if any of the processes 
included in the P2P model are outsourced 
or an organization merger or acquisition 
occurs. Lastly, if a fraudulent activity 
is reported, a review of the model is 

necessary to help ensure the organization 
remains as protected from these events as 
possible.

By ensuring that your audit program 
includes tests to ensure the P2P model 
controls are in place and working, your 
organization will be at lower risk of 
fraudulent acts in this portion of the 
business. NP
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President of Business Development for Busi-
ness Strategy, Inc., located in Grand Rapids, 
Michigan. BSI is a supplier of complete solu-
tions to fully automate back-office processes—
Accounts Payable, Accounts Receivable, 
Contract Compliance, Human Resources, 
and Legal Services. You may reach Chris at 
cdoxey@businessstrategy.com or by phone at 
540-882-3247. 

Other Mitigation Controls that Safeguard Disbursements
• Blank checks must be safeguarded from destruction or unauthorized use. The supply of blank checks must be numerically 

controlled and regularly accounted for as issued, voided, or unused.

• Spoiled and voided checks may be destroyed, provided the destruction is witnessed, and documented by a separate 
individual. Cancelled and cleared checks must be retained in accordance with the organization’s corporate records policy.

• Specific limits of signing authority for checks, promissory notes, and bank transfers must be established and approved 
according to the board of directors’ policy. 

• Checking accounts must be provided with “match pay” or “positive pay” controls that permit a preview of checks 
presented to the bank for payment. If such controls are not practical, bank accounts must be subject to activity limits and 
dual signatory controls.

• The signatures of authorized signers must be on file within the organization and at the bank. 

• Documents or electronic data supporting expenditures must be safeguarded from loss or destruction and must be in a 
retrievable format. Such records must be retained and maintained in accordance with the organization’s record retention 
policy.

• All checks should be mailed. If this is not possible, prior arrangements should be made for check delivery. When the 
check is picked up in person, proper identification must be provided and delivery of the check must be documented via 
signature.

• When practical, payments by wire transfer must be made only to pre-established bank accounts. Recurring wire payments 
should be established as repetitive payments within the wire transfer system. Non-repetitive wires require independent 
review and approval. The preparation function must be segregated from the approval function. ACH transactions should 
be reviewed with the appropriate debit blocks in place.

• All disbursements must be recorded in the period the payment is made. Expenses must be properly and accurately 
recorded in the accounting records during the period in which the liability was incurred. 

I used to be indecisive. Now I’m not sure. 
Anon


