
NP Digital Insights10

The actions of employees, criminals or regulators 
require proactive risk management

The new audits will be similar to the old ones. OCR will  
focus on more high-risk areas in conducting its own  

audits and is discontinuing onsite visits, at least for now. 
OCR is considering integrating the audits into its formal 
enforcement program.

According to OCR, 150 covered entities will be audited on 
security, 100 will receive privacy audits and another 100 will 
undergo audits on breach notification. In 2015, the audits 
will extend to business associates and possibly additional 
covered entities. 

It is more than the OCR

Very few healthcare organizations will be audited, but many 
of them are ill-prepared to cope with increasing threats. 
According to the Fourth Annual Benchmark Study on Patient 
Privacy and Data Security by Ponemon Institute, nearly half 
of organizations surveyed do not feel they have adequate 
policies and procedures in place to effectively prevent or 
detect PHI security incidents. 

This statistic is sobering, given that healthcare organizations 

are threatened by large and evolving security blind spots. 

Ready or not, here they are—audits from the U.S. Department of Health and Human Services’ Office for  
Civil Rights (OCR). In the summer of 2014, OCR rolled out the second phase of its audit program, and covered 
entities should be prepared.
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From the ongoing issue of employee behavior to growing 

criminal activity—criminal attacks rose 100 percent in one 

year—healthcare organizations are plunging into a rapidly 

changing landscape.

The cost for lack of preparation is high: Ponemon calculates 

the average economic impact of reported data breaches 

over the past two years at $2 million per organization, and 

data breaches cost healthcare organizations an estimated 

$5.6 billion annually.

Your evolving threat challenge

Myriad regulations are causing many organizations to 

struggle with changes in the security environment including 

incident management and compliance. “Healthcare 

organizations are getting better at implementing security 

measures, but attacks and threats are getting stronger 

and more persistent,” said Dr. Larry Ponemon, chairman 

and founder of the Ponemon Institute. “The combination of 

insider and outsider threats presents a multilevel challenge, 

and healthcare organizations are lacking the resources to 

address this reality.”

Because the threats and risks are evolving, organizations are 

in a constant state of catching up. This shifting healthcare 

environment creates security blind spots for healthcare 

organizations: they know there will be threats from business 

associates, mobile devices, new healthcare exchanges and 

other sources, but they do not have visibility into those blind 

spots to avoid those threats.

Your privacy and security is a public trust issue

Healthcare organizations need to better assess risks and 

achieve consistency in security processes and procedures—

and prepare for emerging threats. A shift in focus from  

an ad-hoc, incident-based process to a culture of  

compliance is necessary to get ahead of the shifting  

sands of security risks. 

Very few healthcare 
organizations will be 
audited, but many of 

them are ill-prepared  
to cope with  

increasing threats. 
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As Stephanie Pasky, compliance counsel at CNO Financial 

Group, an Indiana-based holding company, puts it: “We 

must reiterate privacy as a trust issue first and a legal issue 

second.” Safeguarding customer information is a trust issue; 

instituting privacy regulations is a legal issue. 

At the core of this issue is a growing awareness of the harm 

caused to patients by a breach of Personally Identifiable 

Information (PII). In the coming years, patients will assert 

their buying power by selecting providers who meet a trust 

threshold regarding privacy, which is only achievable through 

streamlining the approach to managing health IT.

A 2013 Gartner report notes that organizations must 

“develop an enterprise-wide regulatory compliance 

capability that is aligned with strategic, as well as operational 

imperatives. Include initiatives to capture incentives as  

well as comply with regulatory compliance details.”1   

To accomplish this, organizations need to move from  

ad-hoc incident management toward a sustainable 

operational model. 

Address your responsibility

The process of assessment and management of  

incidents involving regulated data now dictates that 

organizations look at staffing, business process and use  

of technology, including:

•	 Adequate staffing and training to effectively capture and 

assess regulated data incidents

•	 Use of technology and automation for reporting and 

carrying out incident risk assessments (was an “incident” 

a “breach”?) in a consistent, defensible and compliant 

fashion

•	 A risk-based plan for responding to privacy and 

security incidents that complies with regulatory timing 

requirements

•	 A consistent approach to addressing potential harms that 

a data breach may cause to the affected individuals and 

to protect the organization’s reputation

•	 Generally, establishment of a culture that prioritizes the 

protection of sensitive data

An enterprise-wide compliance capability depends on 

an organizational structure in which many parts of the 

organization are staffed to handle privacy and security 

incidents. From the office of the chief privacy officer (CPO), 

to information security, legal and compliance, corporate 

communications, human resources and management 

each functional group should know its part of data incident 

response and be ready for action. 

You should build a defensible structure

The right tools can provide a solid basis to operationalize 

regulated data disclosure processes. Data security incident 

response management software can streamline and 

automate incident analysis and management by:

•	 Providing consistent guidance whether an incident is a 

breach using a proven incident risk-scoring engine (this is 

critical since no two incidents are alike, which can make 

risk assessments difficult)

•	 Enabling collaboration between security, privacy and legal 

staff during the incident lifecycle

•	 Helping the organization keep current with the ever-

changing regulatory environment and meet the challenges 

of complying with complex state and federal breach 

regulations

•	 Providing intuitive workflow to ensure effective and 

positive user experience

•	 Automatically documenting risk assessment, notification 

and mitigation decisions required for audits  

and compliance. 

Sophia Collaros, chief privacy officer at the University of 

New Mexico Health Sciences Center, emphasizes the 

importance of documenting and tracking every phase of 

the incident management 

process. “We…store any 

and all documentation that 

demonstrates how we have 

complied with the HIPAA 

Final Omnibus Rule,” she 

says. “In doing so, [we can] 

meet our burden of proof.”

The impact of  

reported breaches  
in the past two years 

average $2 million  
per organization.

1Gartner, “Business Drivers of Technology Decisions for Healthcare Providers,” Zafar Chadry, M.D., Steven Lefebure, et al., December 26, 2013.
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Incident response management software can 

“operationalize” incident management activities, to help 

organizations consistently 

assess privacy and security 

incidents and streamline 

required notification in the 

following ways.

•	 Reduce breach risks – 

Software can look for and 

analyze incident trends, 

causes, and locations.

•	 Consistent assessment of incidents – Software can 

help determine if an incident is a breach that requires 

notification and action.

•	 Increase efficiency – Software can provide timely alerts 

and communication to streamline processes.

•	 Document proof of compliance – Software uses a central 

repository of documents, in order to produce the required 

documentation and reports for regulators.

Measure your success 

The goal of operationalizing incident management is to 

devise measurable processes that are difficult to define, and 

dealing with regulated data incident assessment definitely 

falls into that category. 

While incident management is only part of a comprehensive 

IT health strategy, it does provide some clear and simple 

metrics to assess an organization’s progress toward 

achieving an effective enterprise-wide privacy program. 

Some of these metrics include: 

•	 Consistency of incident spotting and reporting, measured 

by the time between incident date and the reporting date 

•	 Timeliness of notification, measured by the time between 

incident date and notification date

•	 Effectiveness of mitigation and corrective action, 

measured by frequency of recurring issues and tracking  

of root causes (people, processes, systems)

•	 Customer satisfaction with incident response

Do it right or suffer the consequences

Given the potential cost to your organization of privacy-

related incidents—including fines, reputation and 

disruption—embracing an operational approach is an 

attainable goal that every organization could and should 

embrace. An ad-hoc approach to incident management  

is simply a liability to organizations.

In a 2012 paper,2  Ann Cavoukian, who first articulated 

the idea of “privacy by design,” points out that “relying on 

building privacy in—early, robustly and systematically—

across the business ecosystem, yields meaningful benefits. 

Doing it right the first time has long been recognized as a 

cost-saving strategy in multiple domains. Most importantly, 

however, the approach fosters an environment where privacy 

harms are minimized or entirely prevented from happening  

in the first place.” 

OCR audits will come and go—and probably will come 

again, but threats to privacy and security will always be 

with us. They will continually grow and shift, as technology 

advances, as criminals become more sophisticated, and as 

new models of healthcare emerge. 

Rick Kam, CIPP/US, is president and co-founder of ID Experts, providers of security incident response 
management and identity fraud protection services. He has extensive experience protecting PHI/PII and 
remediating privacy and theft incidents. You can reach him at (866) 726-4271 and IDExpertscorp.com.

2Cavoukian, Ann. “Operationalizing Privacy by Design: A Guide to Implementing Strong Privacy Practices.” December 2012. http://www.ipc.on.ca/images/Resources/
operationalizing-pbd-guide.pdf 

Organizations need  
to move from ad-hoc 
incident management

toward a sustainable 
operational model. 
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