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The IT Perspective

System Conversion Audits: 
Keep Projects in Control
By Dan Swanson, CIA, CISA, CISSP 

Ensuring that IT investments are well-
managed and have a positive impact 

on an organization is an important role for 
internal audit. Internal auditor assurance 
supports senior management, the audit 
committee, the board of directors, and 
other stakeholders. 

When planning their many activities on 
IT project audits, internal auditors need to 
take a risk-based approach.

Because audit resources are limited, 
auditors must focus on the highest-risk 
areas in projects. Audit best practices 
suggest internal auditors should be 
involved throughout a project's life 
cycle, not just in post-implementation 
assessments.

Changing from old to new computer 
systems is an important, but often 
underestimated, aspect of IT projects. 
New system implementations usually 
necessitate a variety of system changes, 
production data conversions and 
migration, as well as new or revised 
operational policies and procedures. 

Each of these areas poses significant risk 
to the organization during the actual 
system conversion. Therefore, conversion 
efforts typically center on reviewing plans 
and results for:

• The overall implementation of the IT 
solution

• The systems that are required to 
implement the IT solution

• The operational changes required 
within the organization as part of the 
implementation

When you plan a system conversion 
audit, you need to have a good 
understanding of the business 
requirements for the system, the 
project's risks and how the proposed 
system will work. To understand the 
solution, you need to identify the various 
operational and system changes that will 
be implemented. Also, because project 
information usually becomes available 
over time, you will find some audit 
planning will have to be completed on an 
iterative basis. 

Audit objectives

Involvement with a system conversion 
typically comprises reviewing and 
assessing the overall project plan and 
project management. 

You should also assess the accuracy 
and completeness of the systems and 
data requirements for the IT solution, 
including: 

• Evaluate and monitor management's 
project plans for the required system 
changes.

• Assess the completeness and 
appropriateness of the system and 
database design, including the 
security and privacy aspects.

• Review user acceptance, parallel 
test planning and results to 
demonstrate successful end-
to-end system operations and 
implementation preparedness. (In 
a parallel test, the project team 
simultaneously tests both the old 
and new systems using the same 

data, and compares the results in a 
comprehensive manner.) 

• Review the startup of production 
systems and associated client data to 
ensure data integrity is maintained 
and back-out plans in the event of a 
problem are effective.

In addition, you should assess the 
accuracy and completeness of the 
operational start-up responsibilities 
within the organization by:

• Evaluating and monitoring project 
plans for the various operational 
requirements

• Assessing the completeness and 
appropriateness of the operational 
policies and procedures that are 
developed

• Reviewing the training materials and 
training strategies to help staff learn 
the new system and practices being 
implemented

Finally, you should assess the risk-
management processes used by project 
management to ensure they are followed 
throughout the project. Identifying and 
assessing the risk involved during the 
various stages of the project will reduce 
the risk to the organization by ensuring 
implementation of the IT solution is 
controlled and accurate. You will need 
to finalize the audit objectives during 
detailed audit project planning to ensure 
all bases are covered appropriately.

Eight-step audit framework process

The following audit framework describes 
the steps you need to complete in a 
typical system conversion. These steps, 
which are straightforward and flexible, 
include the IT and non-IT aspects of the 
conversion. The actual extent of your 
involvement and approach should be 
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determined during a detailed audit 
project planning phase when finalizing 
the first step of the process (see Exhibit 1).

Depending on a variety of factors, such 
as the size, complexity, and time frame 
of the systems project, this generic audit 
process can be refined and finalized 
during the detailed audit project planning 
phase. The reporting of audit results can 
also be flexible. For example, if you feel 
it is important to communicate concerns, 
you can do so throughout the project; 
otherwise, you should normally produce 
written pre-implementation and post-
implementation audit reports. 

By being involved early in the IT project, 
you can informally raise questions and 
suggestions that influence a project 
without actually making formal audit 
recommendations. You should voice 

concerns during the project if you 
believe project management is not taking 
informal recommendations seriously 
and feel the concerns should be referred 
to senior management or the audit 
committee. 

Step 1 – Understand the IT initiative  
and project plan

Review with the project team and the 
business unit management the scope 
of the work, the supporting project 
plans, the high-level implementation 
plans and schedules, and the proposed 
implementation programs and project 
controls. 

It is important to have a good 
understanding of the overall solution in 
order to have a big picture that supports 
the audit risk assessment and detailed 
audit-planning effort. It is important 
to understand how the system benefits 
the organization and what the system's 
role will be in delivering on business 
objectives. It is also essential that the 
project team develop well-documented 
objectives and have them approved by 
management.

During this step, you will want to finalize 
the system conversion audit plan by 
modifying the generic audit process to 
reflect the actual IT project's objectives, 
issues and assurance needs. The high-level 
risk assessment will further guide the 
system-conversion audit-planning process.

Step 2 – Assess the project and 
implementation plans

Complete an assessment of the 
appropriateness of the project plans, 
implementation and testing plans, and the 
data-conversion program specifications 
that are being developed. You will want to 
provide feedback about your assessment 
of the implementation approach to the 
project management team. 

The project team and management 
benefit from an independent assessment 
of project efforts and plans, because 
pressure to show early progress might 
cause important aspects of planning to 
be overlooked. Having internal auditors 
review the early project efforts assures 
stakeholders that all important aspects 
of the project have been considered. 
Your views of the new system's internal 
controls benefit the implementation 
because the controls may not be as robust 
as the mature system that has had years of 
controls hardening. 

Step 3 – Assess data mapping efforts and 
planned operational changes 

Assess the adequacy and completeness 
of the controls over the planned data 
conversion. Also, you should include a 
review of the system data mapping of 
changes to production data, if any. Data 
mapping sets the necessary foundation for 
maintaining the integrity of production 
data during implementation. In addition, 
the historical requirements for data can 
be extensive. For example, new financial 
systems must be able to store and access 
historical data for seven years to meet IRS 
requirements. 

During this step, you need to assess 
the adequacy and completeness of data 
mapping for production data by reviewing 
the system’s data mapping, the controls 
and reporting with regard to this activity. 

Special attention should be given to the 
effect the data conversion has on other 
systems not directly involved in the 
conversion. This is a high-risk area in all 
conversions because downstream systems 
may be touched in unexpected ways.

Exhibit 1 – Level of Audit Involvement in System Conversions

Internal auditors’ involvement in an organization’s system conversion initiatives can range 
from minimal involvement (Level 1) to extensive audit efforts throughout every phase of the 
project (Level 10).

Level 1: Perform audit risk assessment during the project initiation phase.

Level 2–3: Perform audit review of documentation and project deliverables.

Level 4–5: Attend project meetings, conduct some interviews, and produce verbal audit 
reports.

Level 6–7: Increase audit efforts, conduct more interviews, and produce formal audit reports. 

Level 8–9: Review all milestones, perform extensive audit tests, and produce formal and 
comprehensive audit reports. 

Level 10: All of the above efforts.

Internal auditors should determine their level of involvement and approach during the project’s 
initiation phase. The audit involvement decision should be based on the project risk assessment 
and factors such as the project team’s experience, level of management involvement, size and 
complexity of the initiative, and impact on the organization if the initiative is delayed or unsuc-
cessfully implemented. Decisions on the most appropriate audit approach should be made 
during the audit project planning phase.
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Step 4 – Assess the adequacy  
of testing plans

At this stage you will want to assess 
the adequacy of the testing plans, the 
data-conversion control reports to be 
used and the test scripts involved with 
the implementation. You should ensure 
appropriate project resources have been 
assigned to testing, so that the level of 
testing efforts reflects the risks involved. 
You will want to review the assignment 
of responsibilities (i.e., who does what?) 
and related service level agreements for 
completeness and appropriateness. 

Review the project outputs for the 
business and IT processes envisioned 
for implementation. Finally, review and 
provide feedback on the implementation 
plans to the project team as appropriate.

Step 5 – Complete a risk assessment of 
the operational changes planned

It is important that you develop a detailed 
understanding of the operational changes 
being planned, and then undertake an 
independent risk assessment of those 
changes. 

Without an ongoing risk assessment 
process, surprises will occur frequently, 
creating negative consequences to the 
schedule, costs and quality. Ideally, the 
results of the audit analysis should be 
factored into the project team's plans and 
focus. The audit risk assessment should 
be documented in a one- or two-page 

high-level summary called an internal 
audit readiness analysis.

Step 6 – Complete an implementation 
readiness assessment

While the project is underway, you 
should complete a high-level readiness 
assessment of the organization's ability 
to implement the required operational 
and system changes. This analysis will 
identify whether additional management 
efforts are required to complete the 
preparation for the actual conversion. 

Review the documentation being 
developed to support the implementation 
and operation. For example: user training 
materials, new and refined policies 
and procedures, internal and external 
communication and other key project 
outputs as determined in previous steps.

Document the audit conversion 
readiness assessment in an internal 
audit worksheet—usually a one- or 
two-page high-level summary. Your 
audit report should be provided to 
management before the implementation. 
You should also plan to attend key project 
management checkpoint meetings and 
provide your views verbally as part of the 
audit feedback to project management.

Step 7 – Develop and execute the  
audit verification plan

Complete a detailed audit program to 
review production implementation. At 

implementation, management and the 
board will look to you to provide them 
assurance that the implementation is 
executed prudently and successfully. 

Your audit tests will usually focus on 
reviewing the results of the project team 
and business unit's test results. If the 
conversion is a multi-site implementation, 
this will include reviewing the results 
of the start-up at the first site and 
monitoring the rollout at the other sites. 

A review of the testing of the initial 
production operations using the new 
solution should also be completed. 

Step 8 – Complete the overall audit 
analysis of the implementation

Lastly, complete the audit analysis of 
the implementation to address issues 
that arose during the rollout. For major 
conversions, some operational issues 
may need to be addressed during 
implementation that were not considered 
ahead of time. 

For example, an obscure data conversion 
problem may occur for a minor data 
element, requiring manual corrections to 
allow the implementation to go forward. 
Management review of this manual effort 
following rollout might be recommended 
to ensure nothing significant was missed.

Decommissioning the old system can 
be another challenge. You will want to 
ensure appropriate efforts are completed 
in this area. A post-implementation audit 
report on the adequacy and accuracy of 
the implementation should be developed 
and presented to management. Finally, you 
should complete your working paper file.

Audits add value

Auditors can bring considerable value 
to an organization by evaluating both 
the IT and organizational aspects of 
system conversion projects. Auditing 
these conversions provides assurance for 
management and the board that all that 
can be done is being done. 
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Because a conversion to a new system is 
one of the highest risks an organization 
can face, internal auditors' involvement 
and independent assessment of the 
issues and project plans can provide 
value far in excess of the cost of the 
audit. 

Conversion audits should be done in 
lockstep with the project planning and 
with frequent and timely reporting 
of the findings. Being involved early 
in the project initiative is vital to 
developing a good understanding of 
the project's issues, challenges and 
risks, as well as what management is 
doing to address them.

Finally, another excellent audit practice 
is to complete a short "lessons learned" 
review of the audit efforts. These can be 
applied to the generic conversion audit 
process that the organization has adopted 
and used in future conversion audits. If 
done consistently, this last step can result 
in a more effective conversion audit 
process. NP

This article is based on the author's experi-
ence in completing more than 75 conversion 
audits over the years. They ranged from 
50- to 80-hour audit projects, to completing a 
1,600-hour review of a 100,000-person-hour 
project over a 16-month period. For this audit, 
extensive audit planning was completed for 
each step of the conversion audit process that 
is presented here. To make suggestions about 

auditing system conversions, please contact 
the author at DSwanson_2008@yahoo.ca.

Dan Swanson, CIA, CISA, CISSP, is a 28-year 
internal audit veteran who was the director 
of professional practices at the Institute of 
Internal Auditors. The author of more than 100 
articles on internal auditing, he is currently a 
freelance writer and management consultant.
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