
June 2009 Association of Healthcare Internal Auditors New Perspectives  43

IT Perspective

By Dan Swanson, CIA, CISA, CISSP

Improve IT Security: Educate Staff 

In today’s healthcare environment, 
information security and protection of 
information assets are critical activities 
for all organizations. Information is the 
lifeblood of the organization and a vital 
business asset. IT systems connect every 
internal department of an organization 
and connect the enterprise to a myriad of 
suppliers, partners, customers, and others 
on the outside, too. 

Still, problems with IT—from system 
failure, to data breaches, to improperly 
altered applications—occur way 
too frequently. Security breaches in 
particular can be disastrous for a health 
organization. And most companies do not 
adequately address the primary cause of 
IT security breaches: human error. In this 
article, I explore how workforces should 
be educated about IT security and how to 
determine whether they ‘get it’. 

How Does Your IT Security Program 
Rate?

How do you fi gure out how well your 
organization performs on information 
security? This checklist will help get you 
started: 

Has your organization implemented • 
a comprehensive information security 
program? 

Does your organization have • 
approved information security 
policies, procedures, and controls? 
Are they enforced? 

Does the information security • 
program refl ect the risks and 
complexity of the organization? Are 
risk assessments occurring regularly 
and are improvement efforts an 
ongoing everyday way of life? 

Does the program actively identify • 
new ways of protecting the 
organization from harm based on 
emerging threats? 

Are the security measures and • 
controls regularly tested for 
operational effectiveness, and are 
corrective actions occurring? 

Is performance being measured and • 
reported to senior leadership and 
other key stakeholders? And how 
does the organization’s security 
compare with other well-run similar 
organizations? 

Has your security program been • 
formally evaluated in the past 12 to 
18 months? 

Congratulations if you have answered 
‘yes’ to all of the above questions! You’re 
well on the way to implementing an 

effective information security program. 
Now, answer four more questions that 
will help move you to the head of the 
class: 

Does your program include ongoing • 
security awareness efforts? 

Do management and staff members • 
get security education appropriate for 
the jobs they perform? 

Do members of the management • 
team and workforce understand what 
good security practices are? 

Is the organization assessing and • 
measuring the results of security 
education and awareness efforts on a 
regular basis? 

The Role of Internal Auditors 

An effective internal audit function 
improves the company’s ethical culture 
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and control environment, both overtly 
through its audit work and in a more 
general sense by promoting good 
practices across the organization. 

Internal audits of information security 
awareness can provide valuable feedback 
to management and the board about 
where performance can be improved, 
which then also contributes to more 
effective information security program 
results—definitely a win-win situation. 
Audit work should include evaluating the 
organization’s various security education 
and awareness efforts. If management 
and staff are not being regularly informed 
of emerging threats and risks, how can 
security be properly implemented on 
a sustainable basis? An audit should 
compare good security practices to what 
is happening within the organization 
and review practice results, too. In other 
words, is quality training being provided, 
and is real learning happening? 

Staff Needs To Be Involved 

Education is the formal training class that 
a system administrator might attend 
to learn how to better apply Microsoft 
Profiles to controlling changes to the 
desktop. Awareness is the program that 
a company puts in place to remind 
employees who execute repetitive 
procedures of the policy, procedures and 
practices they must know to comply 
with company policy. Awareness is 
both formal and informal. Formal is the 
20-minute annual awareness session, 
whereas informal are excerpts in company 
newsletters, security awareness e-mails, 
as well as reminders of special days such 
as Global Security Awareness Week. 
(http://www.globalsecurityweek.com/)

A good method to deliver that security 
awareness message to your workforce is 
first to educate them on the actions they 
can take to protect themselves personally 
from the issues that individuals face 
today. These include such things as 
identity theft, phishing attacks and proper 
precautions to take when sharing personal 
health information online. Provide this 
information in the training sessions; make 
the process personal. 

More security education and awareness 
practices are presented below; numerous 
others are available in the resource sidebar. 

Regularly provide updated threat information 
to management and staff. Some common 
concerns today include: password theft, 
laptop theft, infected e-mails, “shoulder 
surfing,” and dumpster diving. With 
clear communication channels that allow 
everyone to be more informed on the 
latest threats, and changes in previous 
threats, it encourages the workforce to 
be better prepared and, where beneficial, 
to consider new security measures. 
Many times, an educated and motivated 
workforce is your best defense.  

Explain the possible consequences of 
security incidents in business terms. 
Your organization or its workers could 
encounter identity theft, equipment theft, 
loss of productivity, loss of competitive 
advantage, increased staff turnover, 
penalties due to compliance fines, loss 
of reputation, loss of data, and eroded 
customer confidence. While the list is 
long, the workforce absolutely must 
understand what the effects on the 
organization could be. By making it 
personal and demonstrating the possible 
hit to operations, increased support for 
good information security practices can 
be reinforced. 

Provide comprehensive, role-based courses 
to select management and staff that require 
the latest knowledge regarding good security 
practices. Here, the issue is ensuring 
that an investment in skills and staff 
competencies is happening on a regular 
basis. There is nothing worse than not 
knowing something you think you do 
know. 

Regularly provide leading practice 
information for various IT security 
and IT management processes. Some 
important processes include: patch and 
change management, configuration 
management, security architecture, fraud 
prevention and detection and physical 
security—and there are many more. 
Explain not just the how, but the why of 
various security procedures to staff. And 
a wise first step is to focus on educating 
the influencers of your management and 
staff ranks, and then let them set the 
example for the rest. 

Complete periodic surveys of management 
and staff. This is to assess how well they 
understand the information security 
policy, procedures and controls as well 

as to identify major opportunities for 
improvement. Communication is a two-
way street, and if you never assess staff 
competency you’ll never know how well 
your staff development efforts are going. 
Surveys are a low-key method of finding 
out what’s on the minds of people and 
what training issues need to be addressed. 

While these steps aren’t necessarily 
inexpensive and your company will 
always have limits to its education 
budget, over the long haul these are 
low-cost investments with a high-
benefit payoff: peace of mind about your 
information security. 

Other Security Resources:
CERT has issued extensive 1. 
guidance regarding information 
security. The CERT® Program is 
part of the Software Engineering 
Institute (SEI), a federally funded 
research and development center 
at Carnegie Mellon University.

Evaluating security risks, practices a. 
& insider threats. 
http://www.cert.org/nav/index_green.
html

Establishing a computer security b. 
incident response team (CSIRT). 
http://www.cert.org/csirts/

Governing for Enterprise Security c. 
(The PDF). http://www.cert.org/
archive/pdf/05tn023.pdf

Governing for Enterprise Security d. 
(Web Site). http://www.cert.org/
governance/ges.html

The “build security in” initiative.  e. 
https://buildsecurityin.us-cert.gov/
portal/

Management Guide (IS Security 2. 
Auditing). http://www.gao.gov/
special.pubs/mgmtpln.pdf

A series of landmark reports 3. 
published by The IIA.

Information Security Management a. 
and Assurance: A Call to Action 
for Corporate Governance. www.
theiia.org/download.cfm?file=22398

Information Security Governance: b. 
What Directors Need to Know. 
www.theiia.org/download.
cfm?file=7382

Building, Managing and Auditing c. 
Information Security. 
www.theiia.org/download.
cfm?file=33288
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Regular Audits are Recommended 

Setting clear expectations and defining 
everyone’s responsibilities for IT 

security is half the battle. Being diligent 
in your efforts to be sure the workforce 
understands the organization’s 
expectations and their roles and 
responsibilities is the other half. To 
implement proper security, you need 
an articulate policy, it must be enforced, 
and violators must be investigated 
and punished where appropriate. 
Management must understand that 
it has a responsibility to design and 
implement information security 
education and awareness activities, 
including the monitoring of those 
results. 

Management and staff need to be 
assigned security responsibilities, 
and their compensation increases 
should include assessing their security 
performance as well as the more 
traditional criteria for setting pay. Holding 
management and staff accountable for 
their performance regarding information 
security is a key to effective security. (It’s 
called ensuring consequences for people’s 
actions.) 

Awareness should take multiple 
forms, such as company newsletters or 
impromptu forums. The effectiveness of 
any such effort also depends on the tone 
set by senior management. 

Summary

The best defense against security incidents 
and failure is having a motivated and 
educated management and workforce to 
support your organization’s IT security 
standards. Many things can happen due to 
lack of awareness and education, ranging 
from lost customer confidence to lost 
customers, as well as lower stock prices, 
lawsuits, bad publicity, and more. The list is 
endless. Building awareness of information 
security takes time, resources, and energy, 
but without question, it’s worth it. 

Dan Swanson, CIA, CISSP is a 26-year inter-
nal audit veteran, who recently was the direc-
tor of professional practices at the Institute of 
Internal Auditors. The author of more than 
100 articles on internal auditing, Swanson is 
currently a freelance writer and management 
consultant. He can be reached via email at 
dswanson_2008@yahoo.com.

Information Security Awareness 
Readings:
Managing an Information Security 
Awareness Program   (Rebecca Herold) 

Building an Information Security 
Awareness Program   (Mark Desman) 

Building an IT Security Awareness 
Program   (NIST) 

True Value of Info. Security Awareness 
Program   (Gary Hinson) 

Implementing User Security Awareness 
Training   (Kelly Allison) 

Security Awareness—“Are Users Clued 
In”?   (Robert Held) 

Security Awareness Training Program in 
Your Environment   (Kelly Nichol) 

A Business Need for Information Security   
(Rebecca Herold) 

Security Awareness with Protecting 
Information   (InformationShield) 


