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The IT Perspective

By Dan Swanson

Privacy: Our Next Organizational 
Challenge?

The reality of healthcare operations 
today includes oversight of an increasing 
volume of personal health information 
which must be protected. Although the 
protection of sensitive and personal 
data has always been good business 
strategy, implementation has often been 
tactical and opaquely managed by IT 
departments. New laws, rules, and 
contractual obligations are changing 
all of this and management needs to 
be more involved. Even as information 
privacy and protection objectives grow 
more critical and complex, they are also 
increasingly subject to scrutiny by both 
internal and external auditors.

Responding to the commercial threat of 
fraud and the private threat of identity 
theft, most economically advanced 
nations have now passed national privacy 
laws that govern the collection, use, and 
disclosure of personally identifi able 
information (PII). 

Privacy is about the Protection of 
Confi dential Information

Simply put, privacy is the confi dential 
preservation of personal and proprietary 
information that would not be 
readily available to use without the 
data subject’s explicit permission or 
entitlement. Although companies often 
limit privacy practices to customer data, 
the same usage and protection principles 
can, and often should, also apply to 
other kinds of sensitive information, 
such as employee and business-partner 
information, proprietary business data, 
sensitive fi nancial information, and 
other types of information that should 
not be indiscriminately accessed or 
shared.

Especially given the broad scope of 
sensitive data, companies need to take 
a deep and critical look at the many 
business needs and legal requirements 
that impact the ways they collect, use, 
transmit, and store various types of 
information. Companies should always 
apply due care based on business needs 
and legal requirements. In general, four 
basic categories of control are involved:

What data may be collected and 1. 
under what conditions

How data may be stored, managed, 2. 
used, and transferred

How data must be protected from 3. 
unauthorized and inappropriate 
access

How companies should interact with 4. 
the individuals whose data they 
control

Although the realm of prudent privacy 
controls is very seldom limited to the 
mandates of law; the fundamental 
restrictions intrinsic to consumer-oriented 
privacy laws can be considered baseline 
control considerations for all types of 
sensitive data. The company should 
defi ne the scope and nature of protected 
information, help in establishing 
policies and procedures for information 
protection, and align technologies and 
resources to ongoing privacy assurance 
efforts. A company’s specifi c policies and 
procedures for data breach notifi cations, 
collection limitations, consumer control 
over data, and other controls depend on 
industry, business practices, customer 
expectations, and other factors. 

Management and internal auditors 
should look at all standard customer/
patient requests with ‘fresh eyes’ to see 
what information is supplied as a routine 
matter of business.

Consider physically reviewing the 
standard information and information 
requests that are sent to patients and 
other entities either by mail, electronically, 
fax, etc. by the various departments in 
the organization. These are so part of the 
normal routine paper “shuffl ing game” 
that people can totally ignore what PII 
actually appears on the forms.

Why Should We Care if Data 
Protection and Privacy Efforts are 
working well?

Its good business practice! Personal 
identity theft, intellectual property (IP) 
leakage, bank fraud, and payment-card 
data theft are serious concerns with 
signifi cant fi nancial ramifi cations. 

Consider physically 
reviewing the 

standard information 
and information 

requests that are sent 
to patients and other 

entities either by mail, 
electronically, fax, etc. 

These are so part of 
the normal routine 
paper “shuffl ing 

game” that people can 
totally ignore what PII 

actually appears on 
the forms.
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To respond to the increasing number 
and level of threats, companies must 
provide concrete assurance of strategic 
and comprehensive privacy programs 
that incorporate managerial, operational, 
and technical controls. What many think 
of as information protection—primarily 
technical controls such as account access 
management, encryption, and secure 
software development protocols, and 
antivirus software—is just one piece of 
this complex puzzle.

Organizations also need to implement 
and regularly assess other, generally non-
technical controls. Managerial attitudes 
and risk postures, espoused through 
information security policies, standards, 
procedures and guidelines are particularly 
important as is an ongoing investment 
and commitment to staff awareness and 
training programs. The development of 
privacy and communication/disclosure 
procedures and identity and access 
management programs (including routine 
managerial review of access entitlements) 
are needed. Vendor and contractor access 
rights and controls should also get a high 
priority. Overall, the organizational risk 
management program should identify, 
evaluate, and monitor key privacy risks. 
So, as you can see, the information 
companies must protect goes well beyond 
customer information and you need to 
track and manage all critical information 
maintained by the organization. 

Roles and Responsibilities for 
Privacy and Data Protection Must be 
Assigned

Responsibilities for data protection are 
as pervasive as data itself and are part of 
almost every manager’s duty. The actions 
and attitudes of company directors, 
managers, office workers, contractors, 
business partners, and internal auditors 
all impact privacy and data protection 
control objectives. 

The commitment to privacy assurance 
must start at the top, that is, with the 
organization’s leadership. Executive 
management in particular must provide 
constant, consistent leadership on privacy 
and data protection principles and 
demonstrate by example the necessity of 
policy compliance. Executive management 
must also ensure that business and IT 
departments have the budget and staff to 
effectively enact controls. 

Executive technical managers—including 
chief technology, information security, 
and privacy officers—should take a 
more granular interest in privacy and 
data protection programs. They should 
contribute high-level strategic insight 
into business projects and initiatives 
that ensures information privacy and 
protection controls are planned and 

embedded throughout technology 
implementation lifecycles. Finally, your 
CIO, CTO, CISO, and CSO should all 
understand the privacy legislation 
affecting the organization. 

Improve Privacy and Data Protection 
through Assurance

Although companies often conceptually 
and procedurally segregate privacy 
and information security, assigning 
administrative responsibilities to two 
different persons, the practices are two 
sides of the same coin and neither can 
be effectively evaluated in a vacuum. 
Privacy objectives and obligations 
provide direction, scope, relevance, and 
priority for information security controls. 
Information security provides the 
confidentiality, availability, and integrity 
of sensitive information that underpins 
privacy assurance. 

Accordingly, privacy audits tend to 
focus on organizational processes: how 
information is used; whether those 
uses are legal, ethical, and supportable 
from the perspective of the company’s 
relationship with its customers; and how 
the organization communicates with 
customers and other entities about its 
privacy practices. 

Resources Taking Privacy to the Next Level
IT Audit Checklist: Information Security 1. 
http://www.t2pa.com/

IT Audit Checklist: Privacy & Data Protection 2. 
http://www.t2pa.com/

AICPA-CICA Privacy Framework, Including the AICPA/CICA Trust Services 3. 
http://www.aicpa.org/download/innovation/baas/ewp/privacy_
framework.pdf

Health and Human Services (HHS) Centers for Medicare & Medicaid Services 4. 

a) US HIPAA Security Educational Paper Series 
http://www.cms.hhs.gov/EducationMaterials/04_SecurityMaterials.asp 

b) US HIPAA Privacy Rule 
http://www.hhs.gov/ocr/hipaa/finalreg.html 

US Financial Modernization Act (Gramm-Leach-Bliley) 5. 
http://www.ftc.gov/privacy/glbact/glbsub1.htm

Payment Card Industry (PCI) Data Security Standard (DSS) 6. 
https://www.pcisecuritystandards.org/security_standards/pci_dss_
download.html

Information Security Forum Standard of Good Practice for Information 7. 
Security 
https://www.isfsecuritystandard.com/SOGP07/index.htm  
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Information security assessments 
evaluate managerial oversight and 
operational practices. Auditors should 
look at automated processes for 
user authentication, systems access, 
technology configuration, and other 
security measures within information 
systems; and management must support 
this evaluation with periodic performance 
of functional tests, evidencing of system 
performance, and maintaining complete 
and current technical documentation. 
(See my column titled: Improve IT Security: 
Educate Staff—New Perspectives June, 2009 
Volume 28 Number 2).

A typical audit scope for internal 
auditors to consider includes: policies, 
procedures, and the organization’s plans 
for data protection, incident response, 
and customer consent management; 
employees’ roles, responsibilities, and 
accountability related to privacy and 
data protection; data collection and 
use in relation to intended purposes, 
legal constraints, and customer consent 
directives; employee awareness and 
education programs as well as employee 
hiring, transfer, and termination 
controls; control monitoring and 
reporting; and existing practices 
benchmarked against good practices for 
information security. 

Privacy and security audits should be 
performed regularly, and over time cover 
the entire enterprise. Privacy assessments 
should be conducted on all new projects 
and on major enhancements to existing 
systems.  

Within the scope mentioned above, 
auditors will generally evaluate controls 
under three major groupings:

Management controls

Management controls encompass the 
managerial programs, support, and 
foundations for effective, efficient privacy 
and data protection programs. In general, 
management control audits assess 
whether: privacy and security policies 
and procedures have been established; 
performance metrics are documented 
and performance is measured; controls 
are supported by adequate budgets, staff, 
and other resources; and a continuous 
improvement program is in place and 
operates effectively. 

Key question: Has the organization required 
personnel to confirm their understanding 
of privacy policies and procedures before 
authorizing access to sensitive information?

Operational controls

Operational controls encompass operational 
processes in which privacy and data 
protection are a factor, how the organization 
oversees privacy and data protection, and 
the measurement of control effectiveness. 
In general, operational control audits assess 
whether: rules and requirements exist and 
are documented, controls exist, employee 
and managerial actions are in alignment 
with regulatory requirements, operational 
processes support privacy and security 
objectives, and appropriate managers 
regularly review key performance reports 
and operating results. 

Key question: Does the organization perform 
risk assessments to determine the potential 
material impact and harm that could result 
from the unauthorized access, use, disclosure, 
disruption, modification, or destruction of 
information and information systems that 
support the operations and assets of the 
organization? The risk assessment should 
include possible impacts on: 

brand value•	

stock value and investor relationships •	

legal liability and regulatory •	
sanctions 

customer and class action litigation •	

customer and employee loyalty and •	
trust 

revenue from customers, business •	
partners, and other relationships 

The risk assessment considers and 
documents a worst-case scenario for the 
compromise, corruption, or misuse of the 
entire set of data subject to the assessment. 

While management should lead the 
above risk assessments I believe internal 
audit should participate, although each 
organization’s approach could be different.

Technical controls

Technical controls encompass systems and 
automated functions that support privacy 
and data protection goals. Technical 
controls address risk inherent in system 
design, access, and operation, as well as 
risks inherent in the business processes 
facilitated by organizational technologies.

Be Proactive—Evaluate Privacy and 
Security Efforts Now

The bottom line—internal auditors should: 
1) be like the organizational doctor who 
completes regular physicals that assess the 
health of the organization’s vital organs 
and verifies that the organization is taking 
the necessary steps to stay healthy and 
secure; and 2) encourage management 
and the board to invest in privacy and 
information protection practices that 
contribute to sustainable performance 
and ensure the reliable protection of the 
organization’s information. 

While many will indicate “We’ve put 
HIPAA in place, identified a privacy 
officer, educated staff, what else needs 

What Auditors Want to See:

Sound, proactive managerial practices, including planning, direction, frequent 
operational monitoring, and regular reporting.

A good balance between strategic and tactical goals for both control objectives and 
operational results.

Decisions and actions based on facts, not assumptions or habits.

Well-documented policies, standards, and procedures.

Documented roles, responsibilities, accountability, and command chains; workforce 
development; assurance that staff cuts and absences will not compromise controls; 
and policies for secure staff turnover.

Staff awareness, training, and professional development.

Consistent compliance with policy and procedures by both staff and managers.

Functional, reliable technical controls.

Management and staff can recognize and respond to emerging threats and 
changing risk factors.
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to be done?” It’s time we confirm things 
are as they say, and more importantly, 
identify what the key improvement 
opportunities are. 

In closing, as in all audits, it must be 
stressed that managers, not auditors, are 
responsible for defining and implementing 
solutions to issues found in the audit. 
Auditors can help management to 
understand identified risks, best 
practices, and common privacy and 
data protection frameworks; however, 

auditors cannot—and should not attempt 
to—dictate management’s response to 
known deficiencies. Such an effort would 
undermine auditor independence and 
degrade the value of the audit process 
itself.

Finally, the two IT audit checklists 
cited this month (see sidebar) provide 
extensive commentary and guidance 
regarding tackling the evaluation of your 
organization’s privacy and information 
security programs. As always, I welcome 

hearing about your successes and 
“lessons learned”, please contact me at 
dswanson_2008@yahoo.ca. NP

Dan Swanson, CIA, CISSP is a 26-year 
internal audit veteran, who recently was 
the director of professional practices at the 
Institute of Internal Auditors. The author 
of more than 100 articles on internal 
auditing, Swanson is currently a freelance 
writer and management consultant. He can 
be reached via email at dswanson_2008@
yahoo.com.

Only those who dare to fail greatly can ever achieve greatly. 
~Robert F. Kennedy


