
Board Oversight of Information 
Technology 
Does your board have the right amount 
of IT involvement?
By Dan Swanson, CIA, CISA, CISSP  
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T
raditionally a company’s board of directors has 
focused on governing the organization. The board 
ensures the right CEO is in place, the right business 
strategies have been developed, performance is 

reported regularly and is trending properly, and the right 
questions are being asked of management. 

The board’s task is endless, but it is critical it does 
not micromanage the CEO, attempt to “manage” the 
organization, or undertake tasks that are not focused on the 
long-term success of the organization. 

What is the board’s oversight role regarding information 
technology? There is no right answer, and the short answer 
is, “It depends.” Indeed, many believe it is not within the 
purview of the board to discuss IT strategy. They argue the 
board is there to provide oversight to management’s efforts, 
and since IT is a “tool” in achieving those business efforts, in 
general, IT should not be on the board’s agenda. 

However, others maintain that IT is the business core for 
most organizations today, and as IT goes, so goes the 

company. Therefore, the board needs to be informed and 
participate in discussions about IT investments, including 
the organization’s IT strategies, plans and processes. There 
are pundits who believe IT or IT security will be the source 
of the next significant corporate malfeasance, so the board 
needs to be much more active with IT and IT security 
efforts. 

Revisit, review, reconsider 
The board should review and define its oversight role 
regarding IT. The board should understand:

 • How important IT activities are to the organization’s 
implementation of business strategies

 • What IT initiatives are critical to the organization’s success 

 • The strengths and weaknesses of the IT management 
team

 • What changes, if any, should be instituted regarding the 
board oversight of IT
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Basic requirements of the board include ensuring corporate 
viability and protecting and increasing shareholder value. 

IT is a key contributor to the organization’s results, including 
the always-visible financial reporting and disclosure effort—
and we all know what happens with incorrect financial 
reporting. IT is critical to the long-term success of the 
organization; therefore the board should provide oversight 
of IT. The board should not get involved in day-to-day 
management, but it must maintain active oversight. 

A fundamental question for each organization to consider 
is whether board oversight of IT is a “missing piece to 
the governance puzzle,” or if it is a non-issue for that 
organization. While the likely answer is somewhere in the 
middle of these two extremes, it rests with the board to 
decide its mandate including its roles, responsibilities and 
various oversight processes. 

The organization’s industry can be a factor regarding the 
degree of oversight needed. Obviously, companies in the 
technology sector should consider having a few board 
directors with IT expertise. Such companies probably need 
greater board oversight of IT strategy and investments. 
Some may need a board-level technology committee. 

Defining the board’s IT oversight role 
Why is board oversight of IT so important today? 

1. To an increasing extent, intellectual capital is a large part 
of corporate productivity. With IT so essential to creating 
organizational value, boards need to possess a better 
understanding of IT. Such understanding is not captured 
through monitoring traditional areas of board oversight. 

2. Productivity growth statistics and estimates show how 
much corporate growth is caused by smart use of IT. 
Business today is highly competitive, and IT can give 
companies a competitive advantage. 

Because a board has not engaged in an active IT role in the past 
does not mean there is no place for board consideration now. It 
is always better to decide upon the board’s role going forward 
than to have it dictated should a malfeasance occur. Periodic 
revisits of board and committee mandates are important to 
improve governance and organizational performance. 

The board’s governance related to IT will depend on the 
nature of the organization and associated strategic and 

tactical risks. The board’s involvement will likely vary over 
time. The board’s involvement in IT should be driven in a 
way similar to other functions—there is no “automatic” 
involvement in IT. 

Governance is fundamentally about identifying and 
managing strategic risks to the organization. If the 
organization has enterprise-level investment in and 
dependence on information and IT, then there is risk. It is the 
scale of the risk that determines whether board oversight is 
necessary. Small risk, who cares? Big risk—think betting the 
farm on a technology project—then the board had better 
oversee it. 

There is no hard and fast rule for managing IT risk, but there 
might a number of key performance indicators to consider 
on a regular basis that tell how well the IT part of the 
business is being managed without getting involved in day-
to-day management of IT. 

Does any board want to be the corporate overseers when 
an IT project leads to poor outcomes? Lamenting that “We 
left the project in management’s hands!” is akin to saying, 
“Please sue us, because we just weren’t paying attention.”

For an ever-wider range of industries, IT has become too 
important to company success be left to technologists 
alone. That said, the board must limit the nature of its 
involvement to strategic issues. 

The board should be sure that management is aware of 
the need to make IT decisions on business grounds with 
a proper understanding of the potential, the risks and the 
constraints of available technology. Too often, the business 
dimension is at risk of not being considered if these 
decisions are left to technology experts alone.  NP
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Do something that the world would care about for years after you have passed on. 
~Lorrin L. Lee
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