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“As we know, there are known knowns: 
There are things we know we know. We also 
know there are known unknowns; that is 
to say, we know there are some things we 
do not know. But there are also unknown 
unknowns, the ones we don’t know we don’t 
know.” – Former U.S. Secretary of Defense 
Donald Rumsfeld. 

Whatever you may think of former 
U.S. Secretary of Defense Donald 
Rumsfeld, he does seem to know 
something about risk theory. And, oddly 
enough, what he knows has signifi cant 
implications for health information 
technology (IT) and information security 
compliance.

We all know—or should know—that 
the foundation for information security 
compliance under HIPAA is risk analysis. 
For that matter, we should also know 
that risk analysis is fundamental to 
compliance with virtually all other 
information security laws and standards. 
And, information security risk analysis 
is all about knowledge: What we know, 
or should know, about IT vulnerabilities 
and corresponding threats to information 
systems and the protected information 
they contain, process, or access.

From a lawyer’s point of view this 
means that what my clients know and 
what they should know is essential to 
their compliance. This is where former 
Secretary Rumsfeld’s quotation comes 
in—though I will add a fourth category, 
‘unknown knowns’, which is drawn 
from knowledge management principles 
and sometimes shows up in risk theory, 
and I think adds important depth. The 
legal implications of these knowledge 
categories for information security 
compliance may be summarized as 
follows:

‘Known knowns’ are facts about risks 
my clients cannot deny, and may have 
an obligation to act on. For example, 
your network analyst may report that 
you have a network vulnerability and 
that it can be patched for a reasonable 
cost. If you fail to act on this ‘known 
known’ you will be out of compliance 

•

and probably subject to penalties, and 
potentially damages claims.

‘Known unknowns’ are facts indicating 
my client has insuffi cient information 
to make a valid decision, and may 
have a due diligence obligation 
to investigate further. It may be 
impossible to determine whether your 
network architecture has signifi cant 
vulnerabilities without penetration 
testing, for example. If you fail to 
conduct such testing and it turns 
out such vulnerabilities exist—and 
especially if they are exploited in 
a harmful way—you will be out of 
compliance, and again could be subject 
to penalties and damages.

‘Unknown knowns’ are a very 
problematic issue, and in an 
organizational setting may be 
characterized as a governance or 
management failure. For example, I was 
involved with a situation where a large 
group of physician users in an academic 
medical center spontaneously started 
using unauthorized portable devices, 
contrary to published policy. One of 
them had discovered a very convenient 
way to use them and most of his 
peers promptly followed suit, without 
asking or telling anyone else in the 
organization. Compliance, Legal, and IT 
didn’t know this was going on, but as a 
legal matter the organization did know 
because some of its offi cers in the user 
population did. This kind of situation 
poses a very high risk of being blind-
sided with penalties and damages, since 
activities which are literally not subject 
to the organization’s controls may still 
be charged against the organization 
which should have known about and 
controlled them. The solution, again, 
is due diligence in policy publication, 
training and awareness, and auditing 
to minimize the chance that signifi cant 
unauthorized activity will occur and 
not be reported.

A failure to take ‘unknown unknowns’ 
into account should not lead to 
legal consequences, for genuinely 
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•
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unforeseeable factors or events. 
An example of this would be a so-
called ‘zero-day exploit’, a software 
vulnerability which hackers take 
advantage of the same day it is 
discovered by the vendor, or the 
security community. While healthcare 
organizations in particular have no 
obligation to try to search out IT risks 
not yet identifi ed by others, this is a 
constantly moving target and today’s 
‘unknown known’ may quickly 
become tomorrow’s ‘known known’. 
An important part of risk management 
is therefore diligent monitoring of 
developments and discoveries affecting 
your risk profi le. 

The implication of these four 
categories, then, is that risk analysis 
includes not only the investigation 
of factors affecting processes and 
systems management which your 
auditors or information security staff 
have already identifi ed, but also due 
diligence in auditing and reporting 
itself, and in monitoring trends and new 
developments. 

Of course, sometimes my clients 
object when I recommend such due 
diligence, even when the costs and 
burdens are reasonable—any cost or 
burden is more than nothing, and isn’t 
it true that sometimes what you don’t 
know won’t hurt you? I also sometimes 
hear this from, or more often about, 
fellow lawyers, who recommend against 
investigating potential vulnerabilities 
with the argument that if something does 
go wrong, you are better off arguing that 
you didn’t know. 

I can’t tell those who take this 
position that they are necessarily wrong, 
because none of us will know for sure 
until something does go wrong. That 
is the essential nature of a ‘known 
unknown’. After the fact, of course, you’ll 
know whether you have exposures to 
penalties, damages, operational and
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An organization’s rules and 
regulations are responsible for 
establishing an appropriate privacy 
framework. Internal auditing can evaluate 
that framework, identify signifi cant risks, 
and make appropriate recommendations. 
When evaluating an organization’s 
privacy framework, the internal auditor 
considers such things as:

Laws and regulations in all 
jurisdictions where business is 
conducted. 

Internal privacy policies and 
guidelines.

Privacy policies intended for 
customers and the public.

The maturity of the organization’s 
privacy controls. 

Liaising with information technology 
specialists and business process 
owners to understand information 
security implications.

Liaising with in-house legal counsel 
to understand legal implications.

Auditing Privacy
Several legal and regulatory regimes 
require or recommend privacy 
assessments. An organization’s private 
data can be well controlled, appropriately 
used, and considered a corporate 
asset. Should this data be disclosed or 
mishandled, it then becomes a liability 
and increases the risk of legal activity and 
possible litigation. 

The internal auditors should identify 
the threats to the organization’s data 
through research, benchmarking, and 
brainstorming. Assigning a sensitivity 
level to data—such as proprietary, 
confi dential, or public—also assists in 
evaluating the proper controls over 
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the technology and the accompanying 
business practices. 

The common steps for an audit 
are described in detail in The IIA’s 
Professional Practices Framework, which 
includes the International Standards for the 
Professional Practice of Internal Auditing. 
The organization’s objectives, the types 
of data handled, and the legal framework 
must be understood for an audit program 
to be developed. The audit team then 
will gather information, perform tests, 
and analyze and evaluate the test 
work to prepare the report and make 
recommendations.

A privacy audit may include: 

Understanding personal data 
processing.

Identifying the threat and its impacts 
to the organization.

Identifying controls and 
countermeasures to protect personal 
data.

Audit work to test the effectiveness 
of controls.

Drawing a conclusion.

Because of the increasing risk of 
damage to an organization’s reputation 
and the possibility of litigation, the 
CAE has to take a signifi cant variety of 
privacy issues and ramifi cations into 
account when managing the internal 
audit function. Key areas of concern are 
the staff management process, audit 
planning, collecting, handling and storing 
information when performing and 
reporting audit results, and potential data 
leaks. 

A CAEs Top 10 Privacy Questions
What privacy laws and regulations 
impact the organization?

•

•

•

•

•

1.

What personal information does 
the organization collect?
Does the organization have privacy 
policies and procedures with 
respect to collection, use, retention, 
destruction, and disclosure of 
personal information?
Does the organization have 
responsibility and accountability 
assigned for managing a privacy 
program?
Does the organization know where 
all personal information is stored?
How is personal information 
protected?
Is any personal information 
collected by the organization 
disclosed to third parties?
Are employees properly trained 
in handling privacy issues and 
concerns?
Does the organization have 
adequate resources to develop, 
implement, and maintain an 
effective privacy program?
Does the organization complete a 
periodic assessment to ensure that 
privacy policies and procedures are 
being followed?

You can access more information 
about privacy auditing by reading the 
full GTAG 5 document. All GTAGs are 
available on The IIA’s Web site for free 
download. Visit http://www.theiia.org/
index.cfm?doc_id=4706 to learn more. NP

Martha Johnson is a writer with The 
Institute of Internal Auditors. She may be 
contacted at pr@theiia.org.
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reputational losses, and so on—but 
perhaps you’ll never have to fi nd out.

For an organization whose culture 
can tolerate that kind of risk this may be 
an option. But it’s also a risk for those 
who recommend it; if something bad does 
happen they may fi nd themselves out of a 
job, or if they are independent consultants 
or lawyers defendants in a lawsuit for 
giving bad advice. Offi cers and directors, 
or trustees who chose to avoid reasonable 
spending on reasonable auditing and 

assessment might also fi nd themselves 
facing an accountability moment, as 
regulators or stakeholders might consider 
that a failure to exercise appropriate care 
in governance. 

There’s enough that’s unknown in 
any major IT implementation. It will 
never be possible to identify and know all 
possible risks, nor would it be reasonable 
to try. But that won’t excuse the failure to 
use due diligence in information security 
auditing and assessment—that’s one 
thing we know for sure. NP

John R. Christiansen, JD, is a principal 
in Christiansen IT Law. He focuses on health-
care information technology with emphasis on 
privacy, security regulatory compliance, and 
risk management. He co-chairs the American 
Bar Association’s Committee on Healthcare 
privacy, Security, and Information Technol-
ogy. An author and frequent speaker, he can 
be reached at john@christiansenlaw.net or 
(206) 301-9412.
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