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onsider the following situation:  A

patient hires a lawyer to sue her

doctor for malpractice.  The

lawyer not only sues the doctor, he also sues

the hospital where the doctor saw the

patient, also for malpractice.  Further, to

pursue all legal avenues, the lawyer also

sues the hospital for violations of the

patient’s privacy, as guaranteed by the

Health Insurance Portability and

Accountability Act of 1996 (HIPAA).  This

may or may not be a legitimate claim. 

However, now the hospital must show that

it never violated the patient’s privacy, and

that the hospital is fully HIPAA compliant.

If the hospital is in violation of any aspect

of HIPPA, it risks being assessed larger

damages.

With HIPAA privacy standard

compliance mandates in place, many can

use a refresher course.  For all people

involved in health care in any way,

including an employer offering health

insurance to employees, it is important to

understand the law.

HIPAA imparts a number of new rights

to patients.  Health care providers have a

responsibility to respect those rights.  So,

looking beyond the demand for regulatory

compliance, HIPAA opens up a number of

new portals for civil liability problems.

HIPAA was initially enacted to protect

employees from losing their medical

benefits when they left a place of

employment.  The federal government

made it possible for everyone to take the

benefits with them.  Still, the government
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was not quite satisfied with this.  So now

there is HIPAA-AS.  The added “AS”

stands for administration simplification.

However, there appears to be nothing

simple about the AS portion of HIPAA.

HIPAA-AS is divided into four sections:

Privacy, Transactions and Code Sets,

Security, and Identifiers.  The Transactions

and Code Sets refer to a set of national

standards that require all electronic claim

submissions to be written in the same

language.  The Privacy rule refers to the

confidentiality of a patient’s information,

referred to in the Act as protected health

information.  The Security rule deals with

security of electronic data sets that contain

protected health information.  Finally, the

Identifiers section will require each

provider, health care plan, and facility to

use a unique identification number when

completing electronic transactions such as

claim submissions and automatic

remittance from insurance companies.  This

article focuses on the Privacy standards.

Risk managers, auditors, and others,

should be assessing the needs of their

facilities to become compliant with each of

these rules as they become effective.

Compliance for the Transactions and Code

Sets rule became mandatory in October

2002.  A one-year extension was available

for the asking prior to that date.  All covered

entities should be working with their

software vendors and testing the electronic

claims submission for compliance.

Providers or facilities can have a huge risk

of exposure if on October 17, 2003, they

learn that their computer systems no longer

communicate with the clearing houses,

Medicare and Medicaid.  Medicare is

currently setting appointments for

providers to complete test runs for claim

submission.  It is strongly suggested that

all health care organizations schedule a

testing period as soon as possible.

The Privacy Rule is the second portion

of the AS to be passed by Congress.  The

deadline for compliance for this rule was

April 14, 2003.  The Privacy Rule has sent

many providers into a state of panic.

However, for those working in the mental

health or substance abuse fields, there is

good news.  Laws that already govern how

facilities and providers are required to

handle super-confidential records currently

cover many of the guidelines set forth in

the Privacy Rule.  Super-confidential

records refer to any portion of a patient

record that contains information regarding

mental health, substance abuse, and HIV/

AIDs information.

The Privacy Rule defines a class of

information known as protected health

information or PHI.  The Rule requires all

covered entities to protect the patient’s PHI.

The Act also requires the appointment of a

privacy officer.  The privacy officer is

responsible for ensuring compliance with

all standards of the Privacy Rule.

Protecting patient confidentiality can be

accomplished by requiring authorization

from the patient prior to the release of any

protected health information.  The patient

also must be given a copy of the facility’s
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Risk managers and auditors who have

not yet done so will want to assess each

individual facility or program’s areas of

exposure.  Some things to consider in

evaluating these areas are inadvertent

releases of patient information and the

inappropriate use and disclosure of patient

information.  Managers will want to review

policies and procedures to ensure

compliance with HIPAA.  These should

include protocols for staff training and

disciplinary actions for breaches of

confidentiality.  By working with the

privacy officer, the risk manager and

auditor can help clients avoid regulatory

and civil problems emerging from HIPAA.
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Staff training is required by the Act.  Risk

managers and auditors should include staff

training in their assessments.  Staff training

includes not only educating staff about

HIPAA-AS, but it must also include

training on all new policies and procedures

as they relate to HIPAA-AS.  In an effort to

control down-time, staff members could be

identified by group, and trained

appropriately.  Additional training must

occur whenever policies and procedures are

changed and updated.

As discussed, the Privacy Rule contains

standards of conduct which include the use

and disclosure of protected health

information, the Notice of Privacy

Practices, and the release of super-

confidential information.  Closely related

to the Privacy Rule is the Security Rule.

The Security Rule is designed to protect

patient health information that is stored in

electronic form.  Facility managers will be

required to set security levels within

software programs to ensure that each staff

member has access only to the minimal

amount of patient information necessary to

complete job tasks.  For example,  each

clinician can only have access to his or her

patient caseload, while the supervisor may

have access to the entire department’s

caseload.  Similarly, billing staff would only

have access to the necessary areas of a

record as required to submit claims and

receive remittance.

notice of privacy practices.  The patient may

request alternative types of communication

and the patient also may limit the number

of persons that the facility may

communicate with in regard to his or her

care.

HIPAA-AS has given patients the right

to view their own medical records.  HIPAA-

AS allows mental health providers to

maintain a set of notes known as

psychotherapy notes, which may be handled

separately from the main medical record.

Many mental health care providers feel that

the release of psychotherapy notes may be

inappropriate and, in some cases, even

harmful to the patient.  The law does not

mandate that these notes be released upon

request.

Risk managers and auditors can assess a

facility’s risk of exposure by evaluating how

records are released.  Policies and

procedures should be updated to reflect

HIPAA compliance if the facility is not

already doing so.  Compliance is certain

when an authorization to release protected

health information is obtained prior to the

release of any information.  Inadvertent

releases of patient information happen

frequently.  Such instances include staff

members talking amongst themselves about

a patient.  These conversations can occur

in an office, a hallway, or an elevator.  A

facility will be at risk if these conversations

are allowed to continue.

LTA, continued from page 4

Challenge.”  The following are some

thought provoking and mind-bending

questions.  The best response will receive

a really neat prize.  (I am not quite sure of

the prize yet, but trust me; it will be really

neat.)  Send your answers by July 22, 2003,

and we will announce the winner in the

next issue.  Here are the questions:

1) What is another word for Thesaurus?

2) Why is Abbreviation such a long word?

3) What is another word for Synonym?

4) Other than the word, Uncopyrightable,

name a 15 letter word that can be spelled

without repeating a letter.

5) Why are there 5 syllables in the word

Monosyllabic?

6) Why is the alphabet in that order?

(Hint:  is it because of the song?)

Well that’s it for this issue of Letters to

the Auditor.  Please keep those cards, letters,

e-mails, faxes, and listserv questions

coming.  Send questions via mail to:  Letters

to the Auditor, c/o John Landreth,

Northwestern Memorial Hospital, 240 E.

Ontario, Suite 340, Chicago, IL 60610; via

fax: 312-926-3175; or via e-mail:

jlandret@nmh.org or phone (312) 926-

2944.

The views expressed in this column do
not necessarily reflect the views of the
Association of Healthcare Internal
Auditors, Inc., its Board of Directors or
management, nor does AHIA endorse any
products or services mentioned.   !
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