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The schemers go to great lengths to spoof company email 

or use social engineering to assume the identity of a senior 

executive, company attorney, or trusted vendor. They learn 

who manages the money and use language specific to 

the target company. They then request a wire transfer using 

dollar amounts that lend legitimacy. 

Anatomy of a business email scam:

•  Hospital controller receives email from his CFO, asking 

him to transfer funds to an out-of-state bank account, 

at the direction of the CEO. References to the CFO and 

CEO make the fraudulent email appear authentic.

•  The controller forwards the email to the treasury 

department, copies the CFO, and authorizes the transfer. 

The wire transfer is quickly initiated, with a confirmation 

note sent to the controller and CFO. The CFO is in a 

meeting and doesn’t see the email until after the wire 

transfer is completed.

•  The CFO intervenes, immediately placing a hold on the 

account. The hospital is able to recover the funds.

In a recent public service announcement, the FBI warned of business email compromise (BEC) scams that 

target businesses in all industries and have resulted in sizeable financial losses. Complaints filed with the 

FBI and other international law enforcement agencies suggest that BEC scams have victimized over 22,000 

companies and caused approximately $3.1 billion in losses. 
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This story ended well, but having the right protections in 
place could have prevented it from happening.

The following steps can help protect your organization from 
falling prey to business email scams.

•  Learn to recognize fraudulent emails. Typically they  
are designed to lower a person’s guard, with an  
urgent or alarming tone or sometimes a “too-good- 
to-be-true” approach.

•  Be appropriately skeptical, willing to question suspicious 
and unusual requests.

•  Ensure your organization has strict controls on  
wire transfers:

u  Define the process for making payments by wire.

u  Craft a policy on who can initiate and authorize wire 
transfers, with limits based on the logical needs of 
individual teammates.

u  Segregate the duties of requesting, approving and 
processing wire transfers.

u  Have your bank limit daily wire transfer amounts.

u  Ask your banks to call your organization before initiating 
wire transfers that are requested by phone or fax.

Technology has provided new tactics for the bad guys to 
take advantage of us. However, understanding what can go 
wrong, applying common sense and implementing some 
precautionary business practices can dramatically improve 
safeguards. Internal auditors are positioned to increase 
awareness about these scams and how their organizations 
can protect themselves.

To comment on this article or to suggest an idea for another 
article, contact Ken Spence, editor, at (603) 843-5583 or 
newkes2@comcast.net.
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