
T
he 2014 Healthcare IT Audit and Information 
Security Study was conducted to gain 
a better understanding of IT audit and 
information security practices, priorities and 

resources across the healthcare industry. IT auditors 
and information security professionals are frequently 
asked what other healthcare organizations are doing 
when recommending controls or supporting requests 
for additional resources. Without industry-specific 
data, it is difficult to make fact-based comparisons.

Overview of study participants
The 2014 Healthcare IT Audit and Information Security 
Study was initiated in July 2014. Using a secure survey tool, 
participants from 33 organizations completed 53 questions. 
The majority of responding organizations were not-for-profit 
(77%) and either integrated delivery networks (46%), multi-
hospital systems (21%) or academic medical centers (25%).

Individuals responding were the Chief Audit Executive 
(40%) or an IT Auditor, IT Audit Manager, or IT Audit Director 
(56%). As shown in Exhibit 1, most of the participants 
were midsized healthcare organizations with 1,000 to 
50,000 employees. The majority reported annual revenues 
from $1 billion to $5 billion, as seen in Exhibit 2.
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Over the past several years the pace of technology 
implementation in the healthcare industry has accelerated 
while the risk landscape has become significantly more 
complex. Hospitals, physician practices, payers and health 
systems have invested millions of dollars to implement 
systems that manage essential business and clinical processes. 
The healthcare industry is unique and requires different 
approaches to IT risk management than other industries.

Although many studies have been effective in providing general 
industry and technology risk perspective, none of them has 
addressed risk from the technology internal audit perspective 
in healthcare. There has been little specific benchmarking 
data that could be used to understand healthcare IT audit and 
information security norms and trends.
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Exhibit 1 – Number of full-time equivalent (FTE) 
employees
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Information technology environment
IT environment questions were used to establish a 
general baseline for comparing the organization’s 
IT department size, reporting structure, operational 
strategy and electronic medical record (EMR) 
selection. Exhibit 3 shows nearly 70% of participating 
organizations have an IT department with at least 
100 full-time personnel. Almost all reported having 
a Chief Information Officer, with the majority 
of CIOs reporting to the Chief Executive Officer 
(CEO) or Chief Financial Officer (see Exhibit 4).

Moving from traditional IT environments where 
all equipment and systems are managed in a local 
data center, healthcare provider organizations are 
increasingly dependent on third-party cloud solutions 
to manage core business systems (see Exhibit 5). 

Most organizations selected Epic, Cerner or Meditech 
as their core electronic medical record solution. 
However, as shown in Exhibit 6, nearly 40% said they 
were considering replacing their core EMR solution 
or were in the process of making a replacement.

Information security program
The size, composition and reporting structure of the 
information security program can differ significantly 
from one organization to another. Questions in 
the information security program section of the 
study were designed to collect information about 
leadership, size, governance and risk perception.

As seen in Exhibit 7, 31% of participating organizations 
do not have a designated Chief Information Security 
Officer (CISO). For those with a CISO, only 4% report 

Exhibit 3 – Estimated size of IT department (FTEs) Exhibit 4 – To whom does the Chief Information Officer 
report?

Exhibit 2 – Annual Revenue
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to the CEO and none report to the Board. Perhaps 
this is the underlying reason for lagging information 
security practices in the healthcare industry that have 
been widely reported over the past several years.

The PwC 2015 Global State of Information Security Survey 
included a related question, and reported that “only 25% 
of [healthcare] respondents say their Board of Directors 
participates in reviewing current security and privacy 
risks—a crucial component of any effective security 
program. Just 24% are involved in security technologies 
and 32% participate in security policies. Slightly more, 
36% take a role in setting the security budget.”

The number of full-time personnel dedicated to 
information security, as shown in Exhibit 8, varies widely. 
Some organizations had no information security staff, 
while others had more than twenty. The majority (62%) 
had nine or fewer individuals dedicated to information 
security. Answers to questions about staff allocation 

based on security-related responsibilities like day-to-
day IT security operations, executive management risk 
acceptance, IT security oversight and monitoring indicated 
that security roles may not be consistently defined 
or understood from one organization to the next.

In response to the question, “What key IT security 
risks are on your priority list for the coming year?” 
respondents chose compliance-driven rather 
than technology-related strategic risk areas. These 
included Meaningful Use compliance, identity and 
access management, Payment Card Industry (PCI) 
compliance, disaster recovery and mobile device 
management. The responses are detailed in Exhibit 9.

In spite of increasing use of cloud services (Exhibit 5), 
outsourced services were not selected as a priority. This 
focus on compliance risk is common in healthcare, where 
resources are more typically allocated to mandated 
activities versus recommended best practices.

Exhibit 5 – Dependence on third-party cloud solutions

Exhibit 7 – Do you have a CISO?Exhibit 6 – Considering or replacing core EMR solution
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IT audit
Nearly half of the participating organizations 
have four to eight full-time personnel in the inter-
nal audit department, as seen in Exhibit 10.

According to the Institute of Internal Audit’s 2010 
Effective Sizing in Internal Audit Departments study, 
“on average sample organizations have about 19 
internal auditors on their staff, with the largest 
departments in the manufacturing sector (32 

auditors on average) and the smallest in healthcare 
(seven auditors on average).” When compared to 
these earlier results, it appears department size 
has changed little over the past five years.

Within the internal audit department, the majority of 
participants said they have three or fewer IT auditors. 
In departments with no dedicated IT audit resources, 
only 32% are using outsourced or co-sourced 
personnel to perform IT audits (see Exhibit 11).

Exhibit 9 – Information security top risk areas

Exhibit 8 – FTEs dedicated to information security
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Where there are no dedicated IT audit  
resources:

 • 18% outsource IT audits

 • 14% co-source IT audits

 • 11% perform in-house audits 

with other internal audit staff

The average years that IT auditors have  
served:

 • 19% have served less than 3 years

 • 57% have served 3-5 years

 • 24% have served more than 5 years

Since information technology is 
highly specialized, even the most 

experienced IT auditor is unlikely to have the expertise 
needed to audit all technology solutions or processes. 
It is likely there will be a need to outsource or co-source 
audit work when internal auditors do not have sufficient 
knowledge or experience to perform an engagement.

Section 1210 of the International Standards for the 
Professional Practice of Internal Auditing requires that 
“Internal auditors must possess the knowledge, skills, and 
other competencies needed to perform their individual 
responsibilities. The internal audit activity collectively 
must possess or obtain the knowledge, skills and other 
competencies needed to perform its responsibilities.”

Exhibit 12 shows the distribution of professional 
certifications held by IT auditors as reported by the 
participating organizations. Although the results show 
the majority have achieved some type of certification, 
a substantial number (35%) have not achieved the 
Certified Information Systems Auditor credential.

In answer to the question “What areas did you identify 
as potentially requiring IT audit attention?” respondents 
again chose compliance-related topics rather than 
strategic risk topics. These included HIPAA Security, 
HIPAA Privacy, Meaningful Use compliance, IT general 
controls, Payment Card Industry (PCI) compliance, 
disaster recovery, network security, electronic medical 
records and vendor management (see Exhibit 13).

Exhibit 10 – Size of internal audit department

Exhibit 11 – FTEs dedicated to IT audits

Exhibit 12 – Certifications held by IT auditors

Even the most experienced IT auditor is unlikely to have the expertise needed to 
audit all technology solutions or processes.
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The results indicate a need for collaboration in the IT risk 
assessment process involving key contributors (clinical, 
operational, technical, legal) to help internal audit better 
understand and evaluate technology risks beyond what is 
required to comply with laws and regulatory baselines.

Disaster recovery
Several questions were included in this study to gain 
insight into how healthcare organizations are allocating 
resources to disaster recovery activities and to gauge 
the frequency and type of activities being conducted.

As shown in Exhibit 14, most organizations (75%) 
have not dedicated any full-time staff to the disaster 
recovery function. Only half of respondents reported 
having some type of group or committee with 
responsibility for disaster recovery oversight. The 
majority of organizations (see Exhibit 15) are performing 
limited testing, with fewer than 20% conducting a 
comprehensive test at a hot or warm recovery facility.

Perhaps of greatest concern are the 23% of 
respondents who have not conducted any type of 
disaster recovery test within the past year, as shown 
in Exhibit 16. Collaboration and resource sharing 
between healthcare organizations could significantly 
improve preparation for disaster situations.

Exhibit 14 – Resources for disaster recovery

Exhibit 13 – Areas requiring IT audit attention

Exhibit 15 – Type of disaster recovery testing
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Vendor management
The healthcare industry relies on third-party vendors 
to design, develop, implement, support and host 
critically important information systems. Vendor 
evaluation practices (see Exhibit 17) are limited 
to desk reviews, with little assurance provided by 
vendor organizations to healthcare customers.

As shown in Exhibit 18, the majority of healthcare 
organizations have not established a formal program 
for assessing IT vendors. However, more than half 
expressed an interest in collaborating with other 
healthcare organizations to perform assessments.

Identity and access management
Many organizations have difficulty 
keeping user account information 
current when personnel are terminated, 
transferred to another department, 
changing job roles or performing more 
than one job at the same time. Success-
ful management involves providing the 
right people with the right access at the 
right time, and then, over time, being able 
to prove it.

The results seen in Exhibit 19 
demonstrate there is no established 
healthcare industry standard for the 
frequency of access reviews. Although 
organizations have many systems that 
manage protected health information 
and other sensitive data, access reviews 

are typically only performed on financial systems, electronic 
medical record systems, and enterprise access control 
systems (i.e., Active Directory). Exhibit 20 shows most 
organizations are performing access reviews for only a small 
percentage of their systems.

IT security risk assessment
The security risk assessment process has become an area 
of focus for most healthcare organizations over the past 
several years because it is the fundamental activity on 
which the HIPAA Security compliance effort is based. It 
was also established as a requirement of the Meaningful 
Use program.

Exhibit 16 – DR test activity within the last year

Exhibit 17 – Methods used to evaluate IT vendors
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In Exhibit 21, the results show 28% of organizations 
have not performed this critical activity. Most of the 
remaining hospitals and health systems are performing 
the risk assessment on an annual basis. When asked 
about the approach taken to perform the risk assessment, 
organizations demonstrate confusion about risk assessment 
scope and regulatory expectations (see Exhibit 22).

Password standards
One of the most fundamental security controls managed 
by workforce members is the password. Questions 
were included in the study to determine current 
practices around minimum password length, frequency 
of password change and password complexity.

Exhibit 23 shows most respondents are using passwords 
with eight or fewer characters. It is very easy to crack 
passwords of this length with tools widely available 
on the internet. Most passwords are set to be changed 

once every six months or once a year (see Exhibit 
24). If the password has been compromised, it could 
be used by an intruder for that period before the 
password would have to be changed by the end user.

Password complexity requirements (letters, numbers, special 
characters, capitalizations) are in place for almost every 
participating organization. Regardless of length or complexity 
requirements, end users continue to choose easily discovered 
passwords like Password1, P@ssw0rd and Passw0rd. 
Education and awareness efforts to help workforce members 
protect themselves and their employers are essential.

Summary
The results of the 2014 Healthcare IT Audit and Information 
Security Study confirm the general perception that 
information security resources are limited in the healthcare 
industry and that not all healthcare organizations 
have implemented fundamental security controls.

IT audit resources are also limited, and staff 
lacks experience (85% of the IT auditors 
have less than five years of experience). In 
audit departments without a dedicated 
IT auditor, there is little outsourcing or 
co-sourcing to bring in IT audit expertise. 
Technology risks need to be further 
considered in the audit risk assessment 
process and addressed in the audit plan to 
enable alignment with enterprise risks.

To determine how much resource 
is needed to address gaps and to 
determine what areas to audit, healthcare 
organizations need to broaden their 
risk assessment focus beyond baseline 
compliance risks to include risks 

Exhibit 18 – Formal program for regular IT vendor 
assessment

Exhibit 20 – Percentage of systems reviewed

Exhibit 19 – Frequency of access reviews
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associated with patient safety, IT governance, IT 
strategy, third-party services, business continuity, 
mobile devices, data governance and cyber security.

Most hospitals and healthcare systems have not yet 
developed IT governance structures to guide decision-

making about risk mitigation and risk acceptance, and 
to align IT risk accountability. Executive leadership and 
Board engagement in key technology risk decisions and 
providing oversight make it likely the decisions will be 
aligned with organizational priorities and considered in 
the context of other enterprise risks and opportunities. 

Conclusion
Chief Audit Executives need to determine 
if the audit plan includes the organization’s 
key IT risk areas and if sufficient resources 
are available to execute the plan. The 
elevated complexity of the healthcare IT 
environment requires audit leaders to hire 
IT audit resources with experience and 
advanced skills. For internal audit functions 
with existing IT auditors, CAEs need to 
determine if external resources are needed to 
supplement the internal team when specific 
skills or additional help is required. NP
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Exhibit 22—Risk assessment scope and regulatory expectations

Exhibit 21 – Frequency of documented IT security risk assessments

Exhibit 23 – Standard minimum password length Exhibit 24 – Frequency of password change
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