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 Some healthcare companies treat 

HIPAA like virulent contagion that has 

run spreading panic and confusion 

within their organizations. What is 

the vaccination for this seemingly 

contagious bug the HIPAA Panic Virus?   

 The cure is training.  But not training 

specifi cally in the HIPAA rules.  Rather, 

the cure is to teach your personnel how 

your day–to–day operational policies 

and procedures of your organization 

address privacy and security concerns.  

HIPAA requires that you have compliant 

policies and procedures. It does not 

require that you teach or learn the 

hundreds of pages of regulatory rules.  

The cure to the HIPAA Panic Virus’s 

confusion is to teach your personnel 

three lessons: (1) How to follow your 

organization’s policies and procedures; 

(2) How these policies and procedures 

deal with privacy and security issues; 

and (3) What to do if they have questions 

or concerns.

 We have come across some wild 

examples of the HIPAA virus’s ability 

to cause panic and confusion.  As 

examples:

 Parishioners in Bismarck were 

concerned that their public prayer 

requests would violate HIPAA when they 

read in their newspaper, “Imagine if 

you had to pass the collection plate for 

$125,000.  Starting Monday, churches 

that violate new federal privacy rules 

for health information could face fi nes 
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starting at $125,000 and 10 years in 

prison.” 

Because of fear that their activities 

would lead to a HIPAA violation, an 

Illinois hospital prohibited Santa Claus 

from entering the rooms of hospitalized 

children.  

Ins tead of  s imply  obtaining 

patient consent, a rural South Carolina 

hospital stopped publishing birth 

announcements in the local newspaper, 

because it might violate HIPAA. 

So, how should you calm and 

educate your people?  We believe the 

secret is to train your personnel to utilize 

– and trust – your internal operational 

systems.  Show them how your systems 

have always tried to preserve patient 

confi dentiality and privacy as a matter 

of sound medical practice.  Show 

them where your systems have been 

modifi ed to address particular HIPAA 

requirements.  Show them how to bring 

problems to management’s attention 

and how to ask questions. In other 

words, show them how to trust your 

systems.  

To engender trust in your systems’ 

ability to work compliantly, and to 

identify and fi x its own problems, we 

offer Ten Secrets To Effective HIPAA 
Training: 

Secret #1:  Don’t Allow Complex HIPAA 
Rules To Produce Over-Compliance Or 

Ignorance
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 The HIPAA rules are complex.  This 

complexity creates a perfect recipe for 

over-compliance that erects barriers to 

effi cient and effective training, as well 

as to effi cient delivery of services.

 Because of  the HIPAA Panic Virus, 

many healthcare organizations consider 

virtually every activity they undertake 

as a potential HIPAA violation, and 

have implemented ad hoc policies and 

procedures at a pace so frantic that they 

barely have time to write them down.  

Others choose to risk it, outweighing 

the burdens of compliance against 

its benefi ts. Ironically, both of these 

overreactions often magnify paranoia 

caused by the HIPAA Panic Virus. But 

there is a better way:  Effective training.   

Don’t train memorization of rules.  Train 

how your internal procedures are HIPAA-

compliant, and then train how important 

it is to follow these procedures.

Secret #2:  Avoid Leadership By Memo

 Leadership by Memo occurs when 

management sends out memos crafted 

as orders or ultimatums, and warns 

of severe personal consequences for 

noncompliance. Every employee gets 

a copy of the memo, and may even be 

required to sign a statement confi rming 

that they have read it.

 Leadership By Memo can be 

worse than ineffective.  It can become 

downright destructive. It can breed 

suspicion and contempt between 

management and staf f, posing 

substantial barriers to communication 

and understanding.

 Of course, HIPAA requires some 

training, as well as documentation of 

the training conducted. But it is far more 

valuable to teach your staff how HIPAA 

refl ects everyone’s ongoing desire to 

do the right thing than it is to conduct 

training because HIPAA says you must.

 This is an important point. HIPAA 

compliance builds on already existing 

policies and procedures that address 

privacy and security concerns. Your 

people generally want to safeguard 

patient privacy. Long before HIPAA 

was enacted, they already had some 

idea of what their moral and ethical, 

if not legal, obligations were regarding 

patient confi dentiality.  A good training 

approach will build on that, and make 

use of it to foster compliance through 

cooperation.

Of course, we do not suggest 

that leadership should never send 

out another memo.  On the contrary, 

occasional alerts and memos, properly 

crafted, can build teamwork by keeping 

staff and employees informed. But 

memos cannot replace good training 

programs professionally conducted by 

organizational leaders. 

But overall good HIPAA training 

embraces the good work and good 

attitudes already present in your 

organization.  Leadership by Memo tells 

employees that they are being watched, 

guarded and controlled, because 

without coercion, they won’t do what’s 

right. 

Secret #3:  Avoid The “Do It Because I 

Said So” Teaching Tool

A related problem to  Leadership By 

Memo is the ‘Do It Because I Said So’ 

method training.  The HIPAA coordinator 

of a large multi-specialty practice 

recently declared that patients may not 

have family members in the room during 

an exam because it would violate HIPAA. 

When asked by a staff member how that 

would be a violation, she was simply 

told, ‘HIPAA says so.’  Of course, the 

usual Warning Memo shortly followed.

A better answer would have been 

something like, “Our organization has 

adopted this policy to protect patient 

privacy. We are evaluating whether 

this may be over-burdensome and 

need to be changed in the future.  In 

the meantime, if you have questions or 

suggestions to make the process more 

effi cient, call me, and I’ll try to work 

through it with you.”

In a sense, training occurs during 

every contact between management and 

subordinates, or between compliance 

officers and staff. In the above 

example,  the staff member is told to 

do something and does not understand 

why.  The tone of the HIPAA coordinator 

discourages value-added solutions from 

the staff member.  She senses an aura 

of superstition about compliance with 

HIPAA, and suspects that if something 

goes wrong, the organization will look 

for a scapegoat.  She may do what she 

has to cover herself, will not trust the 

company and will not ask questions so 

as to avoid undue attention.  That is the 

product of poor training,  poor example, 

and poor leadership. 

In the second hypothetical answer, 

the employee perceives that the 

coordinator has read the rule, and even 

if it is unclear, or over protective,  a 

rational policy decision has been made. 

She also realizes that there is fl exibility 

in the process, that the organization 

values patient privacy, and values 

its personnel’s input.  She trusts the 

company, wants to work within the 

guidelines, and is more apt to carry out 

the policy. 

The same principles apply to 

formal training sessions.  Good trainers 

are good leaders. They demonstrate 

their commitment to compliance 

through technical profi ciency, but not 

by pretending to know all the rules by 

chapter and verse. 

The purpose of a well-delivered 

presentation is to express, not impress. 

That means that when training staff 

on complex matters like HIPAA, the 

effective teacher demonstrates that 

he or she has a grasp of the source 

materials, and has distilled it to its 

essence for the student, because the 

teacher’s true desire is that the student 

learns not just the text, but the intent of 

policies and directives.

Secret #4: Train For The Job 

Description    

HIPAA does not require the same 

training for all personnel. Handing 

your personnel the regulations (or an 

abridged version) accompanied by a Big 

Memo warning them to read and heed or 

face reprimand, is neither necessary nor 

desirable. Lazy managers who Lead by 

Memo might take this route, but leaders 
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followed by procedural instructions. As 

an example, let’s look at charges to 

patients for copying their records. An 

effective policy on records copying fees 

might appear as show in Figure 1.

 This is an effective policy for training 

purposes because it clearly explains the 

underlying mandates in clear terms, and 

establishes the validity of the rationale 

behind the policy statement. It tells staff 

exactly how to handle patient requests 

for medical records.

Secret #7:  Formal Training Should Be 
Formal

 Passing out a memo or handout or 

policy manual with the expectation that 

personnel will have time to learn it in 

detail is frequently unrealistic.  At best, 

they will keep it handy and refer to it out 

of necessity when serious questions 

arise.  But reactive compliance is time 

consuming and disruptive to work fl ow. 

It is far better to eradicate the HIPAA 

Panic Virus with the proactive culture 

of compliance that good training 

germinates.

 If at all possible, conduct training in a 

formal setting conducive to learning. 

Comfortable, adequate seating and 

lighting, effective visual aids, and 

written reference materials are 

essential. The students will get the 

message that the company takes 

HIPAA compliance seriously, is not 

just punching an attendance ticket to 

placate the regulations.

 Establish clear training objectives, 

and explain their practical relevance. 

Let’s face it, “HIPAA Training” sounds 

boring, and can be stultifying. So, 

explain at the outset why training is 

being conducted. It is okay to say that 

training is designed to dispel the myths 

and misconceptions about what HIPAA 

compliance really means.  Explain to the 

audience that they need not memorize 

all the rules, but that they need to have 

an understanding of the regulatory 

scheme and know where to fi nd the 

answers to their questions.

 Formal training should be broken 

into short, meaningful, sessions. If 

building an effective organization will 

take the time to train and retrain their 

staff about those internal policies and 

procedures that actually matter to their 

daily job responsibilities.  Teaching 

individuals more than those privacy 

or security rules which are  necessary 

to perform their jobs functions is not 

necessary.

 Obviously, your privacy officer 

and other key decision makers should 

possess a dog eared, tape-fl agged, 

highlighted copy of the HIPAA resource 

materials, and keep trusted consultant 

phone numbers handy. But the 

receptionist answering the phone, the 

patient appointment scheduler or the 

fl oor nurse need only be familiar with a 

few policies that affect them on a daily 

basis, and only need to know who to ask 

about more complex questions.

Secret #5:  Management Must Commit 
Visible Time and Effort to the Training 
Process

 Good leaders lead from the front, 

not the rear, and they lead by example.  

HIPAA training should refl ect this.  

When your training sessions do not 

include organizational leaders who are 

engaging in the process of learning, you 

fail to convey fully that your organization 

is serious about HIPAA compliance and 

in helping personnel to do the right 

thing.  The leader that joins in training 

sessions give the message that privacy 

and security require a unifi ed effort, and 

that everyone will work together.

Secret #6:  Write Policies And 
Procedures In A Way That Makes Training 
Easier

 When policies are developed that 

affect HIPAA, they should be crafted 

with an eye not only toward daily use 

as a compliance reference, but also as 

a training device. The policy manual is 

what staff will refer to daily, so it should 

also become their source training 

document. 

 Effective policies have two 

components, a policy statement 

all training is packed into one lengthy 

event, staff members are more likely 

to lose focus and training will be less 

meaningful.   Avoid late af ternoon 

sessions if possible, and schedule the 

simplest material for the “death hour” 

right af ter lunch.   Frequent breaks 

perhaps with simple refreshments 

provided at company expense help to 

encourage employees to attend training 

sessions and remain focused. Shorter 

presentations also lend themselves to 

smoother structure.  

 Outlining by topic area is another 

approach.  No matter how technically 

proficient an instructor may be, a 

disorganized presentation that rambles, 

and rambles on, accomplishes little. 

 End each session with a short quiz. 

This is especially important in refresher 

training for existing employees. A 

simple, oral quiz at the end of a session 

fosters participation without the stress 

of an actual graded exam.  True-false 

questioning where students can shout 

out answers and even disagree generally 

fosters increased participation (once 

somebody goes fi rst).

 Foster participation by presenting 

hypothetical situations or true accounts 

and asking the audience to comment 

or offer criticisms and solutions. In 

one real pre-HIPAA incident, a student 

attending school away from home had 

an HIV test in a private physician’s 

offi ce that was billed to her father’s 

health insurance policy. When the 

father questioned the charge, it was 

confi rmed by offi ce staff that it was 

an HIV test.  The student reported the 

physician to her state medical board. 

Stories like this stimulate thought and 

discussion, essential components of 

effective learning that fosters a culture 

of compliance.

 Each session should be a planned 

as a unique occasion. Consider 

conducting training off site, away from 

the workplace, as a refreshing break. 

Consider providing lunch, refreshments, 

or even small door prizes (other than the 

HIPAA Policy Manual). Any of these ideas 

can create a festive, yet professional 

atmosphere conducive to training and 
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learning. Again, it’s simply a matter of 

good leadership.

Also consider using outside 

speakers and resources at times. 

Lawyers, doctors, accountants, and 

administrators in different healthcare 

settings can offer a nice diversion, 

especially if they are effective speakers 

with practical experience. 

It is crucial for employees to receive 

instruction from their own staff and 

supervisors to inspire confi dence in 

them and in the organization.  But it 

is equally important that they also see 

their leaders as students who are willing 

to learn themselves. And of course, 

speakers from outside the company 

can offer unique and often stimulating 

perspectives on virtually any topic, 

HIPAA compliance included.

Secret #8:  Tailor Training To Your 

Audience

Remember that HIPAA only requires 

training appropriate to an employee’s 

position or level of responsibility. 

Employees should be trained in 

functional groups so that they are 

neither over-trained nor under-trained.  

And while each employee may get a 

Figure 1.

Policy

State law permits us to charge patients a fee for copies of their records up 

to certain limits, plus sales tax and postage as applicable.

Section 164.524 of the HIPAA Privacy Regulation states that a patient may 

be charged a reasonable, cost based fee for copies of medical records plus 

postage. It does not specify a maximum authorized charge.

In light of these rules, we have adopted the following procedure:

When a patient requests a copy of his or her record, we will charge 65 cents 

per page for the fi rst 30 pages, and 50 cents for every page over 30. If the 

records are not on site and must be retrieved form storage, a 15-dollar clerical 

fee will be charged. The patient will be given a completed copy of the Records 

Invoice form attached to this policy and will be asked for payment in advance. 

Requests for exceptions to this policy must be referred to the Privacy Offi cer.

copy of the entire policy manual, it 

is not required.  Only those policies 

applicable to their positions need be 

covered.  (Of course, personnel should 

be encouraged to explore any or all of 

your privacy policies if they are curious.)

Conversely, take care to ensure 

that everyone who may have contact 

with protected health information 

receive appropriate training, from top 

leadership down to part-time staff and 

volunteers. In some cases, it may be 

prudent to include contractors and 

business associates in certain sessions.  

And remember that even the trainers 

need training. Conferences, web-

based training, and video or audiotape 

presentations may be effective and 

effi cient ways to stay abreast of 

developments.

Secret  # 9 :   Re inforce  The Real  

Consequences Of Non-Compliance

A key component of good leadership 

and good training is to establish realistic 

expectations.  In a healthy organizational 

culture of compliance, personnel realize 

that company leadership is ready and 

willing to help them comply with law, 

policy and procedure.  But there must 

be clear expectations of compliance, 

and unambiguous consequences 

for failures, whether inadvertent, 

negligent, or intentional. There must 

be discussions of the company’s HIPAA 

compliance expectations, with tactful 

references to other employee policies 

on topics like progressive discipline. 

When “consequences are properly 

taught respect -- not fear -- for the 

company’s compliance goals can be 

effectively fostered and internalized by 

your personnel.

Employees must appreciate the 

reality of enforcement. In its published 

guidance, DHHS states that its 

primary means of enforcement will be 

to encourage voluntary compliance 

through cooperation and technical 

assistance to covered entities, and 

that the enforcement process will be 

primarily driven by complaints. So 

while employees and staff should be 

reassured that DHHS is not planning any 

sweeps, dragnets, or witch-hunts, they 

must understand that a complaint by 

a patient or other affected person can 

result in serious consequences for both 

the organization and the employee.  

Even more important, personnel 

must be taught to comply with your 

policies and procedures simply because 

they are your policies and procedures.  

Not because the law says so.  Not 

because government penalties may 

follow.  But because the policies and 

procedures were created for good 

reasons, and because it is better to 

address policy fl aws through offi cial 

channels than ignore the policies 

altogether.  Again, remember our central 

premise – Teach your compliant internal 

policies.  Don’t teach the Law.

Of particular note are the complaints 

by patients who were denied access to 

their own health information.  Over-

compliance to the point of unnecessary 

restrictions on disclosures can be as 

destructive as are disclosure practices 

that are too liberal. HIPAA is designed 

to restrict access to protected health 

information by third parties.  But it is 

also designed to increase access by 

patients to their own information.
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inoculate their personnel against the 

HIPAA Panic Virus. Good training is 

good leadership, and good leadership 

in compliance program training will help 

foster a culture of trust and cooperation 

where staff and employees strive to do 

what’s right and self enforce compliance 

on a daily basis. 

 Meaningful, ongoing HIPAA training 

prevents destructive over-compliance, 

which can erect barriers to effi cient 

healthcare delivery. Meaningful, 

ongoing HIPAA training gives staff and 

employees the tools to carry out their part 

of your overall compliance program.  !

 When you  discuss enforcement 

issues, tr y to include updated 

enforcement statistics and enforcement 

anecdotes. This will enable your 

employees to imagine themselves in the 

place of those who become subjects of 

enforcement actions, and thus ponder 

the inherent danger of a casual attitude 

toward HIPAA compliance.

Secret #10:  Good Training Is Good 

Leadership

 By offering effective, continuing 

training, healthcare organizations can 
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