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Shadow IT
Shine a light on these risks
By David E. Sems, CPA, CITP, CFF

A
rmed with little more than an email address and 
a credit card, anyone can set up online cloud 
software that can run an entire business. Long 
gone are the days when you needed the IT 

department to set up the hardware and software to get the 
job done.

Groups within your organizations are circumventing the 
standard IT control mechanisms to be more productive or 
agile. Shadow IT is both problematic and positive, with many 
desirable features and overlooked ways to mitigate risks. 
Let’s shine some light on the subject.

Shadow IT dimensions
Shadow IT refers to information technology and solutions 
used inside organizations without explicit organizational 
knowledge or approval. Acquisition or development, 
deployment, operation, budgeting and governance are 
carried out without IT department involvement.

Shadow IT is increasing and the reasons include end-users 
who are comfortable with technology, increased availability 
and lower costs of many of these solutions, and a desire to 
avoid the perceived bureaucracy and unresponsiveness of 
their organizations’ IT functions.

Niche products for every industry, including healthcare, are 
being developed and released every day. A quick web search 
shows software as a service (SaaS) is a growing trend. Rapid 
growth has also occurred in paradigms like BYOD (bring your 
own device) and “moving to the cloud.” These options all 
contribute to the ability and desire for end-users to embrace 
these technologies and set up their own IT solutions without 
centralized approval or review.

Employee expectation of convenience is one of the 
most potent driving factors in the increase in shadow IT. 
An example was illustrated by Senator Hillary Clinton’s 
statement on March 10, 2015, regarding her personal email 
account. “First, when I got to work as Secretary of State, I 
opted for convenience to use my personal email account, 
which was allowed by the State Department, because I 
thought it would be easier to carry just one device for my 
work and for my personal emails instead of two.”

Most shadow IT is not set up to consciously harm the 
organization. End users just want to carry out something 
useful, quickly and conveniently. Other driving factors in the 
growth of shadow IT happen when organizations do not 
embrace innovative technologies or the IT group has the 
reputation as the “no help” desk—saying “no” to every new 
idea.

An example is the popular online sharing service Dropbox. 
Dropbox provides a convenient way to share large files with 
multiple people connected to the internet. Users can share 
and update data in near real-time across any device.

On the surface, Dropbox sounds appealing, and many 
consumers have embraced it, but in most organizations, 
Dropbox still is part of the shadow IT world. Even Dropbox 
acknowledges this when they try to get their enterprise solu-
tion, Dropbox for Business, installed. They are relying on the 
shadow IT users to drive sales for their paid business products.

However, risks exist with the pure consumer version of the 
Dropbox product. The consumer edition does not allow for 
oversight from IT or management. So Dropbox recognizes a 
need to move into the enterprise world and has taken steps 
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to conform to many accepted standards of security and 
compliance.

Dropbox’s website states they “will sign business associate 
agreements (BAAs) with Dropbox Business, Enterprise, and 
Education customers who require them in order to comply 
with the Health Insurance Portability and Accountability 
Act (HIPAA) and the Health Information Technology for 
Economic and Clinical Health Act (HITECH).”1

Seeing Dropbox taking these efforts and spending the 
resources to move out of the shadow IT world is fantastic—
but for each compliant application like Dropbox, hundreds 
of others pose huge risks.

Skyhigh Networks, a cloud access security broker,2 provides 
tools to understand and control shadow IT. Skyhigh reports 
that upwards of a hundred different file sharing applications 
can exist within an organization,3 with gigabytes if not 
terabytes being transferred into and across the cloud.

Risks of shadow IT
Gartner, a research and advisory organization, stated in its 
2016 Top 10 Security Predictions that “By 2020, a third of 
successful attacks experienced by enterprises will be on 
their shadow IT resources.” 4

HIPAA and other regulations – As an industry, healthcare 
spends millions on staying compliant with HIPAA and other 
rules. Part of the compliance process is to document how 
systems work and how data flows in the organization. If 
huge chunks of data are placed in the cloud, and critical 
procedures are being performed online without centralized 
knowledge, the resources used to document the flow and 
business models are wasted.

Also, the real security risks in storing any PHI on these 
systems can be large if adoption and implementation 
occur without actually testing or verifying compliance. 

1 www.dropbox.com/en_GB/business/trust/compliance/certifications-
compliance

2 https://www.gartner.com/it-glossary/cloud-access-security-brokers-casbs/

3 https://uploads.skyhighnetworks.com/2014/05/Skyhigh-Cloud-Adoption-
Risk-Report-Q1-2014.pdf

4 www.gartner.com/smarterwithgartner/top-10-security-predictions-2016/

One widespread file sharing site’s “security” information 
was generic and touted features like “security guards on-
site,” “Argon and aerosol fire suppression” and “encrypted 
connections.” These features may sound right—but no 
mention was made of compliance with any standards or 
verification of those criteria by an outside firm.

Little or no testing of changes – A touted feature and benefit 
of many of the shadow IT applications is the software will 
always be running the latest version. When done right this 
is great, but you are giving up organizational control to 
the outside firm. Software changes do not always result in 
the best outcomes. Verifying how these companies make 
changes is important.

Going concern and continuity risks – Cloud technology allows 
for new niche products to pop up quickly, but also means 
these products can disappear just as rapidly, along with all 
your data. If your employees use these online services, and 
then these employees leave your organization, you will have 
some questions. Who owns the data? Who controls access 
to the data? Could they be using the data for their next big 
venture?

Unnecessary expenses – Consider the situation where a 
department or user thinks more storage is needed for those 
large patient files they have, and, without talking to IT, they 
arrange for storage from an outside organization. Now your 
expensive managed storage array is no longer needed.

Security breaches and inappropriately sized or designed 
choices by the department can cause even more expense. 
Alternatively, the entire system comes to a halt because of 
someone hosting a large online seminar or other bandwidth-
buster, preventing staff from accessing critical files.

Employee expectation of convenience is a driving factor in the increase in shadow IT.

Shadow IT avoids the 
perceived bureaucracy and 

unresponsiveness of IT functions.
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Enlightened IT functions
Some extreme approaches can be taken to deal with 
shadow IT. These methods range from being oblivious to 
the matter and allowing employees free rein, to the other 
extreme of tightening controls so much that the end users 
are forced to remain in the shadows. A better choice is 
somewhere in the middle of these two extremes.

Healthcare IT functions should embrace the cloud and 
its benefits while giving support and a healthy level of 
skepticism to the end-users who are considering SaaS. Those 
in IT decision-making positions need to work with the end 
users to determine their actual needs versus wants, and find 
solutions that achieve both convenience and security.

As with everything in technology, staying ahead of the 
game is essential. These technologies should not be feared. 
Being proactive with research, anticipating needs and 
making investments will help avoid being blindsided by 
departments setting up independent private systems. IT 
should work to build good relationships with end users, 
understand their needs and be innovative.

On the other end, certain types of activities need to be 
prohibited. An example that should not be tolerated is an 
employee who brings in an unsecured consumer wireless 
access point to his office and connects to your wired 
network. While doing this is more convenient for accessing 
DICOM images from his iPad, he just put your secure 
environment in jeopardy.

Reduce the red tape – Evaluate processes to make them more 
end-user friendly.

Discover the extent of the shadow – Use new tools like cloud 
security access brokers to discover the extent shadow IT 
systems are being used in your organization. Your CIO or 
CTO may be shocked by the scope of the usage. However, 
knowledge is the first step in dealing with the issue.

Implement shadow IT monitoring and compliance solutions – 
Various solution providers can deliver insights and techniques 
to manage cloud computing to achieve your organization’s 
security needs and compliance requirements.

Educate your end users and be transparent – If your employees 
are asked to be compliant and come out of the shadows, the 
IT group needs to be open about their intentions. Discussion 
and conversations should transparently acknowledge the 
issues that drive shadow IT, and should communicate the 
risks and harm in certain activities. Setting an approachable 
tone, allowing end users easy IT access to request 
applications, and then being responsive to those needs can 
reduce the growth of shadow IT in your organization.

Conclusion
With the ever-changing and complex world that healthcare 
IT lives in, use of technology outside of the sunlight of the IT 
function can pose many risks. IT professionals and internal 
auditors need to be alert for these situations. They should 
evaluate if tolerance is acceptable, and if not, decide what is 
necessary to protect their organizations. 

Gartner stated that by 2020, 
a third of successful attacks 
experienced by enterprises will be 
on their shadow IT resources.

David Sems, CPA, CITP, CFF, is founder 
of Sems & Associates Ltd. He has 
extensive experience providing forensic 
technology services to clients in a wide 
variety of industries. He can be reached 
at David@SemsAssociates.com and 
(440) 941-7367.
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