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Introduction

In the fi rst article, we described EHRs as 
posing substantial auditing challenges 
and risks to healthcare organizations. The 
second article provided an overview of 
key areas to evaluate and how to prepare 
for that step. This and upcoming articles 
will address further and various starting 
points for assuring auditable integrity, 
beginning with the due diligence process.

At risk of wearing out the reader’s patience, 
we restate that today’s non-standardized, 
marginally certifi ed EHR systems present 
signifi cant challenges for auditors but also 
offer unique professional opportunities to 
validate again your value-added expertise 
and to speed improvements to healthcare. 
Never before, and perhaps never again 
will the internal auditor’s role so prove the 
critical factor in driving improvements on 
the substantial risks EHRs currently pose 
to the integrity of an organization’s clinical 
and business records. 

The good news about EHRs is that, 
insofar as they are intended to be 
components of highly integrated health 
information management systems, any 
place that you start your inquiry will 
lead you, in time, to all points of interest 
and criticality. For an auditor, perhaps 
the best place to start is with the system’s 
reporting functions, moving then to those 
key transactions of highest interest to 
your organization. Most likely, these will 
have to do with revenue integrity and risk 
management.

Reports Functions

Your fi rst step is to inventory and 
prioritize the routine reporting of the EHR 
system to ensure that at a minimum it 
will produce no less reporting capability 
than your entity now has. You will 
want to be sure to consider the internal 
reporting needs of the organization’s 
internal customers as well as fulfi lling 
any requisite needs of those outside 

the organization such as insurer’s, 
certifi cation bodies and various regulatory 
agencies. Often people tend to employ 
a ‘silo approach’ when assessing new 
systems which results in some customer’s 
needs being under represented or not 
represented at all. As an auditor you can 
add value by considering who the users 
of reporting are and seeing that their 
needs are considered.

For the purposes of your due diligence, it 
is highly recommended that you require 
a thorough demonstration on a ‘live’ 
system, not a demonstration (or ‘demo’) 
system. Unfortunately, demo systems 
are sometimes optimized versions of 
software.  These “demos” may not 
represent real capabilities actually found 
in systems available for purchase and 
use, but instead, are set up specifi cally 
to show customers how certain tasks 
might be executed. Reporting functions 
are especially problematic in this regard 
because in many instances the auditor 
with his/her independent and objective 
view is not included in the due diligence 
process. In these circumstances it is not 
uncommon for vendors to (truthfully) 
respond to general questions of report 
capabilities by saying they are available, 
but without necessarily illuminating how 
diffi cult or expensive they are to produce. 
Therefore, you must insist on being 
shown how your organization would 
actually produce those reports. Do not 
consider them ‘real’ until you see them.

Unfortunately, due diligence cannot 
stop simply at the point of assuring that 
the reporting capability is present in the 

Executive Summary
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healthcare industry, in which healthcare internal auditors can play a determining 
role. The risk of faulty electronic health records (EHRs) recently became signifi cantly 
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has been paid, though, to the National Academies report issued the following day 
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with non-standardized, minimally certifi ed EHRs. The voice of accountability, of 
the healthcare auditor, is largely missing in these historic debates. You and your 
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1 Lohr, Steve, “Technology Gets a Piece of Stimulus,” New York Times, January 25, 2009.
2 Stead, William W., and Lin, Herbert S., editors, “Computational Technology for Effective Health Care: Immediate Steps and Strategic Directions” by the Committee on 
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system. For at least a sample or a priority 
subset of reports, it is also advisable that 
you validate that the report is providing 
accurate information. An example will 
illustrate why, unfortunately, this level of 
additional proofing is required.

A recent presentation at a Health 
Information Management conference 
included an analysis of a commercial 
EHR being used in an academic medical 
center’s inpatient obstetrics unit for 
documentation of labor and delivery care. 
The particular function being evaluated 
was the EHR’s reports documentation 
completion rates for patients charts. 
Several gaps were found between the 
chart completion reports and the actual 
completion of the documentation. One 
example: the report showed that 94% 
of the charts in a specified time interval 
included the required, completed 
attending physician notes. However, 
actual inspection of the documentation in 
a sample of charts showed that only 34% 
were actually complete, with 66% missing 
some or all physician documentation 
after delivery.3 The underlying defect was 
with how the system rules interpreted the 
report requirements. All charts indeed had 
some documentation which met the report 
requirement, but the majority of the charts 
were actually missing physicians’ notes, 
or the notes themselves were incomplete.

How you identify which reports to more 
deeply study and authenticate is beyond 
this writer’s range of expertise. There are 
two possible suggested approaches. One 
approach would be to confer with the 
key system users and identify a subset 
of reports that have the highest level of 
criticality for your organization. Another 
approach would be somewhat more ad 
hoc, based on a presumption that, in order 
to fulfill your requirement, the vendor 
may put you in touch with a current 
user at a peer organization. Preferably, 
a site visit might be arranged to allow 
even more opportunity to evaluate 
and compare notes with a peer. If the 
peer institution has never validated the 
primary sources for reports, pick one or 
two areas to track together. 

As you identify and validate the presence 
of the key reports you require, it is always 
best to insist on being shown how you 
would actually execute all those critical 
reporting tasks. Either way, whether 
they can be demonstrated or not, make 
sure that your key report functions are 
specified as part of your organization’s 
purchase agreement and support contract. 

Since these tasks are necessary to 
your organization’s normal business 
operations, they are, in turn, considered 
a necessary part of the system and are 
not ‘extras’. The lesson here is, when 

your organization is pricing systems, 
make sure that the auditing requirements 
are included so you get the price of the 
system you require, not the price of the 
system the vendor says they are selling. 
When comparing the costs of vendor A 
versus vendor B, this becomes especially 
important if A’s base system meets 
all your requirements but vendor B’s 
requires an added 20% in costs to meet 
your requirements. Furthermore, since 
continuing annual fees to the vendor are 
usually calculated on the retail price of 
the system plus modifications (not the 
discounted sale price) this further avoids 
future cost surprises. 

Key Business Transactions 

In a prior article the importance of 
testing the validity and the integrity of 
authorship, amendment, and auditing 
functions was highlighted. Again, 
purchase no system that cannot provide 
and demonstrate those key fundamentals 
of documentation integrity and medical-
legal validity.4 Once those are tested 
and affirmed, two key areas for analysis 
present themselves. The first is avoidance 
of common pitfalls in revenue integrity. 
The second is quality reporting. The 
latter will become increasingly important 
to your business operations with the 
growth of pay for performance as well as 
increasing public transparency of clinician 
performance.

Open Item Billing

This item was chosen to point the auditor 
in the direction of a basic, methodical 
analysis of those most simple system 
functions and transactions supportive of 
assuring reproducible revenue integrity 
auditing. This follows on the prior 
point: the necessity of due diligence 
on the reliability of basic functions, 
including this example of simple business 
transaction accuracy and auditability. 
Open item billing is a mode of the EHR 
documentation function’s interaction with 
billing and accounting where a charge is 
generated upon ordering an action or test. 

How does the system you have (or that 
you are evaluating) manage the common 
occurrence of services planned but not 

3 Panayotakis, Constantine, “EHRs and the Hybrid Record: A Case Study in Compliance” presented at the EHR Roundtable of  the Connecticut Chapter of the American 
Health Information Management Association, North Haven, CT, May 14, 2008.

4 Glezer, Reed D., Busch, Rebecca S., “EHRs Launching the Crusade for System Integrity”, New Perspectives on Healthcare Risk Management, Control and Governance, 
Vol. 28 Number 1, February 2009, pg. 5.
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actually executed? As we know most 
providers will drop a charge upon result. 
A simple way to evaluate this is the 
common urinalysis. Trace a transaction 
through the EHR’s test ordering system 
by ordering a urine test. However, for 
the purpose of this test, as often happens 
in real life, the patient cannot urinate, so 
the test is never performed and no results 
are recorded. Is there a requirement that 
results are recorded before the service is 
billed? Is there some additional action that 
must occur in the system to transform the 
record of the intention to test (the order) 
into an actual service provided that, in 
turn, can be billed? It is not uncommon to 
hear reports of instances where the system 
can indeed dutifully bill for services on 
the order alone. 

Quality Reporting

Care quality reporting in the EHR 
setting can be particularly vexing, in 
that it highlights the wide variability in 
these non-standardized systems that, 
in this context, haven’t yet acquired 
standardized, verifiably accurate outputs 
for secondary data uses either. This 
variability reflects and further magnifies 
the wide inconsistencies in how clinicians 
can document care and care decisions in 
an EHR. 

Identical care can be recorded in different 
ways, but each of those will result in 
different data which, in turn, will result 
in different data reports for care quality 
reporting purposes. For example, in 
most EHRs whether or not a person is 
taking aspirin as a preventive measure 
for cardiovascular events can be a fact 
recorded multiple ways including on 
the patient’s medication list, in a clinical 
template or form, typed or dictated 

into a text box.5 However, most EHRs’ 
automated data reporting functions will 
not identify that the patient is taking 
aspirin unless that fact is recorded in a 
particular manner or place in the system. 
It may be typed into a text box where 
the reporting function cannot ‘see’ it; 
functionally this is the same as not 
documenting it at all from the reporting 
point of view. This means that if one 
of the objectives for an EHR project is 
to collect clinical data for secondary 
uses like quality measures or to gauge 
doctor’s adherence to practice guidelines, 
the EHR’s documentation tools must 
be tested for their ability to capture the 
information and to report it, and then the 
clinicians must be trained to only use the 
tools in the way which is consistent with 
the reporting requirements. 

Just to add another wrinkle, the 
temptation may be to set up the EHR 
so that it automatically populates data 
fields that in turn drive performance 
measurement. This would be not 
dissimilar to passing out quality measures 
forms that are pre-filled out. Deciding 
whether such a practice is consistent with 
data quality principles and objectives 
will be an important role for the auditor 
to fill when evaluating, comparing, 
implementing and auditing the EHR. 

In at least one legal case, requirements 
to evidence the meeting of standards of 
care practice benchmarks documentation 
performance partially motivated the 
misuse of an EHR’s ‘Copy’ functions to 
misrepresent patient care provided by 
duplicating “other physician’s assessment 
into (the) electronic patient record without 
giving evidence that he has actually seen 
and examined the patient…”.6

Conclusion

In this article the discussion of system 
evaluation and testing has ranged from 

the general to the specific. The section on 
Quality Reporting especially illustrates 
how the auditor’s role is certainly going 
to expand into both assuring and then 
validating the quality of an expanding 
range of data types and uses. This work 
will be all the more effectively executed 
if the importance of auditing is affirmed 
and is operationally part of the testing, 
selection, implementation, training, use, 
and management of the EHR system. In 
many cases, the internal auditor may be 
working very closely with personnel in 
the clinical, compliance, and information 
technology realms, to pool professional 
expertise, to serve the growing need, 
to make certain that EHR-sourced data 
meets ever stricter requirements for ever-
expanding uses. 

This article is the third in a series conceived 
by the editor and advisors for New 
Perspectives, AHIA’s quarterly journal. 
The first article appeared in the November 
2008 issue (Volume 27, Number 4) and 
was entitled The Auditor and the Electronic 
Health Record: Through the Looking Glass. 
The second was EHRs: Launching the 
Crusade for System Integrity which appeared 
in the February 2009 issue (Volume 28, 
Number 1).

Audit and compliance professionals are 
encouraged to contact the author or the 
editor with their questions and concerns 
regarding EHR controls, compliance and 
implementation issues.
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Demo systems 
are sometimes 

optimized versions 
of software.

Purchase no system that cannot provide and demonstrate 
those key fundamentals of documentation integrity and 

medical-legal validity.

5 Persell, Stephen D. ,Wright,  Jennifer M., Thompson, Jason A., Kmetik, Karen S., Baker, David W., “Assessing the Validity of National Quality Measures for Coronary 
Artery Disease Using an Electronic Health Record”, in Archives of Internal Medicine, Vol. 166, Nov. 13, 2006, pp. 2272-2277.
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