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While not yet common, an emerging 
request from boards is that internal 
audit review and comment on the 
organization’s governance policies, 
processes and practices. The IIA 
recognized this in their Standards–Section 
2100 states: “The internal audit activity 
should evaluate and contribute to the 
improvement of risk management, 
control and governance processes using 
a systematic and disciplined approach.” 
This is extended in revised Standard 2110 
(formerly Standard 2130), that states:

“The internal audit activity must assess 
and make appropriate recommendations 
for improving the governance process 
in its accomplishment of the following 
objectives: 

Promoting appropriate ethics and •	
values within the organization.
Ensuring effective organizational •	
performance management and 
accountability.
Communicating risk and control •	
information to appropriate areas of 
the organization. 
Coordinating the activities of and •	
communicating information among 
the board, external and internal 
auditors and management.”

Internal auditors can contribute in two 
primary ways: providing assurance that 
the governance policies and practices 
are appropriate to the needs of the 
organization (including compliance with 
applicable rules and regulations) and 
are operating effectively and providing 
consulting services to assist management 
implementation or improvement of 
existing governance processes. In 
addition, in some organizations the 
internal audit function performs certain 
governance-related functions—most 
frequently the performance of internal 
investigations.

Defi ning Organizational 
Governance
In 2006, a team of experienced 
practitioners, service providers and 
academics developed the IIA’s Position 
Paper: Organizational Governance: Guidance 
for Internal Auditors. Their fi rst task was 
to defi ne what we mean by governance. 
They concluded: “There is no single, 

comprehensive, universally accepted 
defi nition of organizational governance.” 
The preferred defi nition in the Position 
Paper was from the Organisation for 
Economic Co-operation and Development 
(2004):

Corporate governance involves a set 
of relationships between a company’s 
management, its board, its shareholders and 
other stakeholders. Corporate governance 
also provides the structure through which 
the objectives of the company are set, and 
the means of attaining those objectives and 
monitoring performance are determined.

The IIA Paper also references a number of 
other defi nitions that provide insight:

The system by which companies are 
directed and managed. It infl uences how 
the objectives of the company are set 
and achieved, how risk is monitored and 
assessed, and how performance is optimized, 
Australian Stock Exchange (2003).

The system by which companies are directed 
and controlled. Boards of directors are 
responsible for the governance of their 
companies, Cadbury Committee (UK, 
1992).

Corporate governance is a scheme for 
ensuring that the executive managers, who 
have been placed in charge of the company, 
fulfi ll their duties, Corporate Governance 
Committee of Japan (2001).

While there are some common themes, 
none of these provide the level of 
defi nition needed for an audit project. A 
clear defi nition, agreed with management 
and the board, is a necessary pre-requisite 
for scoping any audit project, whether 
assurance or consulting.  

Executive Summary
Governance is a matter of concern to boards, regulators, stakeholders and others. Is 
management performing as they should to oversee stakeholder interests? Are the 
right mechanisms in place and appropriately responded to?

The Institute of Internal Auditors (IIA) Standard 2110 requires the internal audit 
activity to assess and to recommend, as may be appropriate, improvements to the 
governing process. Boards are not commonly requesting internal audit reviews yet. 
But can this be far off?

The IIA Position Paper (2006) identifi ed the need for an accepted defi nition of 
organizational governance. The author proposes such a defi nition and applies it to 
developing the scope of an internal audit of governance. Planning concerns, staffi ng, 
sponsorship and other audit considerations should be contemplated with such an 
endeavor whether it is performed as a value-added assurance or consulting effort.

A clear defi nition, agreed with management and the board, 
is a necessary pre-requisite for scoping any audit project, 

whether assurance or consulting. 
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Working with the primary authors of 
the Position Paper and other governance 
authorities, I have developed the 
following definition. It can be used as 
a basis for discussing the scope of an 
audit project with management and 
the board, especially if it is updated to 
meet the specific requirements of your 
organization.

“The objective of organizational 
governance is to ensure that 
management is acting appropriately 
and consistently with the interests 
of the stakeholders. Organizational 
governance is a set of processes, 
controls, and structures generally 
performed within the organization 
by or on behalf of stakeholders 
(including the board or other body 
directly appointed by stakeholders—
for example, a community oversight 
board) to ensure that their interests 
are protected, and their goals are 
achieved.”

Using this definition to update the list 
of governance activities in the Position 
Paper, the following would be included 
in a typical organization’s governance 
activities and might be within the scope of 
an audit project:

Board of Directors
Board structure, objectives, and •	
dynamics
Hiring of top executives•	
Assessment of CEO performance•	
Oversight of organizational •	
strategy, budgets, risk management, 
operational performance, acquisition 
success
Delegation of authority•	
Tone at the Top•	

Governance Committee of the Board
Board committee structure, charters, •	
memberships
Board and committee self-assessment•	
Board education and training•	
Awareness of governance best •	
practices

Audit Committee of the Board
Ethics Policies•	
Whistleblower process and •	
investigations
Awareness and understanding of •	
ethics policies and whistleblower 
process
Oversight of external and internal •	
auditors
Oversight of financial reporting•	
Oversight of financial forecasting•	

Oversight of enterprise risk •	
management

Nominating Committee of the Board
Hiring process for new directors•	

Compensation Committee of the Board
Executive assessment and •	
compensation
Incentive programs•	

Ethics and Compliance Officer (or 
equivalent)

Ethics Policies•	
Whistleblower process and •	
investigations
Awareness and understanding of •	
ethics policies and whistleblower 
process
Compliance audits•	
Reporting to board and executive •	
management

Other
Shareholder meetings•	
Shareholder communications•	
Other governance entities•	

Some boards are organized differently; 
for example, the governance structure 
in Germany (with a supervisory board 
and management board, and limited 
independent membership) is quite 
different from that in the United States. 
Others have a different committee 
structure, designed to meet the specific 
needs of their industry, etc. For example, 
a specific risk committee might be 
established to oversee risk management, 
rather than assigning that responsibility 
to the audit committee. The auditor 
should adapt the approach to match 
the responsibilities and functions of the 
organization’s board structure. 

Planning the Audit Project

In a relatively mature organization, 
the more valuable role for the internal 
auditor is likely to be providing assurance 
that governance policies and practices 
are appropriate to the needs of the 
organization (including compliance 
with applicable laws and regulations) 
and are operating effectively. However, 
if the organization is still in the process 
of refining its governance processes, the 
auditor may more effectively contribute in 
a consulting capacity. As the IIA Position 
Paper says, the internal auditing function 
is in an excellent position to serve as 
catalysts for change, advising or advocating 
improvements to enhance the organization’s 
governance structure and practices.

Whether the auditor chooses an 
assurance or consulting approach (or 
a combination of the two), it is critical 
to understand that governance is a 
politically-charged area. The activities are 
performed or managed by individuals 
at the top of the organization, including 
the board and its key committees. The 
CEO, CFO, General Counsel, and other 
top executives may not react with 
enthusiasm to the prospect of being the 
subject(s) of an audit. Consider the classic 
observation by Harvard University 
Professor Michael Jensen (1993): “Board 
culture is an important component of 
board failure. The great emphasis on 
politeness and courtesy at the expense 
of truth and frankness in boardrooms is 
both a symptom and cause of failure in 
the control system. CEOs have the same 
insecurities and defense mechanisms 
as other human beings; few will accept, 
much less seek, the monitoring and 
criticism of an active and attentive 
board.”

The executives will want to understand 
the purpose of the audit (who is the 
customer) and, especially, how the results 
will be communicated. In addition, 
the information required to assess the 
effectiveness of governance activities may 
require access to highly confidential and 
sensitive information (e.g., board and 
committee self assessments, the results of 
internal investigations into violations of 
the organization’s code of ethics, or board 
assessments of the Chief Executive’s 
performance).

One question that may arise is the 
potential impact an audit of corporate 
governance may have on the annual 
assessment of internal control over 
financial reporting required by Section 
404 of the Sarbanes-Oxley Act (§404). 
Activities in corporate governance are 
generally considered indirect entity-level 
controls for §404 purposes: they do not 
directly provide assurance of the proper 
operation of key controls, but they may 
indicate an environment conducive (or 
otherwise) to effective controls—and 
deficiencies might represent a higher 
level of risk of key control failures. For 
example, the corporate governance 
controls around the code of ethics and 
whistleblower hotline, and the operation 
of the audit committee of the board, are 
generally included in the scope of the 
§404 assessment.

Our advice is to recognize this in project 
planning: (a) to avoid duplication of work 
with management’s §404 testing, and 
(b) to anticipate the potential interest of 
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the external auditors in the results of the 
governance audit.

Another potential concern is whether 
there might be an obligation to report 
any governance issues to an external 
agency. While this is not common, some 
industries are heavily regulated and 
potential government/regulator reporting 
requirements should be discussed with 
appropriate management, such as the 
General Counsel.

Staffing and Sponsorship
Special attention should be given to 
staffing a governance project. In some 
organizations, it may be advisable for 
the CAE to lead the project, because of 
the political minefield and the need to 
review highly confidential information. 
Certainly, the staff assigned to a 
governance project should realize this is 
a position of trust—and act accordingly. 
Workpapers and draft reports should 
be clearly marked as confidential and 
carefully safeguarded.

The auditor should ensure top 
management or board support and 
sponsorship exists for any governance 
project. The support should include a 
commitment to providing the auditor 
with access to necessary information 
as required, as well as to respecting 
the results of the audit. In some 
organizations, it may be appropriate 
to work with the General Counsel to 
provide attorney-client privilege for the 
work. This is advisable if the results are 
likely to be sensitive, for example if there 
is a possibility that one or more board 
committees have not performed their 
responsibilities effectively.

If the board or management has 
requested an assessment of governance 
policies and practices, the auditor 
may decide that the work should be 
split among a number of projects over 
a period of time. The auditor should 
decide whether a report will be issued 
for each project, and whether an 
assessment will be provided for that 
project’s scope. The auditor should also 
work with the board and management 
to agree on how the results of the 
individual projects will be combined for 
the overall assessment.

Audit Considerations
The following steps should be considered 
when planning an assurance or consulting 
project around governance:

Ensure executive and/or board  1. 
sponsorship for the project.
Understand and assess potential  2. 
political obstacles to success.
Agree on a definition of  3. 
governance to support a definition 
of project scope.

Determine whether the principal  4. 
objective is to provide assurance 
or consulting support to the 
organization, or a combination of 
the two.
Define the scope of the project.  5. 
Often, governance projects are 
limited to reviews of selected 
activities rather than an assessment 
of governance activities as a whole.
If an overall assessment is required,  6. 
determine whether the work will 
be split up among multiple projects 
to be performed over a period of 
time. If that is the case, develop 
and agree with management 
and/or the board, the plan for 
performing each sub-project, 
whether there will be individual 
assessments, and how the 
individual results will be combined 
to develop an overall assessment.
If a consulting project will be  7. 
performed, agree on the timing and 
form for presenting the results of 
the review. 

Will recommendations be •	
communicated during the project 
or only at its conclusion? 
Will a formal report be issued or •	
will only informal comments be 
required? 
To whom should the results and •	
recommendations be addressed? 
How will internal audit follow-•	
up to ensure appropriate 
consideration and action on its 
recommendations?

Agree on the reporting process  8. 
following completion of the 
project. This should include:

The form and content of the •	
report, especially the assessment 
that will be included.

Report distribution, especially •	
if sensitive or confidential 
information is included in the 
report,
The process for reviewing •	
results and obtaining responses, 
including action plans.

Confirm that access will be  9. 
provided to all information 
required to perform the audit.
Discuss the project with   10. 
General Counsel to determine 
whether the work should 
be performed at direction of 
counsel, as that may provide 
attorney-client protection to the 
workpapers and results.
Ensure sufficient capable resources  11. 
are available to perform the 
work, especially considering 
the high degree of visibility to 
top management and the board. 
Consider the maturity and 
experience of the individuals 
assigned and the sensitivity of the 
information that will be reviewed, 
as well as their ability to interview 
top management and/or board 
members. The project leader 
should be a senior individual 
within the department, potentially 
the CAE.
Communicate the plan for  12. 
performing the assignment and 
ensure all involved are aware 
of and understand their role. 
Individual meetings may be 
required to ensure availability of 
key personnel and information.

Summary

Audits of governance, whether assurance 
or consulting in nature, may not be 
easy and they often carry political risk. 
However, they are clearly important and 
should be given strong consideration 
in the audit plan—not just because 
they are required by our Standards, 
but also because they add value to the 
organization. NP
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The executives will want to understand the purpose of the 
audit (who is the customer) and, especially, how the results 

will be communicated.


