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Feature

Take the Right Steps: Intelligent Vendor Risk 
Management 
In some circles, profiling gets a bad rap, but you really do need to profile your vendors.

By Chris Hourihan and Cliff Baker

Security risk management of third 
parties is an important topic across 

all industries. In healthcare, it is an 
increasing challenge given regulatory 
changes, penalties for noncompliance and 
growing numbers of third-party breaches. 
Vendors are now directly subject to the 
HIPAA rules, requiring an effective and 
compliant internal risk management 
program for third-party oversight. 

Regulatory pressure has been 
increased

Under the Health Information Technology 
for Economic and Clinical Health 
(HITECH) Act of 2009, provisions were 
passed to expand the scope of HIPAA. 
HIPAA rules now directly apply to 
vendors and their subcontractors. Yet this 
does not reduce the burden on covered 
entities. 

Under HITECH, a vendor must notify 
the covered entity after the discovery of 
a breach of unsecured PHI. In turn, the 
covered entity is responsible for notifying 
each affected individual. Although the 

direct violation may lie with the vendor, 
both vendor and covered entity are at risk 
for fines and resulting public backlash. 

A provision of HITECH increases in 
penalties for HIPAA violations. These 
penalties apply to covered entities and 
their vendors. The federal penalties for 
violations are:

• Violation – not known (despite due 
diligence):  Remains at $100 per 
violation to $25,000 maximum

• Violation – due to reasonable cause: 
Increased to $1,000 per violation to 
$100,000 maximum

• Violation – due to willful neglect: 
Increased to $500,000 per violation to 
$1,500,000 maximum

Additionally, HITECH granted State 
Attorneys General the ability to impose 
civil penalties. These add to any 
penalties the Office for Civil Rights 
(OCR) imposes on the covered entity or 
vendor. As a recent example, South Shore 
Hospital in Massachusetts was fined 
$750,000 by the Attorney General’s office 

on May 24, 2012. The breach directly 
implicated the hospital’s vendor when 
backup tapes containing PHI were lost 
during shipping. Further, the covered 
entity did not have a business associate 
agreement with the vendor.

It’s not just HIPAA

HIPAA 164.314(a) (1) (i) requires vendor 
contracts to be in place and specify the 
obligations of the vendor with respect 
to privacy and security controls. HIPAA 
164.314(a) (1) (ii) requires covered entities 
to take risk management action if the 
vendor materially breaches its obligations 
under the contract. The only means to 
comply with a provision such as this is 
to implement adequate oversight and 
perform due diligence.

HIPAA, however, is not the only 
regulation governing the risk 
management of third parties in healthcare. 
Many states maintain their own security 
requirements for organizations serving 
customers in their state. Examples include 
the State of Massachusetts (201 CMR 
17.00) and the State of Nevada (NRS 
Chapter 603A). 

Companies are also subject to the Pay-
ment Card Industry (PCI) requirements 
if they store, process or transmit credit 
card information. Specifically under PCI, 
requirement 12.8.4 obliges companies to 
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“maintain [and] monitor service provid-
ers’ PCI DSS compliance status at least 
annually.” 

Vendors are a big part of the pie

If regulatory oversight does not compel 
effective third-party risk management, 
then the breach statistics likely will. In 
healthcare, breaches have been on the rise 
since reporting became a requirement. 

Of the breaches posted since September 
2009, approximately 30 percent implicate 
a vendor. These breaches account for 
nearly 60 percent of records lost or stolen. 
The Ponemon Institute estimates the 
average cost of a data breach at $194 per 
record, and the average number of records 
breached in the hundreds of thousands. 
Companies are at risk to incur costs in the 
millions for just a single breach. Through 
vendor oversight and contractual 
protections, this risk may be significantly 
mitigated.  

What are the challenges of an 
effective program?

Given the likely financial and reputation 
risk, why do organizations not have 
effective vendor risk management 
processes in place? Because it is complex, 
costly and time-consuming to implement 
an effective program, especially when 
dealing with hundreds or thousands of 
vendors.  

Time and costs

Often, the simple solution that is 
implemented is one that casts a wide net 
across all vendors. This approach uses 
a questionnaire or audit to determine 
each vendor’s security risk. (Note that 
there may be some nuances needed to 
account for vendors of products versus 
application service providers.)

The questionnaire approach leads to 
the time and cost challenges previously 
mentioned. For example, based on 
anecdotal experience, the average security 

questionnaire can take an organization 
up to 20 hours to complete for a single 
vendor. This includes:

• Sending the questionnaire to the 
vendor

• Reviewing initial responses from the 
vendor

• Following up with the vendor to 
complete or clarify information

• Analyzing the results

• Making internal recommendations 
based on the results

Done by email and phone, this approach 
can be burdensome for both the organiza-
tion requesting the information and the ven-
dor. For a typical healthcare organization 
with 100 vendors, this equates to a dedicat-
ed full time equivalent (FTE) employee. 

However, some high impact vendors—
such as providers of the hosted EHR, 
co-location data center, managed IT 
services firm or application development 
firm—may need to go through an actual 
audit. These audits can take up to four 
weeks and cost as much as $20,000. It 
becomes clear that covered entities could 
conservatively add a dedicated resource 
and incur expenses of $80,000 for third-
party audits each year. 

Don’t forget the subcontractors

Many vendors that healthcare 
organizations work with will have 
vendors of their own (referred to as 
subcontractors in HIPAA). Subcontractors 
may receive the covered entity’s data, 
or have access to it. Unfortunately, the 
subcontractors a vendor works with 
are not typically communicated to its 
customers. Without knowledge of who 
a vendor subcontracts with, and what 
internal controls the vendor has in place 
governing the subcontractor, the risk 
cannot be fully mitigated. 

How to manage vendor risk using a 
four-step program

An effective program that overcomes 
the complexity, cost and time challenges 
includes the four key steps outlined in 
Exhibit 1. 

Step 1 – What is profiling?

Profiling vendors is the most important 
step in an intelligent vendor risk 
management program. It allows covered 
entities to more effectively manage the 
program scope to minimize the cost and 
time necessary to oversee vendor risk. 

The concept behind profiling is to identify 
the inherently more risky vendors. This 
allows covered entities to focus risk 
management efforts on the highest risks. 
Factors to consider in profiling risk 
include:

• Size

• Geographic scope

• Industry classification

• Breach history

Inherent risk factors – Evaluating studies and 
surveys confirms many of the above-listed 
profiling factors as being strong indicators 
of risk. The table below lists each factor, 
the evidence supporting its use, and the 
primary source of the evidence.

While only supported by anecdotal 
evidence, covered entities may also 
consider evaluating the vendor’s financial 
status as well as history of the product 
or service offered. Companies that are 
struggling financially (experiencing 
multiple fiscal quarters of losses), may be 
less likely to invest in security than those 
that are doing well. For products and 
services, indicators such as time available 
on the market, market share, and delivery 
model (i.e., internally managed versus 
software as a service) may also be 
indicative of inherent risk. 

The impact of profiling – The impact the 
vendor has on the covered entity must 
also be considered. Vendors may have 
a high inherent risk but their impact to 
the entity is low, based on the nature of 
the goods or services they provide. So, 
the covered entity’s true risk would be 
medium (Inherent Risk [Likelihood] + 
Business Impact = Covered Entity Risk) 
thereby calling for a different set of 
actions to be taken than if the overall risk 
was high or low. 

Exhibit 1 – The four-step program for 
vendor risk management

Of the breaches posted 
since September 2009, 

approximately 30 
percent implicate a 

vendor.
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Some considerations for evaluating 
impact:

1. Does the vendor access sensitive or 
confidential data (e.g., PII, PHI)?

2. Does the vendor directly access 
(logically) the entity’s internal systems?

3. Does the vendor provide customer-
facing products or services?

4. Does the vendor have direct physical 
access to the entity’s property or 
facilities?

5. How difficult is it to replace the 
solution or service later?

6. Does the vendor utilize offshore 
facilities?

7. Longevity of solution or service 
(length of expected or current 
contract)?

8. What is the entity’s total annual 
spend with the vendor?

9. If there is a failure, what is the 
expected financial impact to the 
business for the year?

Don’t stop at the vendor – Visibility into a 
vendor’s subcontractors is not often made 
available, but can still affect the risk of 
a vendor. On the surface a vendor may 
appear secure, but if they subcontract 
critical services to unsecure organizations, 
the inherent risk can significantly 
increase.

As part of the vendor profiling, 
request a list of the subcontractors 
a vendor uses that may have access 
to your organization’s data. These 
subcontractors should in turn be 
similarly profiled with the results 
factored into the vendor’s rating. 

Step 2 – Conduct due diligence

Through the profiling step, one can 
identify the inherently risky vendors 
compared to the less risky. The risky 
vendors need to be evaluated in more 
depth through added due diligence. Your 
efforts should continue to take a tiered 
approach as shown in Exhibit 3.

On-site audits should be reserved for the 
vendors that reveal critical risk. These 
are vendors that provide high impact 
products or services and have been 
determined to be high risk, because of 
profiling or similar reviews. To ensure a 
standards-based, unbiased evaluation, an 
independent third party may be used as 
necessary. 

Vendors that are moderate to high risk 
and that present moderate to high impact 
to the covered entity should complete 
questionnaires. An example would be 
a vendor that provides and supports 
the human resources system. The 
questionnaire should focus on the core 
areas of information security and inquire 
about the state of controls that exist for 
each. Areas to address include:

1. Auditing and logging

2. Access management

3. Authentication

4. Business continuity and disaster 
recovery

5. Configuration management

6. Data protection (i.e., encryption)

7. Malware protection

8. Network security

9. Third party management

10. Vulnerability management (e.g., 
patching)

Responses to questions may be yes or 
no, but you should also request a brief, 
narrative description of the control 
environment for each domain. 

Remote reviews include components 
of both the questionnaire and audit. 
The questionnaire should be completed 
as usual and followed up with brief 
telephone interviews and evidence 
requests. This includes getting key 

Verizon 2011 Data Breach Investigations Report

Exhibit 2 – Evidence of inherent risk factors
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documents like the information security 
policies, management structure for 
security and incident response plan. 

You should leverage industry standards 
and frameworks when developing the 
questionnaires, gathering required 
evidence and adopting an audit 
approach. This ensures coverage for 
applicable security requirements, 
standardizes the approach for all 
vendors, and allows the vendor to 
relate the questions to a common, 
authoritative source. 

Some of these standards are available 
through the Office of Civil Rights, 
which recently released a HIPAA Audit 
Program that includes the key activities 
and audit procedures aligned with the 
HIPAA Security, Privacy and Breach 
Notification Rules. Other available 
standards are NIST SP 800-53, ISO 27002 
and the HITRUST CSF.  

Step 3 – Mitigate risk

As with internal reviews, the purpose 
of assessing vendor risk is to identify 
problem areas so the appropriate actions 
to manage and reduce the risk can be 
taken. For each level of added due 
diligence, you should follow a process 
similar to the one shown in Exhibit 4.

Analyzing the results of the due diligence 
performed on the vendor allows the 
organization to identify specific gaps 
in controls. These gaps should be 
ranked in order of risk and importance 
to your organization. You will want to 
communicate the high-risk gaps to the 
vendor and understand their timeline to 
remediate the identified issues. 

Issues that require an extended time to 
remediate should be documented in a 
formal Corrective Action Plan (CAP) 
with compensating controls identified 
where possible. The CAP should include 
each item to be remediated as previously 
ranked, and the timeline, milestones, 
individual(s) responsible and required 
resources for each issue. Finally, the risk 
must be accepted for the term of the 
corrective actions. If a gap will not be 
remediated, then acceptance should be for 
the full term of the relationship. 

The risk acceptance should capture:

1. The nature of the gap

2. The risk to the covered entity

3. The vendor associated with the gap

4. A point of contact at the vendor

5. The risk manager responsible

6. The business owner responsible

7. The term of the acceptance

Step 4 – Monitor risk

When you have gained an understanding of 
the risks and proper documentation of the 
action to be taken, periodic checkups and 
follow-up reviews are necessary to ensure 
risks do not change, and that the milestones 
are being met. A review schedule should be 
developed to track and manage the review 
activities for each vendor. 

Your schedule should capture:

1. Vendor name

2. Product or service provided

3. The internal department 

4. The business owner 

5. The risk manager

6. The vendor point of contact

7. The risk profile that was determined 
through the first step

8. Due diligence taken (if any)

9. Risk management actions agreed to 
(if any)

10. The next review date

11. The contract terms (start date, end 
date, and renewal terms)

All vendors should be added to the 
monitoring plan and undergo periodic 
follow-up reviews. However, certain 
vendors that have undergone additional 
due diligence may be monitored more 
frequently. 

For moderate- to low-risk vendors, re-profile 
each vendor for basic changes in inherent 
risk, including recent breaches, financial 
performance, and mergers and acquisitions. 
This activity should be performed annually. 
For moderate-high to critical-risk vendors, 

Exhibit 3 – A tiered approach to 
conducting due diligence

Exhibit 4 – Risk management process to correct deficiencies with vendors
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re-profile the vendor and review the status 
of corrective actions to ensure deadlines and 
milestones are met. This activity should be 
performed as frequently as once per quarter 
depending on the nature of the risk and 
corrective actions. 

For high-risk vendors, you should ensure 
risk acceptance is updated based on the 
identified gaps that have been corrected 
or not corrected.

Summary

Vendor risk management is just as impor-
tant as your internal operations risk man-
agement. If it does not take on the neces-
sary importance, then minimizing the risk 
of a PHI breach will be not good enough. 

Lax vendor security undermines the 
efforts and investments by healthcare 
organizations to protect their 

information. Vendor risk management 
is challenging due to the number of 
vendors that covered entities may use, 
the limited control over the vendor and 
diminished visibility into subcontractor 
relationships.

By employing a proactive and structured 
approach, covered entities can ensure 
regulatory compliance and minimize their 
exposure to a PHI breach. NP

The more I know about men the more I like dogs. 
~Gloria Allred

The Answers to: How Good is Your Vocabulary? — from page 18

Albuminurophobia – Fear of kidney disease.

Decidophobia – Fear of making decisions.

Latrophobia – Fear of going to the doctor or of doctors.

Lockiophobia or Maieusiophobia – Fear of childbirth.  

Nosophobia or Nosemaphobia – Fear of becoming ill. 

Trypanophobia - Fear of injections.

Source: Wikipedia The Free Encyclopedia


