
46  New Perspectives Association of Healthcare Internal Auditors Summer 2012

Feature

System Development and Implementation 
Projects: Internal Audit’s Guide
By Michelle Studie, CIA, CISA, CRISC, ACDA

System development and 
implementation projects have 

inherent risks that can cause direct 
financial impacts such as project 
timeline delay and resulting budget 
overrun, project cancelation or the 
failure of the project to meet business or 
compliance requirements. For example, 
with the healthcare industry’s focus 
on demonstrating Meaningful Use of 
an Electronic Health Record (EHR) 
system, the risks of system development 
and implementation project failure 
could include lost incentive payments 
and decreased future Medicare 
reimbursement. 

There is high risk of project failure due to 
potential changes that might be required 
to implement a new development or an 
acquired system. High risks in project 
implementations are often found in areas 
that result in:

• Changes in business processes and 
staffing

• Changes in infrastructure

• Changes in data elements or formats

• Changes in existing or new interfaces

• Data migrations between systems

According to one IT industry 
benchmarking study from the Standish 
Group, CHAOS Summary 2009, "This year's 
(2009) results show a marked decrease in 

project success rates, with 32 percent of all 
projects succeeding—which are delivered 
on time, on budget, with required features 
and functions," says Jim Johnson, chairman 
of The Standish Group. "Forty-four 
percent were challenged—which are late, 
over budget and/or with less than the 
required features and functions, and 24 
percent failed—which are cancelled prior 
to completion or delivered and never 
used." (See www1.standishgroup.com/
newsroom/chaos_2009.php.)

Organizations need to be really concerned 
at this low success rate, especially when 
acquired system software can often cost 
well into six figures without including the 
project team’s implementation expense. 

What are the root causes and  
where do you fit in? 

Internal audit can assist management by 
helping to identify the root causes for 
project overrun and failure. Management 
can then use this information to improve 
project management processes for current 
and future efforts. 

There are seven common root causes for 
system development and implementation 
project delays or failures:

1. Lack of a standardized project 
management methodology employed 
across the organization

2. Lack of consistent communications 
concerning project status and issues 
from the project team to the steering 
committee

3. Unrealistic project scoping or phasing

4. Lack of documenting and communi-
cating key project decisions

5. Inability to gain user community 
buy-in

6. Inattention to data integrity and 
data migration resulting in excessive 
testing failures 

7. An overall lack of project manage-
ment experience from both the 
business and IT areas

Project managers tend to be reluctant to 
reveal project problems or deficiencies 
when their job performance is tied to 
their managed project. Internal audit can 
provide an independent and objective 
review without being tied to the outcome 
of the project. 

Deciding on an audit approach

Projects acquire different personalities. 
Each will have its own unique look and 
feel and this will factor into the decision on 
the best approach to take for a particular 
project. The issues to consider include:

1. Skill set and experience of the project 
manager

2. Affected departments’ knowledge of 
internal controls

3. Prior risk assessment and 
internal audit results

Executive Summary

System developments and implementations often represent a large capital 
investment for the organization. They can introduce significant changes to current 
business processes and the control environment. A system development and 
implementation audit provides insight into the true project status or outcome 
for management and the steering committee. This article outlines key system 
development and implementation project risks, common root causes for project 
failures, audit approaches, basic system development life cycle (SDLC) and project 
management phases, a sample audit program and lessons learned.

Identify the root 
causes for project 

overrun and failure.
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4. Affected departments’ technical 
knowledge

5. System complexity including the 
number of interfaced systems and 
departments affected

6. Impact to financial reporting 
processes 

7. The availability of internal audit 
resources

There are pros and cons for each audit 
approach and two are addressed here. 
The first is the consulting engagement 
where internal audit is engaged in the 
project from initiation through post-
implementation. 

Consulting engagement – audit 
approach pros:

• Internal audit is available to the 
project team for advice and control 
guidance throughout the project.

• Management’s understanding 
of risks and internal controls is 
consistently improved.

• Open communication of project 
risks and recommendations occurs 
throughout the project.

Consulting engagement – audit 
approach cons:

• The project team may become 
dependent on internal audit to make 
decisions.

• Auditor may be perceived to have 
lost independence or objectivity.

• Project overruns could be attributed 
to internal audit involvement.

• Auditor must make a significant 
commitment of time.

(Note that there may, and likely will, 
be other pros and cons that could be 
listed for any of the audit approaches 
discussed here.)

The second approach is the post-
implementation review where internal 
audit initiates the audit only after the 
system has been in production and 
stable for a period of about three to six 
months.

Post-implementation – audit approach 
pros:

• Internal audit retains independence 
and objectivity from the project team 
and the outcome of the project.

• Internal audit can plan for post-
implementation audits within the 
scope of the annual audit plan.

• Communication of audit issues is 
performed based on established audit 
reporting methodology.

Post-implementation – audit approach cons:

• Issues identified after go-live may 
be more difficult or impossible to 
remediate, or significant cost savings 
could have been realized had the 
issues been identified prior to go-live.

• Project or implementation team may 
no longer be engaged or on-site.

• Internal controls that are not 
reviewed and implemented prior to 
go-live could cause production or 
other issues.

System development and 
implementation audit program

A system development and implementa-
tion audit, when performed for the first 
time, may seem like a daunting task, 
but it doesn’t need to be. An auditor can 
successfully complete this type of audit 
by addressing key risk areas. 

The risk areas listed in Exhibit 1 are 
built on the basic SDLC and project 
management phases. Any one of the risk 
areas could be reviewed as part of a mini-
SDLC audit if resources are limited or if 
the risks are heavily weighted on one area. 
Exhibit 1 also includes sample audit test 
steps and examples of evidence to review. 

Audit pointers taken from  
lessons learned

Audit issue remediation – The 
organization can either address 
identified issues during the system 
development and implementation 
project, or address them later when the 
system is in production. The downsides 
of addressing audit issues in production 
might include hours of lost employee 
productivity, expensive consulting fees 
and production downtime.

Right to audit clause – Verify that 
a right to audit clause is included 
in all vendor contracts for remote-
hosted applications. This provides the 
organization with the option to evaluate 
whether the remote-hosted vendor is 
complying with the contract.

Segregation of duties (SOD) testing – Verify 
access tests are performed to ensure 
application SOD rules are working as 
designed.

Pre-configured hardware and application 
settings – Verify default or vendor 
applied settings have been reviewed 
against the vendor contracted or the 
organization’s security baseline settings. 
Vendor default values are readily 
available online to would-be malicious 

Basic System Development Life 
Cycle Phases

• Initial need 

• Feasibility study 

• Requirements analysis 

• Systems analysis 

• Specifications 

• Design 

• Development 

• Testing 

• Implementation 

• Support/maintenance 

• Evaluate/review 

Basic Project Methodology 
Phases

• Initiation

• Planning/Analysis

• Build

• Test/Train

• Execution

• Close

Project managers 
tend to be reluctant 

to reveal project 
problems or 
deficiencies.

An auditor can 
successfully complete 
this type of audit by 
addressing key risk 

areas.
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Exhibit 1 – Sample audit program 

Risk Area Sample Test Step(s) Sample Evidence to Review

Project Initiation and 
Approval

• Determine if there was an adequate project review and 
approval process that includes project qualifications, execu-
tive approval and sponsorship

• Feasibility analysis
• Project approval
• Assignment of project sponsor, steering commit-

tee and project manager
• Signed/executed contract(s)
• Project scope
• Project charter

Business Requirements • Determine if management has identified and documented 
the business functionality requirements for the new system 

• Return on investment (ROI)
• Business functionality requirements

Third-Party Vendor Re-
view/System Selection

• Determine if the vendor was selected per the organization’s 
request for proposal (RFP)/bid SOP

• If the new system will be remote-hosted, determine if the 
current SAS70 Type II/SSAE 16 report was reviewed

• Determine if the executed contract was reviewed by legal 
counsel prior to being signed

• Organization’s (RFP)/bid SOP
• Evidence the selected vendor’s SAS70 Type II or 

SSAE16 was reviewed
• Evidence of legal counsel review prior to contract 

execution

Project Management • Determine if there was an adequate project management 
process for system development and system acquisitions 
that includes the project documentation requirements

• Determine if project resources were assigned based on 
affected areas and have adequate skill set to execute the 
project

• Determine if the project was executed per the project man-
agement methodology

• Project management methodology SOP
• Project plan
• Project budget
• Project risk assessment
• Project resources – roles and responsibilities
• Project communication plan
• Project status reports
• Project meeting agendas/minutes
• Project issues list
• Steering committee meeting agendas/minutes
• Project milestone sign-offs

Internal Controls • Determine if management has identified and reviewed cur-
rent state and future state internal controls

• Determine if internal controls were tested 
• Determine if ineffective controls were identified during 

testing and replaced with new controls prior to go-live
• Determine if the system has been configured per the orga-

nization’s standard security baseline

• Current and future state process flows
• IT general control (ITGC) review and testing 

results
• Segregation of duties (SOD) review and testing 

results
• Application control review and testing results
• Organization’s completed security baseline checklist

Technical Support/SLA • Determine if internal IT services or vendor service level 
agreements (SLAs) are defined

• Determine if management monitors internal or vendor 
adherence to stated SLAs

• Internal IT support and services
• Contracted vendor SLAs
• Reporting mechanism for management to moni-

tor compliance with internal or contracted SLAs

Design • Determine if system design and build specifications were 
documented 

• Determine if system interfaces were defined 
• Determine if file layouts, data definitions, and backup and 

recovery requirements were defined 

• System design specifications
• Interface inventory
• File layouts and data definitions
• Backup and recovery requirements and plan
• Restore testing results

Development • Determine if there were adequate controls for handling 
source code

• Determine if technical specifications of the development 
and future production environments were documented

• Source safe or equivalent source code manage-
ment controls

• Technical specifications of the test and future 
production environments

Testing • Determine if a testing methodology was documented 
• Determine if a separate test environment exists to support 

testing efforts
• Determine if issues identified during testing are docu-

mented, resolved by the development team and retested 
successfully by users prior to go-live

• Testing methodology
• Testing environment diagram
• Test user accounts and permissions granted
• Test plan
• Test scripts
• Test results
• Testing issues list
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users, whether they are internal 
employees or external hackers.

Compliance requirements – During the initial 
risk assessment process for the new system 
development or new acquisition, determine 
the applicable compliance requirements for 
regulations such as PCI, HIPAA, JCAHO, 
SOX, etc. Verify compliance testing is 
addressed during project planning and that 
successful compliance testing is performed 
prior to the go-live date.

Capitalization of labor hours – verify that 
the process for calculating the labor hours 
to capitalize with the software asset is in 
compliance with ASC 350-40, Accounting 
for the Costs of Computer Software Developed 
or Obtained for Internal Use. 

Administrative access – verify that 
the administrative accounts for 
implementation consultants are 
reviewed and removed in a timely 
manner after go-live.

Conclusion

Organizations can benefit from system 
development and implementation 
reviews to reduce costs and improve 
project success rates. Internal audit 
provides an independent evaluation 
of the overall IT project management 
methodology, project status and project 
outcome for management and the 
steering committee. Identifying system 
development and implementation 
project risks and issues early on 

provides management with the ability 
to resolve issues prior to the system 
being placed into production. NP

Michelle Studie, CIA, CISA, CRISC, 
ACDA, is a senior information systems 
auditor at St. John Health System in Tulsa, 
Okla. She has over eight years of dedi-
cated IT audit experience. Prior to joining 
St. John Health System, Michelle was a 
Senior Associate of Information Technol-
ogy with Stinnett and Associates where she 
was responsible for SOX and IT Security 
Best Practice Reviews. Her IT auditing 
experience also includes being the IT Audit 
Project Lead with Cherokee Nation Busi-
nesses. You can reach Michelle at Michelle.
Studie@sjmc.org or by telephone at (918) 
744-2909.

Risk Area Sample Test Step(s) Sample Evidence to Review

Training • Determine if users are trained on the proper use, processes 
and controls of the newly implemented system

• Determine if end‐user training was performed specific to 
target audiences depending on job functions/roles

• Training methodology
• Training plan
• Training sign-in sheets
• Training proficiency exams
• Training documentation/quick reference guides 

created for users after go-live

Data Migration • Determine if a data migration/conversion plan was docu-
mented

• Determine if a data mapping between the legacy system 
and the new system has been completed 

• Determine how the migrated/converted data will be tested 
and validated for accuracy and completeness by both the 
programmer and end‐users

• Data migration/conversion plan
• Completed data mapping
• Source data, extracted data and migrated data 

reviews including balancing totals and record 
counts

• Programmer and end‐user testing, validation and 
sign‐off

• Completed and signed data migration acceptance 
form

Implementation • Determine if the new system is deployed into the produc-
tion environment only after review and final approval by 
management

• Determine if a detailed implementation and backout plan 
was documented 

• Determine if a transfer to production plan was documented 
• Determine if a process for communicating and resolving 

go-live issues was developed 
• Determine if a contingency plan was documented

• Approved change control record or equivalent 
documentation

• Implementation/go-live plan and backout plan 
transfer to production plan

• Production support responsibilities matrix
• Go-live issues list
• Contingency plan

Post-Implementation • Determine if management performs post–implementation 
reviews to evaluate if:

 ° The project was completed on time
 ° The project was completed on budget
 ° The project met the intended business functionality 

and ROI
 ° The new system was performing as expected

• Review of project timeline and variances
• Review of project budget tracking and variances
• Capitalization of labor hours SOP
• Review of stated project objectives to achieved 

objectives
• Review of stated business functionality and ROI 

to realized functionality and ROI
• System uptime report, CPU utilization, perfor-

mance metric, or equivalent

Exhibit 1– Sample audit program, continued


