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 Twenty-seven attendees participated 

in the Information Technology 

Roundtable at the AHIA 2003 Annual 

Conference in Orlando.   The Roundtable 

consisted of a lively discussion covering 

many of the most pertinent topics 

currently of concern to the Information 

Technology auditor.  A summary of the 

subjects discussed is provided below.

Audit Program Development

 The ins and outs of audit program 

development got the Roundtable started.  

The wide availability of web sites 

that are devoted to sharing audit 

programs was examined. Although 

audit programs are probably more 

available than ever before due to the 

Internet, it still seems as though there 

is an ever-increasing need for specifi c 

technical information to fi ll Information 

Technology (IT) audit programs. Part of 

the reason for this need is due to the 

fact that technologies are so unique.  

The security and confi guration of 

operating systems or applications differ 

from one software package to another.  

However, the concepts behind security 

confi gurations have been the same for 

many years. The need to understand 

unique vulnerabilities requires technical 

auditors to continually stay abreast of 

changes in the various technologies.  

Audit programs must consist of 
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tests to provide adequate coverage 

of these unique vulnerabilities. The 

underlying question is, Where can 

technical auditors obtain such technical 

information?  The information is diffi cult 

to come by, but it is available.  Complete 

audit programs may be obtained or built 

from scratch using various Internet 

sources.  One great source for technical 

audit programs is www.auditnet.org/

asapind.htm, AuditNet’s Auditors 

Sharing Audit Programs web page.  Other 

technical web sites and audit manuals 

are available from various documents 

such as IBM Redbooks, Computer 

Associates’ Technical Manuals, 

Microsoft’s Technical Documents, and 

Novell’s Netware Documentation.

HIPAA

Information security was discussed 

next, specifically focusing  on how 

current changes in the healthcare 

industry have increased the demand for 

information security audits.  The main 

topic of discussion was how the Health 

Insurance Portability and Accountability 

Act of 1996 (HIPAA) will have a major 

impact on how audit departments 

conduct information security audits.  

Starting almost immediately, technical 

auditors have the ability to rely 

upon government regulations to 

provide a basis for recommending 
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technical control improvements.  

Besides providing a mandate for the 

implementation of technical controls, 

HIPAA also provides guidance on what 

controls should be in place and to what 

level they should be enforced.  Although 

HIPAA does not necessarily provide the 

ideal level of security controls, it does 

provide a good baseline on which to set 

a standard.  

HIPAA provides a mandate that all 

security procedures be documented, 

that security procedures be established, 

and that a security awareness program 

be established.  The security awareness 

program should consist of informing all 

employees about password, incident 

reporting and virus information. HIPAA 

also requires that a disaster recovery 

plan be developed, including provisions 

for testing that plan and backing up 

data on a regular basis. Additional 

HIPAA requirements address security 

access maintenance and termination, 

r isk assessments,  and securi t y 

incidents handling. All of the items 

associated with HIPAA have been part 

of the technical auditor’s objectives for 

many years.

Besides providing a basis for 

requiring technology controls and 

guidance for those controls, HIPAA will 

increase the demand for auditors to 

conduct information security audits that 

may have traditionally been allocated 
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less resources or may have been 

completely overlooked.  Fortunately for 

technical auditors, this increases the 

demand for their services almost by 

default.  So, it appears as though the 

HIPAA regulations will provide a boon for 

the profession for many years to come.

Outsourcing Information Technology

“Where to begin?” is the main 

question to consider when examining 

the impact of outsourcing IT 

technologies. The best place to start 

is the outsourcing contract itself.  Due 

to the amount of complexity that is 

usually associated with an outsourcing 

contract, the auditing of the contract 

is fertile ground on which to conduct 

an audit. Every outsourcing contract 

should provide performance standards 

on which to base the service provider’s 

performance. Such performance 

standards should include minimum 

hardware and application standards and 

minimum support standards.  The more 

detailed those standards are, the more 

specifi c performance can be defi ned, 

measured, and audited. Auditing against 

those performance standards can 

provide a signifi cant audit from which 

to provide senior management with high 

impact coverage of relevant concerns, 

such as performance enhancement and 

cost containment.

The addition of an audit clause 

should be negotiated in initial 

discussions with service providers.  

The risks involved with outsourcing 

agreements are high by nature due 

to the amount of responsibility the 

organization is turning over to service 

providers.  Management is less likely 

to directly control such operations 

after the service provider takes over 

operations, and therefore risk increases 

as management loses direct control.  

The outsourcing of IT also provides 

internal audit the opportunity to put 

individual audit clauses into outsourcing 

contracts.  Audit clauses with service 

providers can require that all services 

be made available to be audited, or 

that some items be cut from that scope.  

Ideally, the auditor would want to include 

all service provider operations within 

the audit scope.  When negotiating with 

a provider about potential auditability, 

something to watch for is the provider’s 

attempt to exclude certain things from 

the audit scope.  Questions may arise 

as to why a provider would want to 

eliminate any areas from an audit scope.  

A valid reason may be the existence of a 

service auditor’s report (SAS70). 

The SAS70 is a report, usually 

assembled by a team of auditors, which 

is  then distributed to customers of 

service providers so that audit work is 

not unnecessarily repeated.  SAS70s 

provide a great deal of information 

about operations and the operation 

control environment, but sometimes do 

not specify enough details to address all 

information security concerns in detail.  

Most operations that are not covered 

by the SAS70 should be auditable.  Any 

other reason to exclude certain scope 

areas could be an area to look at more 

closely.

Chief Security Offi cer Position

The topic of naming a chief security 

offi cer (CSO) was also discussed to see 

how such positions were being fi lled in 

the represented organizations.  Due 

to the HIPAA requirement to have a 

CSO in place, discussions dealt with 

the background for persons appointed 

to such a position and the roles that 

person would have to execute.  There 

are three backgrounds from which CSO’s 

generally come: legal, compliance, 

and technical.  Some CSO’s identifi ed 

within the group had experience across 

all three fi elds, while others only had 

specifi c experience in one.  Various 

concerns were raised as to whether 

the background of the CSO would 

determine their level of success and if 

a person from a specifi c background 

would have more success.  While that 

remains to be seen, the ideal candidate 

would more than likely contain a mixture 

of the various backgrounds, or at least 

have delegates to cover areas outside 

of their specifi c expertise.  Because the 

position is so new, it’s diffi cult to assess 

what backgrounds have historically 

provided the best personnel.

The placement within the 

organizational hierarchy of the CSO was 

also discussed.  Various organizations 

have placed the position under the chief 

fi nancial offi cer, the chief information 

offi cer, the chief legal secretary, or in 

some cases the chief executive offi cer.  

Additionally, the issue of how security 

awareness would be raised to an 

adequate level was discussed.  Some 

good suggestions included security 

newsletters, emails, and contests to 

reward security awareness concepts.  

Non-Audit Projects

The next discussion topic dealt 

with the reporting of non-audit related 

projects.  As with other assignments, 

agreements should be made on the 

front end as to what the expected 

deliverables are for non-audit projects.  

Defi ning specifi c deliverables allow both 

internal audit and senior management 

to determine scope, expectations, 

and required resources to complete 

engagements properly. Typically, 

non-audit projects allow the internal 

auditors to show they have the ability 

to “think outside of the box”.  Such an 

opportunity should not be taken lightly.  

In order to obtain proper management 

attention, non-audit projects should 

focus on return on investment (ROI), cost 

containment, or revenue enhancement.  

Without one of these areas of focus 

it would be diffi cult to determine the 

actual value of the non-audit project.  

Attendees of the session mentioned 

that non-audit experiences ranged 

from no report being issued to multiple 

reports being issued before and after 

go-live.  

Additional discussion on the 

reporting of projects dealt with an 

ever-expanding scope creep and how 

such a situation is handled. Responses 

included that scope should be 
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addressed prior to conversion, and items 

outside the scope of specifi c projects 

should remain outside to properly deliver 

upon expectations.

Involvement In Long Term IT Plans

 How IT audit personnel are made 

aware of long term IT plans was 

covered.  Internal audit personnel can 

learn the goals of IT by obtaining plans 

and working with senior management.  

A comparison between the long term 

technology plan and the long term 

audit technology plan should occur on a 

frequent basis.  Hopefully, neither plan 

will change frequently, but in order to 

provide proper audit coverage both plans 

should be synchronized.  In order to gain 

an understanding of the technology 

plan, some technology auditors actively 

participate on IT committees, while 

others are made aware in other ways, 

such as mass distribution information 

kits or in regular meetings with IT senior 

and middle management. As with 

most successful working relationships, 

the ability to remain open with senior 

management will have an effect on the 

success of the technical audit function.

Best Practices

 Current best practices should begin 

with a technology risk assessment.  

Technology risk assessments provide a 

road map on which to base a technology 

audit plan. Resources can then be 

assigned to various technology audits 

based upon the outcome of the risk 

assessment.  A detailed audit plan 

can then be completed after resources 

are assigned and determined.  There are 

various guidance mechanisms available 

regarding best practices for technical 

auditors, such as COBiT, COSO, and ISO.  

Those documents are readily available 

and some provide detailed audit steps 

on how to conduct general technical 

control reviews.  

Backup And Recovery

The fi nal discussion dealt with 

backup and recovery procedures.  The 

new HIPAA rules require that disaster 

recovery procedures be in place.  A quick 

survey of participants revealed that 

only two of 27 participants had tested 

current disaster recovery procedures to 

assure a reasonable level of recovery in 

the event of a disaster.  

Disaster recovery begins with a 

business impact assessment (BIA).  The 

BIA is performed in order to prioritize 

what business processes need to 

be restored and in what priority.  The 

disaster recovery plan is built based 

upon the outcome of the BIA.  It’s 

diffi cult, if not impossible, to create an 

effective disaster recovery plan without 

an effective BIA.  Disaster plans need 

to be reviewed and tested on an annual 

basis at minimum.  

Summary

The current IT environment allows for 

growing the technical audit profession 

and increasing awareness of technology 

risks.  As time progresses, the profession 

will mature and the answers to the 

questions raised during this discussion 

will become common knowledge. For 

now, the future is still open to determine 

in which direction the profession will go.  

The healthcare industry has mandated, 

through HIPAA, that IT be controlled 

and audited on an ongoing basis. This 

provides an unprecedented amount of 

opportunity for development in the fi eld.  

The Roundtable in Orlando provided an 

environment in which technical auditors 

and those interested in the fi eld could 

share ideas about what the new laws 

will require.   !
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be in place in the fi nal production 

environment, and if so are they 

appropriate?

The change control process is more 

important to larger rather than smaller 

system conversions due to the larger 

number of changes that will occur in 

a larger system conversion. By nature, 

the more changes that are made to a 

system, the more likely errors are going 

to occur.

Summary

In summary, Internal Audit is 

able to provide a great benefi t to 

management when participating on 

system conversions.  The areas listed 

above provide a high-level benchmark 

as to how the system conversion is 

progressing or how the conversion will 

work after implementation. By asking 

the right questions, internal audit can 

lead in preventing or correcting potential 

conversion problems.  !
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