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FEATURE

 One Friday, Jason Dewey, a defense 

contract auditor, pulled into the 

parking lot of Rolland Systems, a large 

manufacturer of aircraft and defense 

systems.  As Dewey approached the 

building, he noticed Karen Rogers, 

Rolland’s medical claims payment 

manager, enter a limousine with a dozen 

other employees.  Upon entering the 

building, Dewey encountered the front 

desk security guard who, noting Dewey’s 

surprised expression, explained, “Must 

be the last Friday of the month!  Ms. 

Rogers has been taking her entire 

staff to lunch in that limousine on her 

own tab on the last Friday of the Month 

since they achieved that department 

effi ciency award in October.”  

 Troubled by the guard’s statement, 

Dewey refl ected on the health care 

plans offered at Rolland, including 

the claims payment department that 

Ms. Rogers managed.  Dewey decided 

to dig deeper into the situation. He 

remembered noting in his earlier review 

of Rolland’s compensation records that 

Roger’s annual salary was $40,000.  

He wondered how Rogers could afford 

the monthly department limousine and 

luncheon outing on such a salary. Upon 

asking around, Dewey learned that 

Rogers’s “story” or justifi cation for the 

outings was that she had recently come 

into a large inheritance and felt that she 

should share the proceeds.  He further 

leaned that Rogers lived in a very posh 
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home, drove a different expensive 

vehicle to work nearly every day, and 

wore designer clothes and jewelry.  

Further, Rogers had become notorious 

for almost a double personality, being 

very pleasant sometimes and irritable 

other times.  

During the course of the next 

several weeks, Dewey discovered that 

Roger’s had set up 22 dummy doctors 

that were submitting medical claims 

bills for employees who had not made 

many claims throughout the year.  She 

had developed phony claims forms 

and submitted them to the processing 

department, which were then forwarded 

to Roger’s department where she 

made arrangements to pay the dummy 

doctors. Upon totaling the payments, 

Dewey and Rolland’s management 

were stunned to fi nd that Roger’s had 

embezzled $12 million!

Though the names have been 

changed, the foregoing is based on a 

case that actually happened.1  It forms 

a part of an increasing trend that is 

estimated to consume on average six 

percent of an organization’s revenues, 

cost organizations and average of 

$9 per day per employee, and total 

about $600 billion in the US economy, 

a tidal wave of fraud and abuse that 

is plaguing corporations and other 

organizations in the United States and 

the world.2  The Rolland Systems fraud 

is a variation of what is called a fi ctitious 
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vendor scheme with the resultant 

red fl ags that go with it in terms of 

the perpetrator’s greed, pattern of 

increasingly large embezzlements, 

and personality and lifestyle changes 

and symptoms. Unfortunately, none of 

Rogers’ associates ever questioned 

her inheritance story nor followed up 

on the numerous red fl ags indicating 

potential fraud.  Not only was the fraud 

not prevented, it was allowed to go on 

and grow at an increasing rate.  Further, 

Rolland’s management believed that 

controls at Rolland were adequate and 

that the frequent visits by independent, 

government, and other auditors, as 

well as the presence of corporate 

internal auditors, made fraud unlikely. 

That false sense of security only made 

Roger’s fraud that much easier to 

perpetrate and perpetuate:  How could 

an employee embezzle company funds 

with all these auditors running around?  

Although preventing all occupational 

fraud and abuse is impossible, a 

comprehensive, proactive fraud 

prevention plan that replaces a false 

sense of security is key to stemming the 

tide of fraud and abuse that is plaguing 

American businesses (and business 

around the world).  The purpose of this 

article is to detail the components 

involved in such a plan.  The next section 

lays some groundwork by discussing the 

fraud triangle, which is used to describe 

the fundamental antecedents of fraud.  



Journal of the Association of Healthcare Internal Auditors, Inc.

NEW PERSPECTIVES!!"#$%&'!())*28

Journal of the Association of Healthcare Internal Auditors, Inc.

NEW PERSPECTIVES!!"#$%&'!())* 29

Figure 1:  FRAUD TRIANGLE

Pressure

Opportunity Rationalization

individual was rarely willing to discuss 

the problem with those who might be 

able to provide assistance. The second 

factor was opportunity.  That is, for an 

embezzlement to occur, the individual 

must have the opportunity to embezzle; 

that is, they must have access to cash 

or some other kind of asset.  Third, the 

person must be able to rationalize the 

act of embezzlement so as to make the 

act consistent with their individual code 

of ethics, thereby suppressing the guilt 

associated with the embezzlement. 

Those three factors, pressure, 

opportunity, and rationalization, 

form what is referred to as the fraud 

triangle.3  

The fraud triangle requires that all 

three factors be present: remove one 

of the three and the triangle collapses.  

Hence, to maximize the likelihood of 

preventing fraud, a comprehensive 

prevention system must focus on 

eliminating each of the three factors 

in the fraud triangle. In addition, such 

a system will include some additional 

detection and investigation activities, 

realizing that eliminating the factors 

does not guarantee comprehensive 

fraud prevention.  Such activities are 

designed to detect any fraud that 

An understanding of those fundamentals 

is important as they will determine the 

development of a prevention and 

detection system.  With that foundation, 

the elements of a comprehensive fraud 

system are then described, followed by 

some concluding comments.

The Fraud Triangle

One of the pioneers of fraud 

prevention and detection is the late 

Donald Cressey, a social psychologist 

who became interested in the 

psychology of fraud in the 1940s.  

Cressey set about to determine 

the root causes of embezzlement 

by interviewing convicted felons 

incarcerated for embezzling. After 

several hundred interviews, Cressey 

determined the following common 

denominators.  The fi rst factor was an 

individual’s fi nancial pressure of some 

kind.  He referred to this component as 

a “non-sharable problem”, non-sharable 

in that it was an embarrassment to 

the individual, such as a gambling 

problem or an embarrassing fi nancial 

obligation of some kind. Because of 

the embarrassment associated with 

revealing the problem to others, the 

occurs early on before it escalates in 

both dollars and scope.  Many positive, 

proactive steps can be taken to address 

each aspect of the triangle, several of 

which will be discussed below.

Opportunity

Eliminating opportunity is obviously 

key to preventing fraud. The following 

six ideas are essential to addressing the 

opportunity issue any prevention plan 

and should be thoroughly assessed and 

implemented.4   

Implement and monitor strong 

internal controls.  Internal control is 

probably the most widely recognized 

way to minimize opportunities to 

commit fraud.  The American Institute 

of Certifi ed Public Accountants, the 

Institute of Internal Auditors, and many 

other organizations have recognized the 

importance of strong internal control 

for decades. However, management 

teams sometimes sweep the ideas 

of internal control under the rug, as 

it were, because they don’t consider 

internal control to be a core strategy 

for their organization.  Recent sweeping 

changes in the accounting environment, 

like the Sarbanes-Oxley Act of 2002, 

will now require management teams 

not only to consider control, but also 

to have internal control evaluated 

by independent auditors, thereby 

requiring management teams to focus 

some of their efforts on maintaining 

adequate controls.  Internal control, as 

stated in the Committee of Sponsoring 

Organizations report, consists of 

the following:  Control environment 

(organizational tone about internal 

control); Risk assessment (identifi cation 

and management of organizational 

threats); Control activities (the policies 

and procedures that safeguard 

assets and records); Information and 

communication (tactics that identify, 

capture, and communicate relevant 

information); Monitoring (process that 

assess internal control quality over 

time). While controls are only as good 

as their usage, implementing strong 
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internal controls is a fi rst line of defense 

in minimizing opportunities to commit 

fraud.  

Minimize Collusion.  Although most 

frauds are committed by an individual, 

about 30 percent involve some kind of 

collusion. The increasing complexity 

of accounting and business in general 

will probably require more collusion 

to perpetrate fraud in the future.  

Collusion often involves one employee 

and someone outside the organization 

such as a contractor or a vendor.  

When employees are given long-term 

responsibility for large contracts or 

accounts without any accountability, the 

possibility of colluding with outsiders 

becomes a greater possibility.  Requiring 

rotation among those responsible for 

signifi cant contracts or accounts can 

minimize collusion. Further, periodic 

communications with the vendor that 

explain company policies regarding 

gifts, gratuities, and other perquisites 

(this is a fi ne word, though I think “perk” 

might be more appropriate) can help 

vendors and contractors understand 

the company’s expectations regarding 

vendor-representative interactions.  

Those same communications should 

also be made to all employees and 

reviewed on a regular basis.

Pressure

As stated earlier, an individual is 

less likely to engage in fraud, even if 

there is opportunity, unless there is 

some kind of pressure.  That pressure 

can arise from a number of sources.  

At its most sinister level it stems from 

a person’s innate greed: the strong 

desire to “have it all.”  Pressure can also 

arise from living beyond one’s means, 

by incurring high personal debt, or by 

suffering personal fi nancial losses or 

unexpected fi nancial needs.  Sometimes 

the pressure arises from vices such as 

gambling or drug addiction.  There are 

cases where individuals perpetrated a 

fraud as a revenge tactic against what 

they considered an unfair employer.  

Whatever the case, the person perceives 

a signifi cant pressure. Unfortunately, 

few fraud perpetrators inform others, 

including individuals or organizations 

that could assist them, about fi nancial 

problems or other pressures that they 

may be under. As noted above, the 

reason such individual will not share 

such problems is that the disclosure 

presents a perceived embarrassment 

to the individual.  Whatever the case, 

organizations can do a lot to minimize 

employees’ pressures. Consider the 

following points.

Hiring Employees.  While it is diffi cult 

for a company to discern a perspective 

employee’s sense of fi nancial and other 

pressures, requiring consent for a credit 

check, at least for those employees 

whose job responsibilities will include 

access to assets and/or accounting 

systems, can be a helpful gauge.  Credit 

reports reveal whether an individual is 

currently under fi nancial pressure, as 

well as their propensity to fall prey to 

fi nancial pressure.  Individuals who do 

not wish to reveal their credit history 

need not consent, nor therefore apply 

for the open position.  

Employee Assistance Programs.   

For employees that become 

inadvertently, or through bad judgment, 

engulfed in financial problems, 

company sponsored employee 

assistance programs can help alleviate 

an individual’s sense of financial 

pressures. Employee assistance 

programs can address such problems 

through providing loans and money 

management programs.  Such programs 

can also address other problems, 

including substance abuse, gambling, 

health, family, and other personal 

problems. Employee assistance 

programs offer ways for individuals 

with signifi cant pressures to share, and 

receive help, in a confi dential setting, 

avoiding potential embarrassment with 

family and friends. Such programs 

not only help address the problems, 

but also promote good will among 

employees who receive the benefi ts of 

such programs.  That goodwill leads to 

deeper employee loyalty, a side benefi t 

that may further offset the propensity to 

engage in fraudulent behavior.

Positive Work Environment.  A 

positive work environment, one which 

fosters open communication, rewards 

performance, and offers opportunity 

for growth and development can 

alleviate much of the negative 

pressure associated with work that 

many employees experience—negative 

pressure that might induce them if it were 

severe enough to commit fraud against 

their employee as revenge for perceived 

unfairness.  Two critical aspects exist in 

a positive work environment.  First, an 

open-door policy.  When administered 

properly, open door policies foster 

communication and cooperation among 

managers, employees, and peers.  

Such communication lines provide 

systems through which individuals can 

communicate workplace frustrations 

without fear of recrimination.  Further, 

increased contact between managers 

and employees enables both parties 

to be more aware of potential pressure 

situations.  Second, positive personnel 

and operating procedures can 

circumvent some employee frustrations 

that, if left unchecked, may lead to 

an adversarial attitude that could 

lead to fraud for revenge. Company 

benefi ts, such as employee assistance 

programs, as well as other perquisites  

can generate goodwill and loyalty, and 

minimize personnel problems.  Further, 

incentive systems which reward desired 

outcomes like quality work can also 

foster a positive work environment and 

minimize employee frustration.  

Rationalization

Studies show that about 40 percent 

of Americans are honest virtually all the 

time, while 30 percent are situationally 

honest (honest the majority of the 

time), and 30 percent are frequently 

dishonest.5  Dishonesty is a precursor 

of fraud.  For an individual to commit 

fraud they must be able to rationalize 

their fraudulent actions to suppress the 
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guilt that accompanies nefarious deeds.  

Dishonesty and rationalization go hand 

in hand.  Despite preconceptions to the 

contrary, companies can do a great 

deal to create a tradition and culture of 

honesty that will minimize tendencies 

toward rationalization.

Hiring Honest People.  Companies 

should implement hiring practices that 

screen perspective employees such 

that only those that appear to possess 

the highest levels of honesty are hired, 

in keeping with current privacy laws.  

Numerous tools are available 

to assist in evaluating a 

person’s integrity, including 

paper and pencil honesty 

tests. One company that 

contracts to administer and 

score about 500,000 such 

tests annually claims that the 

tests are 80-90% accurate6  

These tests are fairly 

inexpensive and provide one 

barometer of an individual’s 

honesty.  Other tools include 

the use of trained screeners 

who conduct thorough 

employment interviews and 

perform comprehensive 

reference checks. The 

use of background 

checks, if properly and 

thoroughly administered, 

can reveal a great deal of 

previously undisclosed problems, false 

information, criminal records, and other 

information that can help screen out 

dishonest individuals, thus reducing the 

likelihood of fraud.

Code of Conduct.  Probably one 

of the most important ways to reduce 

tendencies to rationalize dishonest 

behavior is to properly label both desired 

and undesired employment behaviors, 

and to communicate these labels 

through a clear code of conduct.  Clearly 

defi ned and straightforward codes of 

conduct outline what is appropriate 

behavior and what is not, clarify and 

define expectations, and reinforce 

Dishonesty ... 
a precursor toward fraud
Studies reveal that Americans are:

! 40% virtually honest all the time

! 30% situationally honest

! 30% frequently dishonest

Create a tradition of honesty...

!  Hire honest people
  
! Establish a code of conduct

acceptable conduct.  Good codes of 

conduct provide specific examples 

of inappropriate rationalizations and 

reinforce personal responsibility for 

desired outcomes; they do not “tap-

dance” around terms such as fraud, 

theft, steal, deception, dishonesty, etc.  

Further, codes of conduct are most 

effective when employees are required 

to study and indicate an allegiance to 

the code by signing a personal copy 

of the code both at the point of hiring 

and also periodically afterward. By 

requiring employees to acknowledge 

understanding of the code, they are 

more easily convinced that fraud is not 

acceptable and that the organization 

will not tolerate dishonesty. Finally 

such codes should spell out in clear 

terms the certainty and nature of the 

consequences that will accompany 

inappropriate behaviors. Properly 

administered codes of conduct go a 

long way toward preventing fraud.

Detection And Investigation

Although the ideas listed above, 

if properly implemented, will prevent 

a great deal of fraud, they are not 

foolproof. Accordingly, two other aspects 

of a comprehensive fraud prevention 

plan come into play: detection and 

investigation systems. Detection is 

covered fi rst by explaining the roles of 

training and monitoring, hotlines, and 

other types of monitoring.   

Training and Monitoring.  About 60 

percent of frauds are detected through 

employee tips and complaints because 

employees are often in the best position 

to detect fraud perpetrated by other 

employees.  By training employees about 

the motivations, methods, symptoms, 

and consequences of fraud, a company 

can mobilize the entire 

work force as a component 

of the fraud detection 

system. Many fraudsters 

exhibit consistent patterns 

of behavior once engaged: 

they spend what they 

embezzle to conspicuously 

upgrade their lifestyle and 

show-off the spoils of their 

illegitimate source of funds.  

Training employees on the 

symptoms of fraud (like 

abrupt large improvements 

in an individual’s lifestyle) 

facilitates two important 

results. First, the training 

becomes a deterrent as 

employees who are tempted 

to embezzle realize that other 

employees they associate 

with are watching out for 

fraud. Second, for brazen 

individuals who attempt embezzlement 

anyway, such monitoring can detect 

fraud early and trigger investigation.  

Hotlines.  Although training can 

provide employees with the means to 

understand and monitor for symptoms 

of fraud, experience indicates that 

unless they have a way to anonymously 

report what they know, they are far less 

likely to do so.  In a signifi cant portion 

of cases where fraud has been allowed 

to go on for some time, employees who 

suspected something was amiss did 

not report their concerns out of fear of 

recrimination by the fraudster or other 
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consequences. Providing a fraud hotline 

whereby individuals with information 

can anonymously provide information 

will help facilitate employee reporting. 

Other Monitoring.   A comprehensive 

fraud prevention system should also 

include other monitoring processes, 

including data mining, digital analysis, 

and fi nancial statement analysis.  

Explaining these techniques and 

others is beyond the scope of this 

article.  However, resources that cover 

the details of these tools are readily 

available and should be consulted in the 

development of a comprehensive fraud 

prevention system.7  

Investigation. As a final note 

to this section, investigation issues 

should not only be covered in a 

comprehensive fraud prevention 

system, but also fully implemented in 

the work place.  Management teams 

should establish policies with respect 

to when investigations are undertaken.  

Those policies guide the nature, timing, 

and extent of the investigation as 

well as who manages or oversees the 

process.  The policy should also cover 

to whom the results are reported.  

Finally, management teams may wish to 

publicize the results of the investigation 

in-house, after sanitizing it concurrent 

with privacy laws.  Publication in-

house may have a deterrent effect 

upon individuals contemplat ing 

embezzlement.  

Tone At The Top

The corporate “tone at the top” 

is arguably the single most important 

element in ensuring success in a 

comprehensive program.  Only when 

an executive team buys into the idea of 

comprehensive fraud prevention plan, 

and then leads the way with developing 

its parts, will such a system have a 

chance to succeed.  Further, there must 

be no duplicity in the team’s conduct 

relative to their implementation of the 

system.  That is, they must properly 

model the acceptable behavior that is 

described in a code of conduct.  If they 

compromise on this, the organization 

runs the risk that employees will 

interpret management’s inconsistent 

behavior as license to set aside the 

code and its particulars, increasing 

signifi cantly the likelihood of fraud.  

Conclusion

White-collar crime has increased 

substantially in recent years and 

indications are that the trends will 

continue. No organization is immune to 

its effects, and only by understanding 

why fraud occurs in the fi rst place (the 

fraud triangle) and then developing a 

comprehensive fraud prevention system 

will an organization minimize what may 

otherwise turn into catastrophic losses.  

The organizat ion’s management 

team must start with itself and lead 

by example.  Policies must be clearly 

articulated to all employees and be 

regularly reviewed to ensure proper and 

effective implementation.  By developing 

such a system, the organization has 

a chance of stemming the tide of 

occupational fraud and abuse.  "
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