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Spreadsheet Risk: How to Manage the Risk 
of the Invisible Tsunami 
by Wayne Purves, CIA, CISA, CFE, CRMA; and Aaron Jensen, CHC

Throughout history, tsunamis have 
devastated coastal towns and cities. 

The downstream impact on the lives and 
economy of the affected countries can 
be devastating. Spreadsheet errors and 
fraud might be compared to tsunamis 
in that their impact can be unexpected, 
significant and damaging. Although 
such an occurrence might be a low-
probability/high-impact scenario, this 
article shares with you MultiCare Health 
System’s preparation efforts. 

History of spreadsheets

Spreadsheet applications have significantly 
grown over the past decade. Today, there 
are over 50 open source and proprietary 
spreadsheet software products in the US 
market with capacity, complexity and 
functionality becoming more advanced 
with each new version.

In general, spreadsheets are the tool 
of choice because of the low-cost 
effectiveness, growing efficiency and 
flexibility, and limitless application. 
In healthcare, spreadsheets are used 
to compile and report financial data, 
track quality measures, calculate 
compensation, record inventories, 
develop pricing models, manage 
budgets and a flood of other business 
applications.

However, some personnel responsible 
for managing spreadsheets have little to 
no experience in navigating spreadsheet 
design waters. In fact, many are left adrift 

in complex spreadsheets they inherited 
with no documentation regarding 
source data, outline of the analytical 
methodology employed or checks and 
balances for accuracy. 

Over time, spreadsheets have evolved to 
be the source for journal entries for such 
critical inputs as contractual allowances, 
bad debts, investment allocations, quality 
metrics and incentive compensation. 
Without appropriate controls, these 
entries can cause damaging errors in 
financial statement presentation and in 
decision-making for an organization.

Errors and fraud opportunity

In June 2011, ClusterSeven, an 
international provider of strategic 
spreadsheet and data management 
software, reported survey results 
showing that “66 percent of spreadsheet 
users carry out business critical 
transactions through poorly managed 

spreadsheets and 72 percent admitted 
that no internal department checks their 
spreadsheets for accuracy.” Based on 
data such as this, you can easily see that 
there is ample opportunity for errors to 
occur. Errors, small and large, that may 
stay submerged and go unnoticed for 
quite some time.

The typical characteristics of spreadsheet 
fraud include falsification of inputs, 
manipulation of formulas to alter output 
and concealment of key information. 
Here are some common types of fraud 
associated with spreadsheets:

1. Presentation fraud – Format and 
functionality used to display and 
print different numbers than those 
calculated

2. Data fraud – Data for an otherwise 
correct spreadsheet are replaced by 
false values

3. Incremental fraud – Gradual 
manipulation of a spreadsheet to 
show falsified material adjustments 

4. Burial fraud – Fraudulent changes are 
made to key transactions which are 
buried among thousands of other 
legitimate transactions

5. Function fraud – Fraudulent 
manipulation of macros, Visual Basic 
code or other Excel functions

Although spreadsheets are frequently 
used as a tool to commit fraud, the issues 
we have seen when auditing spreadsheets 
are related to manual errors and lack of 
quality controls. 

MultiCare’s story

Our spreadsheet audit program began 
in March 2010. Earlier in the year, one 
of our significant spreadsheets was 
found to contain a manual error that 
caused a sizeable overpayment to a 

Executive Summary

Today, spreadsheets are ubiquitous and have a great impact on all healthcare 
organizations. The risks associated with ineffective management of the significant 
spreadsheets in your organization can have a devastating effect. Spreadsheet errors 
and fraud can ruin your organization’s reputation and break the bottom line. 
However, with the appropriate tools, training and monitoring, you can effectively 
manage the invisible tsunami of spreadsheet risk.

There are over 
50 open source 

and proprietary 
spreadsheet 
software products in 
the US market.
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group of employed physicians. When this 
mistake was discovered, we concluded 
it was time to install a breakwater 
by implementing better controls and 
monitoring high risk spreadsheets, 
databases and reporting tools. 

During the ensuing year, we established 
the basis and framework to help our 
organization “get to higher ground” and 
manage the unpredictable tsunami of 
spreadsheet risk. 

Here are the steps we took to establish the 
framework:

1. Create a risk metric.

2. Perform a universal inventory of 
significant spreadsheets.

3. Apply a risk metric to the spreadsheet 
inventory to create an objective risk 
assessment.

4. Collaborate with stakeholders to 
establish an End User Computing (EUC) 
policy.

5. Leverage analytical tools to help users 
perform spreadsheet audits.

6. Develop a spreadsheet audit program to 
help monitor compliance to the EUC 
policy.

Gain higher ground

The best starting point is with the risk metric. 
The metric will help later in performing the 
spreadsheet inventory and developing an 
EUC policy. The risk metric at MultiCare 
primarily measures the inherent risk of 
a spreadsheet, so the risk rating remains 
relatively constant both before and after an 
audit and subsequent remediation. 

For example, an audit of a spreadsheet 
might include findings of x, y and z, but 
the changes to the spreadsheet made 
by management based on the auditor’s 
recommendation would not generally 
change the level of materiality the 
spreadsheet has to the financial statements, 
or change whether the spreadsheet is 
reported externally. We suggest using 
between five and seven attributes that 
can be easily measured and applied to the 
significant spreadsheets. 

Examples of risk metrics include: 

1. Materiality and impact 

2. Complexity 

3. Input and output controls 

4. Version control 

5. Change controls 

6. Management assessment
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Each attribute is scored using a rating 
scale based on risk criteria and the 
associated assigned rating of High, 
Medium or Low, which is reflected in 
our inventory as red, yellow or green. An 
example of the risk metric tool is shown 
in Exhibit 1.

The risk metric tool is updated 
annually. Specific risks assessed 
annually include:

• When key personnel change—either 
the staff who “own” the spreadsheet 
or the manager who reviews and 
reports on the output 

• When data sources are changed or 
updated

• When other pressures may impact 
a calculation or report, such as 
management override of controls, 
pressure to achieve specific results 
and specific staff performance goals

Developing an inventory of the organiza-
tion’s significant spreadsheets is critical 
to this process. ”Significant” is defined as 
any spreadsheet where any one or more 
of the following is true:

• The output resulted in a journal entry 
to the financial statements.

• Management decisions were based 
on the spreadsheet presentation.

• Incentive compensation was affected.

• Performance presentation was 
affected.

We identified all relevant internal 
stakeholders and responsible parties 
known to own or manage key 
spreadsheets. The selected individuals 
represented our Finance, Revenue Cycle, 
Strategy, Quality, Human Resources 

and Information Systems departments. 
Additionally several other operating 
departments were surveyed because 
their key statistics were derived from 
spreadsheets and these statistics affected 
per-unit analysis.  

The survey instrument was a spreadsheet 
tool respondents could easily understand 
and complete. One important element 
in the survey was to clearly define and/
or quantify attributes such as financially 
material, impact to organization, 
frequency and complexity.

The inventory has evolved to now 
include significant databases and 
reporting tools. These will be tested 
and monitored as part of our 2012 
audit plan. We have discussed with 
other organizations the efficiency 
and effectiveness of performing the 
spreadsheet inventory using two 
other methods: 1) tracing significant 
spreadsheets using the general 
ledger, and 2) manually reviewing the 
spreadsheets within key department 
shared folders or share point sites. 

The risk assessment process is not static 
and can be improved and refined each 
year. Previously, we applied the risk 
metric to the inventory of spreadsheets 
in order to create an objective risk 
assessment. However, we found an 
additional step is required to arrive at a 
more accurate snapshot of the significant 
spreadsheets. 

The added step requires key stakeholders 
and internal audit management to 
perform a final reasonableness review 
and to determine whether application 
of the rankings is consistent. This added 
step is useful because, despite the 
survey definitions, some spreadsheet 

owners and survey respondents may 
overemphasize the significance of the 
spreadsheets. Once the risk assessment is 
completed, each spreadsheet or database 
should have a risk score and basic 
ranking (refer to Exhibit 1). 

The development of the EUC policy had 
the longest lead time in establishing the 
groundwork for this program. After 
12 months of delegation, deliberation 
and collaboration, the policy committee 
gave final approval on this essential 
document. The EUC policy outlines the 
key definitions, control requirements 
and responsible parties for all significant 
spreadsheets and databases. 

At MultiCare, the Corporate Controller 
is the policy owner. The policy was 
distributed to all spreadsheet owners 
and their managers as part of the 
communication and education process. 
The EUC policy has been posted to the 
AHIA Library for reference.1 Our audit 
work program is based on this policy. 
The audit objective is to ensure that 
spreadsheet owners are adhering to the 
requirements as outlined in the policy. 

The policy states that control require-
ments for a given spreadsheet are 
established based on the risk level 
of the spreadsheet. For example, 
change control and archiving control 
requirements apply only to High risk 
spreadsheets, but version and access 
controls requirements apply to all 
spreadsheets, regardless of the risk 
level assigned. The policy sections, and 
therefore our audit plan, consist of the 
the items outlined in Exhibit 2.

1 www.ahia.org/index.php/professional-guidance/
library/audit-library/866_EndUserComputing 
PolicyFinancialandQualityDesktopToolControls

Exhibit 2 – Control testing – risk-based audit steps

Spreadsheet Risk Level Responsibility

Control Requirements High Medium Low IT EUC Owner 

1. Change Control – Approval process for changes to formulas X    X

2. Version Control – Naming conventions for files and folders X X X  X

3. Access Control – Directory system to restrict folder access X X X X X

4. Input/Output Control – Reconciliations for inputs/outputs X    X

5. Data Security – Protection of formulas/macros X X   X

6. Documentation – Documentation in order to update, maintain, etc. X X   X

7. Back-ups – File storage on servers rather than local hard drive X X X X  

8. Archiving – Annual coordination of archiving files with IT X    X

9. Logic Inspection – Routine logic inspection using audit analytics X X   X

10. Segregation of Duties – Evaluation of roles and responsibilities X    X
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We researched spreadsheet audit tools 
extensively and found the audit tools 
built into Excel are basic and functional. 
They can:

• Track changes 

• Track dependents 

• Track precedents 

• Show formulas 

• Evaluate formulas 

• Trace errors, and more

Excel tools are, however, manual, and 
are therefore not efficient. We felt an 
automated solution was needed. 

A spreadsheet audit tool was selected 
that automatically runs spreadsheets 
through a series of tests. The annual 
license fee is very reasonable (less than 
$600 per year per licensee). The audit 
tool’s output highlights “errors.” This 
helps auditors to focus on the output 
rather than the process. 

One of the key aspects of the tool is the 
visual representation of the worksheet 
relationships. This, more than any 
other tool, has helped management and 
staff to understand how complex the 
historical spreadsheets had become. 
See Exhibits 3 and 4 for examples of 
the bad and the good. What should be 
a fairly linear relationship (source data 
to filtered data to analysis to report) 
had become a mess of data pulls and 
reference without logic or design.  

The spreadsheet audit program was 
designed to monitor compliance to the 
EUC policy. In our quarterly audit plan, 
we assign one spreadsheet audit based on 
risk score. We created a standard template 
for spreadsheet audits that is used for the 
audit and the reporting processes. 

Based on the interviews conducted as part 
of the inventory, we educated management 
and staff to the inherent risks. As a result, 
our audit reports are being well received. 
In addition to the audits, management has 

often asked internal audit to consult on 
various spreadsheets to help reduce the 
complexity. 

Internal audit is now working on 
developing spreadsheet design training, 
a skill set that is needed, but is not easily 
found. Designing a spreadsheet before 
building it allows staff to address internal 
requirements and meet the criteria 
established in the EUC policy. 

Our timeline for implementing an 
organization-wide spreadsheet audit 
program is outlined in Exhibit 5.

Conclusion

Most organizations are heavily dependent 
on spreadsheet use and output. 
Spreadsheets have become increasingly 
complex, and organizations rely on 
the output for financial reporting and 
organizational decision making. In some 
cases, spreadsheets are used to report 
quality metrics resulting in payments 

Exhibit 4 – Visual representation of worksheet relationships – linearExhibit 3 – Visual representation of worksheet relationships – non linear
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from federal agencies. Errors in reporting 
could lead to false claims. Managing 
risks of spreadsheet errors is becoming 
increasingly important. 

In contrast to the oceanic tsunami, we can 
defend against unexpected occurrences.

By making the problem more visible 
within the organization, we were able to 

get the needed buy-in to mitigate this risk 
and to improve the organization’s control 
environment. Internal audit has added 
value to the organization through the 
identification and mitigation of spreadsheet 
risks. Management has become invested 
in addressing the risks, and in some cases, 
has completely re-designed spreadsheets to 
address identified findings. 

Internal controls have been improved 
and the accuracy and integrity of our 
financial statements have been validated. 
Our efficiency in completing spreadsheet 
audits has also improved. Is your 
organization adequately prepared to 
reach higher ground from the invisible 
tsunami of spreadsheet risk? NP

Exhibit 5 – Program implementation timeline

Program Step Timeline 
Organization  
Involvement 

Frequency Comments 

Risk Metric 1 - 2 weeks Selective Once Revision based on policy 

Inventory 2 - 3 months Full Annual  

Risk Assessment 2 - 3 weeks Limited to IA Annual  

Policy 9 - 12 months Full Once Biannual revision 

Analytics 3 - 6 months Limited to IA Once  

Audits 1 month Selective Ongoing Average spreadsheet audit
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