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Spreadsheet Data Integrity

Feat u re

Tips for ensuring spreadsheets are error-free

Spreadsheet risks have been present since Dan 
Bricklin launched VisiCalc in the late 1970s. Despite 

advancements in automation, reliance on spreadsheets 

for critical business processes is still prevalent within many 

industries today. The highly complex healthcare industry  

is no exception.     

Spreadsheets provide flexibility and allow users to analyze 

and visualize data in an efficient manner. However, significant 

risks exist in using spreadsheets. The manual nature of 

data entry, custom design and processing routines typically 

associated with spreadsheets can lead to a variety of 

undesirable results. A couple of highly publicized examples 

help illustrate this point.  

A letter from a well known mutual fund company was 

sent to shareholders promising a $4.32/share year-end 

distribution. A subsequent letter from the company’s 

President explained that during the estimation process 

the net realized gain or loss from the fund’s financial 

records was transcribed to a separate spreadsheet, where 

additional calculations were performed. An error occurred 

when the accountant omitted the minus sign on a net 

capital loss of $1.3 billion and incorrectly treated it as a  

By Greg Burris, CIA, CFE



Association of Healthcare Internal Auditors 5

net capital gain. This meant that the dividend estimate in  
the spreadsheet was off by $2.6 billion.  

The London Olympic 2012 organizing committee confirmed 
that an error in its ticketing process led to four swimming 
events being oversold by 10,000 tickets. The Committee 
and Ticketmaster spent the Christmas period contacting 
ticket holders to offer tickets to alternative events. It was 
determined that a committee staff member made a single 
keystroke mistake and entered 20,000 into a spreadsheet 
rather than the correct figure of 10,000 remaining tickets. 
The error was discovered when reconciling the number  
of tickets sold against final seating configurations for  
the venues.

Financial errors and public relations headaches are serious 
enough, but how about patient safety, clinical quality and 
outcomes? The internet abounds with spreadsheets that 
can be downloaded and modified for use in clinical decision 
making. Public websites contain tools for calculating 
medication dosage, pediatric anesthetic levels and even 
disease probabilities. Users input certain values and are 
provided with a recommended course of action. 

These off-the-shelf tools can be immediately deployed 
without reviewing the underlying logic that produces the 
results. Also, the possibility of introducing viruses from 
publicly available templates cannot be overlooked.   

How can we, as internal audit professionals, help our  
clients improve data integrity when using spreadsheets? 
Let’s start with our professional standards. IIA Standard 
2120.A1 requires the evaluation of risk exposures to 
the “reliability and integrity of financial and operational 
information.” In other words, all audits should consider  
risks to data integrity. These risks can include: 

1. Inaccurate operational or financial reporting

2. Management decisions based on erroneous data

3. Loss of credibility and damage to reputation

4. Negative patient experience or patient harm

5. Loss of data and historical records

6. Concealment of irregularities

Root causes and solutions
Overly complex design

Modern spreadsheet applications can be used for highly 
complex analysis and data processing. Excessive, often 
undocumented links between tabs and other files make it 
difficult to understand how the spreadsheet actually works. 
This scenario, where only the author of the tool understands 
these complexities, is often referred to as the black box 
effect. The keys to mitigating this risk are using a simple, 
intuitive design with proper documentation. 

The most effectively designed spreadsheets are created with 
the end user’s perspective in mind. The designer should also 
include a statement of the spreadsheet’s purpose, the data 
source and a description of critical calculations and links to 
other files.  

User errors

The most common type of user error involves a simple 
keying mistake. Keying mistakes include entering the wrong 
value, wrong sequence or wrong data type. Using the copy/
paste function can further compound a single keying mistake 
across an entire row or spreadsheet. 

The best strategy for reducing user input errors is to build 
preventative controls into the spreadsheet. Preventative 
controls include hard stops within the data input cells 
requiring a specific format or logical sequence. Other 
effective strategies involve using drop-down lists or 
checkboxes to limit the user to a predefined selection  
and format.       

Formula errors and other data manipulations

Controlling the user’s input to prevent errors is highly 
desirable. However, this input is still subject to the formulas 
created by the spreadsheet designer. Inconsistent formulas, 
sorting errors and unprotected formula cells can negatively 
impact the accuracy and integrity of the results.

The internet abounds with spreadsheets 
that can be downloaded and modified for 

use in clinical decision making. 

http://www.cio.com/article/2438188/enterprise-software/eight-of-the-worst-spreadsheet-blunders.html
http://www.telegraph.co.uk/sport/olympics/8992490/London-2012-Olympics-lucky-few-to-get-100m-final-tickets-after-synchronised-swimming-was-overbooked-by-10000.html
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The root cause of an inconsistent formula can often be 
traced to a fixed value or “plug” embedded within the 
calculation. For example, a hospital charge master for a 
given year contains a particular category of services/codes 
requiring an additional 15 percent mark-up. The standard 
formula in these particular cells thus contains an additional 
1.15 multiplier beyond the normal markup. If conditions 
in subsequent years require a change in pricing, it could 
easily be overlooked, particularly if the document contains 
hundreds of different charge codes. 

To avoid this oversight, add a separate column to  
the spreadsheet to perform the additional 15 percent 
markup so it is more easily identified and can be adjusted 
as needed.  

Another common issue involves sorting data columns in a 
spreadsheet. When sorting, beware of any blank columns, 
particularly if these columns are hidden from view in the 
spreadsheet. Unless you first select the entire range you 
want to sort, the program may only sort the data to the point 
where it encounters the first empty column. Other columns 
beyond this point will not be included in the sort, resulting in 
misaligned and inaccurate information.

The issue of unprotected formula cells is arguably the 
easiest to address. Most spreadsheet applications contain 
a function to lock particular cells to prevent them from being 
accidently or intentionally manipulated. The key to success 
here is diligence and remembering to lock them down before 
operationalizing the tool.  

Additional considerations

Spreadsheet applications also typically include tools to 
evaluate the integrity of formulas and identify inconsistencies 
and other errors. For example, the “Show Formulas” function 
in Excel is extremely useful for highlighting inconsistent 
calculation routines and situations where a formula has been 
overridden with a fixed value. 

A simple misplaced parenthesis or incorrect expression 
in a multistep formula can also significantly alter the end 
result. The “Evaluate Formulas” function is quite helpful for 
unravelling these highly complex calculations to determine 
whether the formula is working as management intended. 

As internal audit professionals, we also tend to be heavy 
users of spreadsheets. Whether tracking the audit 
department internal KPIs or re-performing client-provided 
calculations, spreadsheets tend to be our tool of choice. 
When designing and using spreadsheets in the course of  
our work, we should exercise the same level of diligence  
and caution as we recommend to our stakeholders. 

Summary
Spreadsheets are easy to use, flexible and efficient. A simple 
user-centric design, preventative controls over user inputs, 
and consistent and properly controlled formulas are the 
keys to ensuring data integrity in spreadsheets. As internal 
auditors, we bring a systematic and disciplined approach 
to our work. This principle provides the basis for a solid 
recommendation to our clients in the proper design and use 
of spreadsheets within their operations.  

The best strategy for reducing user  
input errors is to build preventative 

controls into the spreadsheet. 
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