
I
magine working for a healthcare system and your 
information technology help desk just received 
a frantic call from an Admissions Specialist. The 
specialist attempted to open a patient’s records and 

received a pop-up message stating all patient files have 
been encrypted using a public and private key. The only 
way to unlock the files is to pay a sum of money to receive 
the private key. Further, if payment is not done in a set 
timeframe, the files will be unrecoverable. Your systems have 
just become infected with ransomware.

Imagine the ransomware spread to more than just your 
admissions systems before being detected. For example, 
what if you are not able to accurately distribute patient 
prescriptions or schedule surgeries? How do you respond? 
Is your information technology department able to detect 
and stop the spread of the malware? Are you able to stop 
the propagation of the malware, and can you successfully 
recover from your backups? Do you pay the ransom?

Once considered a consumer problem affecting only 
individuals, ransomware continues to morph and target 
entire networks of computers at hospitals, universities and 
businesses. The FBI has stated that ransomware attacks  
quadrupled from 2015-2016, now averaging 4,000 a day.

Ransomware may now be putting patients’ lives at risk.

Ransomware explained
So, what is ransomware and how does it take over? 
Ransomware is computer malware that installs covertly on 
a victim’s computer, executes an attack such as encrypting 
all local and networked files, and finally the hackers demand 
a ransom payment to restore them. These ransom payments 
are usually required in the form of virtually untraceable 
bitcoin.

The Hollywood Presbyterian Medical Center paid in bitcoin 
to recover its files. The hospital’s network was down 
for at least a week, forcing staff to rely on fax machines 
and telephones to get work done. Electronic medical 
records could not be accessed or updated, reducing 
care coordination and other patient quality activities. 
Additionally, because systems were offline, some patients 
had to be transferred to other hospitals to receive care.
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Hacking is making headlines in 
this country and abroad and we 
may be only seeing the beginning 
in healthcare. In addition to 
understanding how hackers carry out 
their nefarious activities, internal audit 
has an important responsibility to 
ensure their organization undertakes 
mandatory information security 
awareness training for all staff and 
volunteers. Everyone should receive 
regular training in the seven basic 
steps to help protect the organization's 
systems from unauthorized access.
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Allen Stefanek, President and CEO of Hollywood Presby-
terian Medical Center, explained the decision to pay the 
ransom. “The malware locks systems by encrypting files 
and demanding ransom to obtain the decryption key. The 
quickest and most efficient way to restore our systems and 
administrative functions was to pay the ransom and obtain 
the decryption key. In the best interest of restoring normal 
operations, we did this.”

Human error is the root 
cause of 52 percent of all 
security breaches.

In another case, the Methodist Hospital in Henderson, 
Kentucky, was attacked by Locky, a form of ransomware. 
The hospital was forced to place a scrolling red alert on its 
homepage stating that, “Methodist Hospital is currently 
working in an internal state of emergency due to a 
computer virus that has limited our use of electronic web-
based services. We are currently working to resolve this 
issue; until then we will have limited access to web-based 
services and electronic communications.”

Methodist Hospital was able to recover without paying the 
bitcoin ransom, but it took five days to fully recover and 
required that regulators and the community be informed.

Hackers are targeting hospitals and insurance companies 
more frequently. They know that a healthcare organization 
is going to panic far more quickly than most other types of 
businesses, due to critical patient care issues. Hospitals are 
also a good target historically, because of a higher focus on 
HIPAA compliance training to ensure employees meet the 
federal requirements for protecting patient privacy, which 
diverts time and attention away from security awareness 
training.

Hackers are vigilant and consistently change their tactics to be 
successful, and they only need to be successful in bypassing 
your security once. The internal audit function can play a 
critical role in defending the organization from ransomware.

As internal auditors, we must assume that incidents will 
happen and data is at risk of being held for ransom. We 
must be equally vigilant and ensure that proper information 
security controls and awareness training are occurring 
within our organizations.

Inside ransomware mechanics
In its 2016 Data Breach Investigations Report (DBIR), Verizon 
stated that 63 percent of confirmed data breaches involved 
weak, default or stolen passwords. The DBIR also stated that as 
much as 80 percent of all malware attacks come from phishing 
attempts using various social engineering techniques.

Ransomware is typically delivered through a spear phishing 
attack. It starts when users click links and open attachments 
that enable macros in the fraudulent emails. For example, 
you receive an email that appears to be from Amazon and 
it says you can view the order details and invoice in the 
attached file.

SPF is a simple email 
validation system designed 

to detect email spoofing.

These types of emails are common, and may appear to be 
from companies you may be doing business with. This step 
of the attack can be mitigated by implementing detective 
controls on email gateways with sender policy framework 
(SPF) enabled. SPF would block these types of messages 
from getting to the end user.

SPF is a simple email validation system designed to detect 
email spoofing by making email systems capable of 
detecting when an email is not coming from an authorized 
host.

If an end user receives a spear phishing email and clicks on 
a nonexecutable file (e.g., a Word or pdf file), opening the 
document itself would not create the ransomware infection. 
It is when the user is prompted to enable macros and does 
so that the malware downloads and installs itself.
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The macro then sets keys in the Windows Registry to 
start automatically when your computer boots up. Before 
ransomware attacks occur, the macro reaches back to the 
hacker.

Information security training 
should be as common as ethics 
and diversity training.

The ransomware client and server identify each other 
through a carefully arranged “handshake,” and the server 
generates two cryptographic keys. One key is kept on your 
computer; the second key is stored securely on the hacker's 
server. With the keys established, the ransomware starts 
encrypting every file it finds locally and on the network. 
After the files are encrypted, the hacker sends the message 
demanding the ransom.

Internal audit role
As internal auditors, we need to ensure we are asking the 
following questions and make them a part of our auditing 
process:

1. Does your organization have an incident response policy 
that focuses on resiliency, as well as on prevention? Is 
there a framework for responding to all new threats and a 
continuously updated risk assessment of the IT infrastructure 
that may be vulnerable to a ransomware attack?

2. Do you have a dedicated crisis management team?

3. Have you deployed advanced end-point protection that 
can identify new malware variants and detect malicious 
traffic?

4. Do web and email protections block access to malicious 
websites and scan all downloads implemented for all 
users?

5. Has an enterprise endpoint backup product been 
implemented to protect user data on laptops and 
workstations, not just file servers?

6. Has the organization identified network storage 
locations and servers vulnerable to ransomware and 
restricted write permissions on file servers to the extent 
possible?

7. Does your business impact analysis consider the potential 
business impact of data being encrypted due to a ransom-

ware attack? Do recovery point objectives require more 
frequently backing up these computer systems?

8. Has the disaster recovery (DR) plan been tested recently, 
and do you perform scenarios that include recovering 
from ransomware attacks? Are advanced technologies 
part of your DR approach? For example:

 • Continuous data protection

 • Hyperconverged integrated systems

 • Hypervisor-based replication products

 • DR replication that includes change journaling

9. Does your audit department or information security 
routinely perform spear phishing exercises to measure 
staff awareness and determine training needs?

Awareness training
Meeting with your IT department and considering these 
questions should provide a good first step. However, one 
of the most pressing concerns that all organizations need 
to focus on is mandatory information security awareness 
training. A recent study conducted by the IT trade 
association CompTIA found that human error is the root 
cause of 52 percent of all security breaches.

The study suggests that “the main reason that companies 
exhibit a low level of concern over human error is that it is 
a problem without an obvious solution.” The study goes on 
to note that only 54 percent of companies offer some form 
of cybersecurity training, with the most common formats 
being new employee orientation or annual refresher 
courses.

Information security training in the workplace should be as 
common as ethics and diversity training.

Internal audit should ensure the organization is providing 
information security awareness training that includes spear 
phishing and ransomware, and educates users on the 
following steps at a minimum:

1. Utilize strong passwords: Users hear it constantly, but 
many still aren’t listening.

2. Avoid phishing scams: No reputable company or tech 
support department will ask you to provide your 
username, password, social security number or other 
sensitive information in an email. Also, never click on 
links within unsolicited emails.
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Conclusion
You cannot do this on your own, nor should you. 
Accountability for risk management is rightfully the 
responsibility of the executive team, who can establish and 
expand the authority of a governance and oversight body in 
ways that include:

1. Formalizing the IRM program

2. Assigning responsibilities to cross-functional teams for 
identification, classification and remediation of risks to 
information assets

3. Approving and supporting the IRM framework and 
process

4. Establishing the risk appetite of the organization

5. Making informed decisions on risk response

6. Ensuring adequate resources to implement successfully

According to Protiviti’s survey, there are two critical 
factors when establishing and maintaining an effective 
cybersecurity plan: a high level of engagement by the board 
of directors with respect to information security risks, and 
evaluating cybersecurity risk in the current audit plan. The 
internal audit function can take an important leadership role 
in these two areas. Start by carefully auditing your current 
risk analysis to determine if it is indeed of OCR quality. 

The ten Risk Analysis Key Essential Criteria are 
derived from these references:

1  HIPAA Risk Analysis implementation specification 

language at 45 CFR §164.308(a)(1)(ii)(A) and (B) of 

the HIPAA Security Rule (www.hhs.gov/hipaa/for-

professionals/security/)

2  Methodology outlined in the HHS/OCR “Guidance on 

Risk Analysis Requirements under the HIPAA Security 

Rule” (www.hhs.gov/hipaa/for-professionals/security/

guidance/final-guidance-risk-analysis/index.html)

3  Underlying NIST Special Publications for performing a 

risk assessment and, specifically NIST SP 800-30 “Guide 

for Conducting Risk Assessments” (http://nvlpubs.nist.

gov/nistpubs/Legacy/SP/nistspecialpublication800-

30r1.pdf )

4  Documentation found in OCR investigation letters and 

“OCR Resolution Agreements/Corrective Action Plans” 

(www.hhs.gov/hipaa/for-professionals/compliance-

enforcement/agreements/index.html)

5  OCR Audit Protocol, updated April 2016, specific to risk 

analysis and risk management (www.hhs.gov/hipaa/

for-professionals/compliance-enforcement/audit/

protocol/)

3. Protect your workspace: At any given moment, your 
desk may contain notes or documents that contain 
confidential information, or you might have sensitive 
information displayed on your computer monitor.

4. Don’t open attachments: Unless you are absolutely sure 
from whom the email came and what the attachment 
contains, do not open or execute an  attachment.

5. Keep your virus detection device turned on: Antivirus 
scanning is only effective if it is turned on.

6. Do not install unapproved software: Downloading 
software from the Internet is a primary source of viruses, 
spyware and Trojans, and even legitimate software may 
not be compatible with other software on your computer 
and could cause conflicts.

7. When in doubt, call the help desk: It is better to contact 
your internal resources to check it out than to be the 
cause of the attack that takes down the corporate 
network. Finally, if you are suspicious of something 
or something just seems a little off, disconnect from 
networks immediately.

Conclusion
The threat of ransomware continues to expand, and 
attention is on the healthcare industry. The more successful 
these attacks are, the more attacks there will be. You 
can help your organization protect itself by learning 
how hackers get into systems and ensuring that your 
organization has preventative controls in place. 
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