
T
he lines between many people’s physical and 
online lives have blurred to a significant degree 
over the past decade. Millions, if not billions, 
of individuals now spend a significant amount 

of time communicating, socializing, reading, learning, 
sharing, networking and playing through various forms 
of social media. This very significant and growing portion 
of our population is sharing—in potentially very public 
forums—pictures, videos and/or information about 
themselves and others that they traditionally have kept 
much more private.

The importance of patient privacy
In other industries, the consequences of an employee’s 
inappropriate social media post may be limited to 
compromised proprietary information or bad publicity. 
Thanks to the Health Insurance Portability and 
Accountability Act (HIPAA), the consequences for healthcare 
organizations can be even more severe.

Posting of photographs or video, which can be taken with 
a smartphone and uploaded to a social media site in a 
matter of seconds, is a common practice. Even the most 
conscientious employees, who would never consider 
posting textual details of a patient’s treatment to social 
media, may not realize that any photo or video that 
identifies an individual also constitutes Protected Health 
Information (PHI) under HIPAA.1

The posting of PHI online without patient authorization 
will likely constitute a breach of PHI that invokes HIPAA’s 
breach notification requirements. This would subject the 
HIPAA-covered entity (a healthcare provider, health plan or 
healthcare clearinghouse) to an investigation and potential 
civil monetary penalties. A “breach” is “any acquisition, 
access, use or disclosure of PHI in a manner not permitted 
by the HIPAA Privacy Rule that compromises the security or 
privacy of the PHI.”2

1 45 CFR §164.514(b)(2)(i)
2 45 CFR §164.402
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at an increasingly rapid pace. As a result, businesses 
of all types and sizes are struggling to answer a 
growing number of questions concerning their 
employees’ use of social media in the workplace.

The healthcare industry is not immune. Social 
media poses a unique set of issues for healthcare 
organizations to address, in addition to an already 
long list of considerations for businesses generally. 
These issues are not necessarily novel; rather, they 
are simply arising in a new—and significantly more 
public—forum.

Chris Bennington is a partner in Bricker 
& Eckler’s Healthcare group. His practice 
focuses on representing managed 
care organizations and hospitals. He 
provides onsite training to clients, and 
presents at state and national health-
care law forums on a wide assortment 
of regulatory and compliance matters. 
You can reach Chris at CBennington@
bricker.com or (513) 870-6572.

Jim Petrie is a partner and chair of Bricker 
& Eckler’s Employment and Labor group, 
with a practice emphasis in employment-
related disputes and litigation. Jim 
regularly advises healthcare clients 
on a variety of labor and employment 
issues, including issues arising under 
ADA, ADEA, FMLA, FLSA, NLRA and state 
employment laws. You can reach Jim at 
JPetrie@bricker.com or (614) 227-2373.

12  New Perspectives Association of Healthcare Internal Auditors Winter 2014

Feature



A disclosure of PHI is not a breach if it is made in a manner 
permitted by HIPAA. Accordingly, a healthcare organization 
needs to obtain a HIPAA-compliant authorization from 
the patient or the patient’s representative allowing the 
organization to post PHI to social media sites to avoid a 
breach.

Employees may not realize that any 
photo or video that identifies an 
individual also constitutes Protected 
Health Information.

Covered entities faced with a social media PHI disclosure 
must investigate the incident and conduct an analysis to 
determine whether the disclosure constitutes a reportable 
breach.

Under the final omnibus HIPAA rule, issued in January 
2013, an unauthorized disclosure of PHI is now presumed 
to be a breach unless it can be demonstrated that there is 
a low probability that the PHI has been compromised. (45 
CFR §164.402). This is a difficult standard to meet for any 
disclosure via social media, given the four factors that HHS 
requires covered entities to consider when conducting a 
breach analysis. Those factors are:

 • What is the nature and extent of the PHI?

 • Who is the unauthorized person to whom PHI was 
disclosed?

 • Was the PHI actually acquired or viewed, or simply 
exposed to a potential breach?

 • To what extent was the risk to the PHI mitigated?

The nature and extent of PHI disclosed in a social media 
posting could vary, but the other three factors will almost 

always result in a determination that a social media 
disclosure is a breach.

The recipients of PHI posted to social media sites are 
generally individuals who have no legal obligations 
concerning the privacy of the information received.

The third factor requires the covered entity to consider 
whether the PHI was actually viewed or only exposed to a 
potential breach. Given the immediacy of social media, it is 
almost a certainty that a social media post containing PHI 
would actually be viewed. Quite simply, if the social media 
posting has been reported to the covered entity, it is very 
likely that other individuals have seen the posting as well.

The fourth factor asks the covered entity to evaluate 
whether the risks to the PHI can be mitigated.

Again, once PHI has been posted to social media, it is 
difficult to fully mitigate the risks to that PHI. Even if the 
post is deleted, it could already have been re-posted or 
“shared” by others or captured in screen shots and emailed, 
or sent via text message to others. Indeed, it is common for 
covered entities to become aware of social media breaches 
via screenshots that were emailed to a manager or human 
resources personnel by a concerned employee.

A disclosure of PHI is not a breach  
if it is made in a manner  

permitted by HIPAA.

Given the wide and immediate distribution of social media 
disclosures to individuals not subject to HIPAA, and the 
difficulty in mitigating the effects of the disclosures, it would 
be difficult to conclude that there is a low probability that 
the information has been compromised with regard to a 
social media disclosure. Accordingly, such unauthorized 
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disclosures will nearly always constitute reportable HIPAA 
breaches.

Breach notification
Once it is determined that the disclosure was a reportable 
breach, the covered entity must send letters to all individuals 
whose PHI was included in the breach and must notify HHS 
of the breach. Any breach involving 500 or more individuals 
would also require notification to local media outlets.3

Depending on the nature of the breach, covered entities 
may face civil monetary penalties up to $1.5 million for 
identical violations occurring during a calendar year. HIPAA 
breach settlements over the past several years have resulted 
in covered entities paying multimillion-dollar judgments. 
None of these settlements have concerned a social media-
related breach, yet, but it is only a matter of time until such a 
breach results in a settlement or civil monetary penalty.

Use of email
Finally, it should be noted that employee use of internet-
based email also poses a significant HIPAA risk to 
healthcare organizations. While organizations’ official 
email systems likely include various safeguards to comply 
with the HIPAA Security Rule, employees may have the 
ability to use internet-based email services that bypass 
these safeguards.

Unauthorized disclosures will nearly 
always constitute reportable  
HIPAA breaches.

The security of internet-based email services varies widely 
from provider to provider. Some organizations prohibit 
the use of these services by blocking the sites on the 
organization’s network. Still, employees may access these 
services via their own mobile devices while in the workplace. 
Healthcare organizations should therefore establish 
clear rules regarding the use of such services in written 
technology usage policies, and should regularly educate 
employees on these policies.

Physician’s use of social media
Healthcare organizations also need to consider how their 
physicians are using social media. While social media can 
be a powerful tool for dissemination and consumption of 
valuable medical information, physicians must be careful 
not to jeopardize professional ethics and/or patient privacy. 
Recognizing these challenges, the Federation of State 

3 See 45 CFR §164.404; §164.406; §164.408

Medical Boards recently issued guidance on the appropriate 
use of social media in the medical practice.4

Employee productivity
For some healthcare organizations, a complete ban on all 
social networking activity on employer-provided technology 
and on work time might be appropriate. One reason for 
such a ban is concern about reduced employee productivity. 
However, a complete ban might not suit your culture (or 
might not be effective), particularly if yours is among the 
increasing number of healthcare organizations actively 
participating in the online conversation.

Do not underestimate the benefit  
of training your employees on the  
topic of social media.

If you allow personal social media use at work, then 
your employees should be informed and reminded to 
appropriately limit such use so as not to interfere with job 
performance or operation of the healthcare organization’s 
computer system. Employees should also be notified 
that their use of the healthcare organization’s electronic 
resources is not private and is subject to monitoring.

Employee on- and off-duty misconduct
In addition to the patient privacy concerns above, other 
troublesome posts by employees—both on and off duty—
are causing many headaches for healthcare organizations 
and other employers. Some examples include:

 • Disparaging the employer, supervisors, co-workers and/
or patients

 • Posting lewd or inappropriate photos

 • Harassing or threating co-workers

 • Purporting to speak on behalf of the employer without 
authorization

 • Disclosing proprietary or confidential business 
information

Unfortunately, too many employees fail to appreciate the 
public and often permanent nature of their posts, their 
employer’s ability and right to monitor the content they 
publish online, and the potential for their posts to reflect 
poorly on the organization. The rules employees understand 

4 www.fsmb.org/pdf/pub-social-media-guidelines.pdf
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and adhere to in the physical world are often forgotten or 
ignored online. As a result, disciplinary actions resulting 
from social media use are increasing.

Too many employees fail to 
appreciate the public and often 
permanent nature of their posts.

Healthcare organizations must also be cognizant of the 
various legal limitations on their ability to prohibit certain 
employee activity, and be careful not to overly restrict social 
media use by their employees. Examples include:

 • Various nondiscrimination laws, such as the Americans 
with Disabilities Act, prohibit employers from retaliating 
against employees who report unlawful discrimination or 
harassment.

 • Other laws, such as the False Claims Act, similarly protect 
employees who engage in whistleblower activity.

 • The National Labor Relations Act (NLRA) and many states’ 
labor laws prohibit covered employers from interfering 
with employees’ discussion of wages, hours and/or 
working conditions or engaging in other protected, 
concerted activity.

 • Caution must be taken not to interfere with their 
employees’ freedom of speech under the First 
Amendment.

Social media policies and prohibitions have received 
particular attention from the National Labor Relations Board 
under the NLRA.

The Board has taken a very restrictive view of what it finds 
to be overly broad prohibitions in social media policies. For 
example, policies which prohibit employees from discussing 
confidential information (with no definition, or an overly 
broad definition, of “confidential information”), or from 
posting disparaging comments about their employer, have 
been found to be overly broad and in violation of the NLRA.

Hiring process concerns
An increasing number of employers are considering 
whether and how much to use social media in the hiring 
process. Employers can discover valuable information 
about an applicant that would be significant to a hiring 
decision. But there is the risk of obtaining information 
that would be unlawful to use (e.g., religious beliefs, 
medical history, prior workers’ compensation claims, 
marital status, etc.).

A procedure whereby someone else does the search and 
shares only relevant information with the decisionmaker is 
one approach to navigating this issue.

Social media sites such as LinkedIn provide supervisors 
with a unique opportunity to make recommendations 
to others regarding current or former employees. Such 
recommendations, however, may create legal exposure 
for the healthcare organization in the event of a wrongful 
termination suit (e.g., if the recommendation conflicts with 
the termination reason). Employers should consider their 
existing policies on references and ensure that they apply in 
the social media context as well.

Social media policy and training
A written policy is a useful tool for addressing the various 
issues social media present for your organization. To be of 
value, however, such a policy must be as unique as your 
organization. Additionally, it must be carefully considered, 
drafted and periodically revisited so that it continues to make 
practical sense and remains compliant with applicable law.

With or without a policy, do not underestimate the benefit 
of education and training for your employees on the topic of 
social media.

Your employees may understand their obligations under 
HIPAA, for instance, but do they appreciate the HIPAA 
implications of posting photographs of a patient on their 
Facebook pages? Do your employees understand the 
various other policies that also apply to their online conduct 
(confidentiality, harassment, etc.)? Through training, you 
can provide needed guidance and help protect your 
organization against the growing threat of liability related to 
social media use. NP
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