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Computers have revolutionized the 

way we live. Advances in technology 

have allowed us to experience 

increased productivity, economic growth, 

and improvements in the quality of 

life. Transforming data into useful 

information has given corporate leaders 

the ability to make rapid decisions in 

the wake of an increasingly changing 

environment.  In healthcare, accurate 

information is necessary in the diag-

nosis and treatment of diseases. As 

more and more individuals become 

increasingly well informed, health 

conscious consumers are demanding 

more accesses to information regarding 

their health.  Catering to this need has 

become a major concern to healthcare 

providers.  Many hospitals and doctor’s 

offi ces are poorly equipped to provide 

easy access to patient records.  

The demand for information has 

created a number of problems. Many 

of these problems have come in the 

form of transaction errors, incorrect 

data, inadequate facilities for data 

transmission, and violations of privacy 

and security.  In the healthcare industry, 

ineffi ciencies in the organization and 

transmission of data have led to 

increasing delays in reimbursements 

and treatment.  According to the U.S 

Department of Health and Human 

Services:

Heath plans, hospitals, 

pharmacies, doctors and other 

health care entities use a wide 

array of systems to process 

and track healthcare bills and 

other information. A hospital 

or doctor’s offi ce that treats 

patients with many different 

types of health insurance 

spends time and money 

ensuring that each claim 

contains the format, code 

and other details required by 

each insurer.  Similarly, health 

plans spend time and money 

to ensure their systems can 

handle transactions from 

various health care providers, 

employers, and other 

businesses or entities (U.S. 

Department of Health).

Advances in medical treatment 

have saved countless lives and have 

improved the quality of life in our 

society.  Yet, for many of us, access to 

healthcare remains the same.  We make 

appointments, wait to be seen, papers 

are fi lled out and pre-authorizations are 

requested.  Finally, the doctor examines 

us, a prescription or medical regiment is 

written out, and we go to the pharmacy 

to get it fi lled or we go to the hospital 

to get treated.  If further treatment is 

required, the process begins again 

(Ewalt).  Ineffi ciencies in the scenario 

above create delays in medical treat-

ment. To consumers, the costs of time 

and the loss of productivity, not to 

mention having to miss a day of work 

to keep an appointment, are become 

a growing concern. To the medical 

establishment, time spent processing 

forms, fi ling insurance claims, updating 

records, and ensuring the accuracy of 

data has taken much of the time away 

from patient care. 

 In response to increasing pressures 

from the government and special 

interest groups, the healthcare industry 

has taken steps to computerize the 

delivery of healthcare information 

(U.S. Department of Health).  A clinical 

information system (CIS) is a collection 

of various information technology appli-

cations that provides a centralized 

repository of information related to 

patient care across distributed locations.  

This repository represents the patient’s 

history of illnesses and interactions 

with providers by encoding knowledge 

capable of helping clinicians decide 

about the patient’s condition, treatment 

options, and wellness activities. The 

repository also encodes the status of 

decisions, actions underway for those 

decisions, and relevant information that 

can help in performing those actions.  
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The database could also hold other 

information about the patient, including 

genetic, environmental, and social 

contexts.  Thus, the need to secure and 

protect and control becomes a major 

issue. 

Creating a Clinical Information Systems

Creating a CIS is one of many steps 

in the process of managing health 

information.  Information technologists 

have localized computerization efforts 

to refl ect the specifi c needs of various 

disciplines.  The Computerized Patient 

Record (CPR), the Clinical Decision 

Support (CDS) System, the Nursing 

Information System (NIS), and the 

Electronic Medical Record (EMR) are 

among the many steps currently 

involved in the process of addressing 

the need to computerize healthcare 

information.  Exploring the requirements 

of a CIS will shed light on the processes 

of computerizing the healthcare delivery 

system.  This can be accomplished 

by examining the reasons for its 

creation, its importance to the healthcare 

industry, and the issues involved in the 

development of an effective system.

One common practice conducted 

by healthcare professionals is the 

recording of redundant information, 

commonly known as “double charting”, a 

process with roots in the fee-for-service 

practice of medicine (Kiel and Cherry).  

Traditionally, various practitioners 

all record and document their 

observations and fi ndings on a form or 

fl ow sheet designed for that particular 

discipline; all information recorded by 

all practitioners subsequently becomes 

part of the patient’s chart.  As a result, 

healthcare professionals working in 

direct patient care areas are among 

the largest generators of paper-based 

records.  Michael Pitoscia of Quadra-

Med Corp illustrates the overall effect of 

paper based charting: 

Today’s healthcare 

organization generates an 

average of 60 documents 

for each patient visit.  Most 

organizations manage this 

volume increase by expanding 

off-site storage facilities or by 

using microfi lm or microfi che.  

One facility reported that the 

cost it incurred for maintaining 

extra hard copies of chart 

fi les for satellite offi ces at 

affi liated clinics was more that 

$2 million annually. The same 

facility spent up to $500,000 

each year on abstracting pro-

jects and another $37,000 

annually for off-site storage.  

That’s not taking into account 

the inconvenience to access 

records and the decrease in 

productivity from such docu-

ment management approach. 

(Pitoscia, 18) 

The practice of generating a paper 

trail is not the only reason for creating 

a Clinical Information System.  The 

popularity of the Internet has laid the 

foundation for businesses to make their 

products and services available online.  

A growing number of consumers are 

using the Internet to purchase goods, 

pay bills, and apply for loans.  As more 

consumers take responsibility for their 

health needs, accessing health related 

information on the Internet has become 

a vital element in providing online health 

services.  Peter Ramsaroop and Marion 

Ball have pointed out that:

More that 30 million 

adult consumers will use the 

Internet to seek health and 

medical information, and 

these “health retrievers” will 

seek more information and 

purchase more products online 

than other Internet users.  The 

annual growth rate of online 

health and medical information 

users is 43% almost double the 

22% growth rate of the Internet 

as a whole. The interactivity 

and effi ciency of the Internet 

can transform the involvement 

of consumers in their own 

healthcare.  Patients who could 

control their own health records 

would become more active 

participants in their wellness 

care and disease management 

(Ramsaroop and Wagner, 45).    

The development of health 

related portals like WebMd.com and 

drkoop.com has motivated hospitals 

and HMO’s to establish their own 

company web sites as a means of 

introducing their services to consumers. 

Healthcare related companies that 

provide services on the Internet are 

making strides by providing information 

on healthcare products, referrals, and 

patient education related materials.  

Some companies are beginning to offer 

services that allow patients to update 

their health insurance coverage or enroll 

in company sponsored health plans.  

However, in spite of the many 

improvements in providing healthcare 

related information, patients currently 

have little or no access to their medical 

records online or through a hospital’s 

electronic database. Unlike the banking 

industry where information can be 

retrieved electronically at a moments 

notice, information about lab results or 

diagnostic procedures can take several 

days or weeks and requires special 

authorization from the physician or 

the medical records offi ce to release 

information. Accessing a patient’s 

medical records is often time consuming 

and inconvenient.  

These structural diffi culties unique 

to the healthcare industry prompted the 

University of Pittsburgh Medical Center 

Health System to issue the following 

statement on the development of CIS’s:

The goal of Clinical 

Information Systems (CIS) is 

to proactively manage and 

improve the delivery of health 

care by automating the patient 

care process in the acute care 

setting.  It’s purpose is to 

provide a central clinical data 

repository that will enable 

patient caregivers to view all 

patient data from one system.  
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CIS will also streamline and 

improve the order entry 

and clinical documentation 

processes. Multidisciplinary 

assessments and charting can 

be done at the point of care, 

providing a complete, real-

time patient medical record 

for the acute care setting. 

Workload can be captured as a 

by-product of clinical charting.  

Patients can be placed on 

a defi ned clinical protocol, 

contributing to standardized 

treatment, reduced length of 

stay and costs, and improved 

patient outcomes (UPMC).

The overall goal to “proactively 

manage and improve the delivery 

of health care by automating the 

patient care process in the acute care 

setting” is the fi rst step in developing 

an effective clinical information 

system (“UPMC”). This step requires 

understanding the issues and the 

constraints involved in the development 

of a CIS. Traditionally, this involves 

everything from initial investigations, 

planning and development meetings, 

investigative reports, and prototype 

development, all aimed at developing “a 

representation of concepts in the real-

world problem domain” (Larman, 11).  

Throughout these various processes it 

is important to defi ne the requirements 

of the system.  It is at this stage that the 

issues and constraints of the business 

are determined.  

The Constraints:  Privacy and Cost

On August 21, 1996, President 

Clinton signed the Health Insurance 

Portability and Accountability Act 

(HIPAA). The original purpose of the 

law was to make it easier for Americans 

to maintain their health insurance 

when they switch jobs and to restrict 

insurers’ ability to reject them based 

on preexisting health conditions (Little, 

153).  HIPAA also has had a signifi cant 

impact on the healthcare industry’s 

move toward computerization, and as 

such has become a major factor both 

in the cost of that move as well as the 

privacy requirements protected therein.   

As a result of HIPAA’s infl uence, 

many hospitals are implementing a 

“Standards of Business Conduct” 

to safeguard property, assets, and 

information. As Marcia Stepanek of 

Business Week notes, “As healthcare 

goes digital, even the best hospitals 

face increased pressure to profi t off of 

patient health data. In some cases, they 

may sell it to marketers, or position it as 

a key asset as they negotiate mergers or 

partnership” (Stepanek).  

In response to increasing electronic 

advances, the “administrative simplifi -

cations” provision was added to HIPAA.

The “administrative simpli-

fi cations” provisions requires 

[the adaptation of] national 

standards for electronic health 

care transactions.  By ensuring 

consistency throughout the 

industry, these national 

standards will make it easier 

for health plans, doctors, 

hospitals, and other healthcare 

providers to process claims 

and other transactions 

electronically.  The law also 

required security and privacy 

standards in order to protect 

personal information. (HHS 

Fact Sheet, 2003)

The provisions for administrative 

simplifi cation came “Prior to 1996, 

hospital and insurers used more 

than 400 different software formats 

to transmit healthcare data.  These 

covered everything from the headers on 

insurance forms to the codes describing 

diseases and medication” (Little, 153).  

Many in the healthcare industry view 

the “administrative simplifi cation” 

component of the laws to be the 

most expensive and most diffi cult to 

implement.  Part of the reason for the 

diffi culty in implementation involves the 

issue of privacy.  

According to Brian Fonseca of 

InfoWorld, “Medical organizations will 

need to invest in some of the new 

technologies currently available in other 

industries. Technologies like digital 

certifi cates, authentication, and biometric 

standards [are needed to ensure] that 

those authorized to view something 

are the only ones that have access” 

(Fonseca). The cost and diffi culty of 

implementing these new technologies 

to meet HIPPA requirements can be 

both time consuming and expensive, 

especially for smaller hospitals and 

clinics with little or no IT support.

The issue of cost is another major 

restraint to consider in developing a 

CIS and a major factor of concern in 

the computerization of the healthcare 

industry.  The cost associated with 

meeting the provisions of HIPPA and 

computerizing healthcare related 

entities can be detrimental to 

consumers, small clinics, and 

businesses.  The House Science 

Subcommittee on Technology noted 

that the implementation of standards 

as outlined in HIPAA could save the 

industry as much as $9 billion dollars 

annually (Hearing Report).  On the other 

hand, the Department of Health and 

Human Services claims that HIPAA will 

provide a net savings of $29.9 billion 

over ten years.  To generate this savings, 

the cost of implementing the provisions 

of “administrative simplifi cation” is 

projected to cost around $43 billion 

over the next fi ve years, leading one 

commentator to note, “Some CEO’s 

say that making their hospitals HIPPA-

compliant will take ten percent of their 

operating cost in the fi rst year” (Haugh, 

60).

HIPPA is not the only law currently 

affecting the future of healthcare.  

Another law currently in the works is 

the Patient’s Bill of Rights.  This will give 

patients the right to sue HMO’s for bad 

decisions on care, as well as the right 

to choose treatment by a specialist.  

The cost of this “right” will increase 

premiums by an additional fi ve to ten 

percent, or  $350 to $700 a year to the 
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average health plan (Flanigan, C1).  Val 

Dean, president and CEO of Pacifi Care 

in Colorado, explains that, “Healthcare 

costs are rising at an alarming rate.  At 

the current rate of increase in overall 

medical costs, employees nationally will 

be paying 25 percent more for health 

care in just three years” (Dean, 1).  In 

addition to the costs associated with 

new laws and regulations, the current 

nursing shortage is another factor 

adding fuel to an already fi nancially 

strapped industry. 

With all this said, Federal 

Organizations such as the National 

Institute of Standards and Technology 

(NIST) assist us by providing guidance 

for implementing the HIPPA Security 

Rule in publications like  NIST Special 

Publication 800-66, “An Introductory 

Resource Guide for Implementing 

the Health Insurance Portability and 

Accountability Act (HIPAA) Security 

Rule,  released May 2004 by National 

Institute of Standards and Technology, 

US Department of Commerce.

The HIPPA Security Rule:  A New 

Challenge for Internal Audit

The HIPAA Security Rule specifi cally 

focuses on the safeguarding of 

electronic protected health information 

(EPHI).  Although FISMA applies to all 

federal agencies and all information 

types, only a subset of agencies is 

subject to the HIPAA Security Rule 

based on its use of EPHI. All covered 

entities under HIPAA must comply 

with the HIPAA Security Rule, which 

establishes a set of security standards 

for protecting certain health care 

information.  In general, the standards, 

and implementation specifi cations of 

HIPAA apply to the following covered 

entities, including federal agencies and 

their contractors and service providers 

that meet the following descriptions: 

! Healthcare Providers: Any provider 

of medical or other health services, 

or supplies, that transmits any 

health information in electronic 

form in connection with a 

transaction for which a standard 

has been adopted. 

! Health Plans: Any individual or 

group plan that provides or pays the 

cost of healthcare. 

! Healthcare Clearinghouses:  A 

public or private entity that 

processes healthcare transactions 

from a standard format to a 

nonstandard format, or vice-versa. 

The main goal of the HIPAA Security 

Rule is to protect the confi dentiality, 

integrity, and availability of electronic 

protected health information. 

! Confi dentiality is “the property that 

data or information is not made 

available or disclosed to unauthorized 

persons or processes.” 

! Integrity is “the property that data 

or information has not been altered 

or destroyed in an unauthorized 

manner.” 

! Availability is “the property that 

data or information is accessible 

and usable upon demand by an 

authorized person.” 

So, which controls should Internal 

Auditors be concerned with in Clinical 

Information Systems. To understand 

the requirements of the HIPAA Security 

Rule, it is helpful to be familiar with 

the basic security terminology it uses 

to describe the security measures.  By 

understanding the requirements and 

the terminology in the HIPAA Security 

Rule, it becomes easier to see which 

NIST publications may be appropriate 

reference resources and where to 

fi nd more information. Each security 

measure of the HIPAA Security Rule 

can be categorized as being an 

Administrative, Physical, or Technical 

safeguard. 

! Administrative Safeguards are 

defi ned as the “administrative 

actions, policies, and procedures, 

to manage the selection, develop-

ment, implementation, and mainte-

nance of security measures to 

protect electronic protected health 

information and to manage the 

conduct of the covered entity’s 

workforce in relation to the 

protection of that information.” 

! Physical Safeguards are defi ned 

as the “security measures to 

protect a covered entity’s electronic 

information systems and related 

buildings and equipment from 

natural and environmental hazards 

and unauthorized intrusion.”

! Technical Safeguards are defi ned 

as “the technology and the policy 

and procedures for its use that 

protect electronic protected health 

information and control access to 

it.”

The Introductory Reference (pp. 34-

35) can be applied to the four examples 

below in terms of evaluating operations 

against existing standards.  Compliance 

evaluation starts with validation of what 

is being done against existing practice 

or acceptable standards of practice.

Example 1:  A small healthcare 

service organi-zation has decided to 

move its manual scheduling system 

to a web-based application.  It has 

decided to ask its internal security team 

to conduct a risk assessment prior to 

implementation to identify necessary 

controls, which should be included 

within the design in order to protect 

the information. After completing its 

assessment, the team recommends 

that the organization install a fi rewall, 

upgrade its virus detection and 

containment software, and also 

implement an automated access con-

trol function and an audit capability.  

In addition, the team emphasizes the 

need for the organization to develop a 

user manual and complete user training 

before implementation. 

Example 2:  A very large healthcare 

organization assembles a task force to 

review current sanction policies related 

to employees’ failure to follow existing 
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Introductory Reference:
An Introduction to Computer Security: The NIST Handbook (NIST SP 800-12 - Chapter 5) 

1.   Identify Relevant 
Information Systems 

• Identify all information systems that 
house individually identifiable 
health information. 

• Include all hardware and software 
that are used to collect, store, 
process, or transmit protected 
health information.

• Analyze business functions and 
verify ownership and control of 
information system elements as 
necessary.

• Has all hardware and software for which 
the organization is responsible been 
identified?

• Is the current information system 
configuration documented, including 
connections to other systems? 

• Have the types of information and uses of 
that information been identified and the 
sensitivity of each type of information 
been evaluated? (See FIPS 199 and SP 
800-60 for more on categorization of 
sensitivity levels.) 

2. Conduct Risk
Assessment

Risk assessments typically include
the following steps: 
• Determine system characterization: 

– Hardware 
– Software 
– System interfaces 
– Data and information 
– People

• System mission. 
• Identify any vulnerability or 

weaknesses in security procedures 
or safeguards. 

• Identify events that can negatively 
impact security. 

•   Identify current controls in place.
• Identify the potential impact that a 

security breach could have on an 
organization’s operations or assets, 
including loss of integrity, 
availability, or confidentiality. 

• Recommend security controls for 
the information and the system, 
including all the technical and non-
technical protections in place to 
address security concerns.

• Determine residual risk. 
•   Document all outputs and 

outcomes from the risk assessment 
activities.

• Are there any prior risk assessments, 
audit comments, security requirements, 
and/or security test results? 

• Is there intelligence available from 
agencies, the Office of the Inspector 
General (OIG), the Federal Computer 
Incident Response Center (FedCIRC), 
mass media, virus alerts, and/or 
vendors?

• What are the current and planned 
controls?

• Is the facility located in a region prone to 
any natural disasters, such as 
earthquakes, floods, or fires? 

• Has responsibility been assigned to check 
all hardware and software to determine 
whether selected security settings are 
enabled?

• Is there an analysis of current safeguards 
and their effectiveness relative to the 
identified risks? 

ey Activities Description Sample Questions 
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Introductory Reference:
An Introduction to Computer Security: The NIST Handbook (NIST SP 800-12 - Chapter 5) 

3. Acquire IT Systems 
and Services 

Although the HIPAA Security Rule 
does not require purchasing any 
particular technology, additional 
hardware, software, or services may 
be needed to adequately protect 
information. Considerations for their 
selection should include the following: 
• Applicability of the IT solution to the 

intended environment. 
• The sensitivity of the data 
• The organization’s security policies,

procedures, and standards 
• Other requirements such as 

resources available for operation, 
maintenance, and training. 

• How well will new security controls work 
with the existing IT architecture? 

• Have the security requirements of the 
organization been compared with the 
security features of existing or proposed 
hardware and software? 

• Has a cost- benefit analysis been 
conducted to determine the 
reasonableness of the investment given 
the security risks identified? 

• Has a training strategy been developed?

4. Create and Deploy 
Policies and 
Procedures

Document the decisions concerning 
the management, operational, and 
technical controls selected to mitigate 
identified risks.

• Create policies that clearly establish 
roles and responsibilities and 
assign ultimate responsibility for the 
implementation of each control to 
particular individuals or offices 

• Create procedures to be followed to 
accomplish particular security 
related tasks. 

• Are policies and procedures in place for 
security?

• Are there user manuals available and are 
they up-to-up to date? 

• Is there a formal (documented) system 
security plan? 

• Is there a formal contingency plan? 
• Is there a process for communicating 

policies and procedures to the affected 
employees?

• Are policies and procedures reviewed and 
updated as needed? 

Supplemental NIST
References

NIST SP 800-14
NIST SP 800-18
NIST SP 800-26
NIST SP 800-27
NIST SP 800-30
NIST SP 800-37
NIST SP 800-53
NIST SP 800-60
FIPS 199 
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procedures related to handling and 

disclosure of health care information. 

The review indicates that current 

personnel policies covering employee 

misuse and/or abuse of system 

privileges are broad enough to address 

the area of health care information. 

Current sanction penalties range from 

written reprimands to suspensions and 

terminations.  In special circumstances, 

procedures exist to initiate criminal 

prosecution.  The company’s Human 

Resources department provides support 

in interpretation and application of these 

procedures.  The review recommends 

the addition of an update to the access 

authorization forms currently being 

signed by all system users before they 

receive approval to access the system.  

It is suggested that specifi c reference 

to electronic health care information 

be added to the form in addition to the 

categories currently delineated.

Example 3:  The IT System 

Administrator for a small health clinic 

maintains a log of staff members with 

system access accounts. The log is 

a table listing names, job positions, 

start dates, and termination dates.  

Job positions are correlated with 

sensitivity levels and systems access.  

The sensitivity levels and system 

access privileges defi ne what specifi c 

types of electronic health information 

an individual can touch, view, retrieve, 

alter, transmit, and/or store, and 

under what circumstances, and for 

what purposes.  There is also a fi eld 

that lists the new hire and annual 

refresher training completion dates 

and the dates that system access was 

granted.  This documentation log is 

periodically reviewed and updated as 

required based on workforce turnover 

and changes. 

Example 4: A large hospital 

establishes procedures for terminating 

employees for cause. The supervisor 

collects access cards and ID badges 

immediately. Security staff members 

escort employees while they recover 

their personal items and exit the facility.  

Before the termination, the supervisor 

calls the IT department to shut off any 

access the subject employee has to the 

IT system, especially access to sensitive 

information and individually identifi able 

health information (including written 

information). Physical access and IT 

system audit logs for the previous month 

are reviewed to determine whether 

the employee made any unusual or 

inappropriate attempts to access 

electronic protected health information.  

Based on this analysis, a plan of action 

for corrective action is developed. 

Conclusion

As information becomes the 

backbone of a computerized society, 

the clinical information systems may 

one day become the backbone of the 

healthcare delivery system.  And if it 

does, then it must be secured and 

in compliance with HIPAA’s Security 

Rule.  Creating a Clinical Information 

Systems is only one in a series of steps 

required in improving the way data 

is transmitted between the different 

entities of healthcare.  Security, privacy 

and cost are not problems unique to the 

healthcare industry.  HIPAA has made 

the industry aware of this problem as 

it enters the digital age.  The National 

Institute of Standards and Technology 

has put together a very usable document 

for administrators, IT professionals and 

operational staff to use.  Draft NIST 

Special Publication 800-66 assist in 

helping organizations implement the 

HIPAA Security Rule.  It bridges the 

gap between medicine and technology 

and security and will bring about 

major improvements in the delivery of 

care by protecting and securing the IT 

Infrastructure, reducing cost, improving 

outcomes, and empowering consumers 

with information.  The IT auditor, working 

with IT specialists and Health Care 

Administrators, is in the best position 

to provide the means of helping the 

healthcare industry make this transition 

by utilizing their skills and knowledge 

in creating the solutions needed to 

address relevant problems.  !  
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