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A typical hospital risk management 
(RM) department touches substantial 
fi nancial risk. However, only a small 
amount of that derives directly from 
the activities of the department. Risk 
managers require large amounts of 
information from and interaction with 
others to perform their jobs effectively. 
Any evaluation of the RM department 
must evaluate those contacts and 
also look at the quality of the support 
provided to the department by the 
organization. 

The Framework of Risk
The structure and function of RM 
departments vary dramatically. The 
following framework can help internal 
auditors understand professional clinical 
liability risk so they can decide how to 
assess it in their organization. Some of this 
activity takes place in the RM department, 
some occurs with the Quality Assurance/
Quality Improvement Department, while 
some is now considered Patient Safety.

Identify and analyze loss exposures. 
A loss is a payment or expense, 
including charges written off to settle 
or prevent a claim. An exposure is 
the source of the loss. For example, 
payment to a patient who gets the 
wrong medication is a loss; the 
admission and administration of the 
medication is the exposure. Insurance 
companies and actuaries measure 
potential losses by counting exposure 
units, including inpatient days, 
bed counts, outpatient procedures, 
the number of covered physicians, 
emergency department visits, etc. 
Exposures can be further subdivided 
into specifi c groups, such as counting 
newborn deliveries and identifying 
the number of high risk births, or 
counting surgeries and further 
quantifying the number of bariatric 
procedures. Different exposures 
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present different sorts of possible 
losses, or risks. For instance a Level 
I Trauma Center with 20,000 visits 
is in a different risk universe than 
an unrated community emergency 
department with no trauma service 
and the same number of visits. 
Insurance pricing and actuarial 
assessments of self-insurance 
programs rely heavily on efforts to 
quantify loss exposure. They then 
apply market-derived formulas to 
calculate fi nancial charges.

Sometimes exposures are hidden, 
and don’t relate directly to any 
clinical department. These are 
very hard to quantify and assess. 
Poorly designed or broken systems 
for activities such as order entry, 
pharmaceutical delivery, and 
resuscitation management can have 
an infl uence throughout a facility. 
Many techniques have grown out of 
patient safety work in the last decade 
to support system analysis and 
redesign. Examples include failure 
mode and effect analysis, human 
factors study and various tools for 
statistical examination of adverse 
events and near misses. Some 
commercial and captive insurance 
companies give premium credit for 
activities that identify and reduce 
these exposures.

Internal Audit Approach: Internal 
Audit understands this sort of 
quantifi cation because it also 
evaluates operations, identifying and 
quantifying potential business losses. 
How many beds are we running? 
What procedures are we doing? 
How complicated are the cases? Is 
our coding accurate? Are we billing 
properly for the actual procedures 
we are performing? Do the numbers 
on the application truly refl ect the 
risk? Risk Managers have to rely 

on the accuracy of the numbers 
provided by operational managers 
and the accounting department when 
responding to insurance carriers and 
actuaries. Internal Audit can help 
verify their accuracy.

The latent exposures generally 
are not part of the calculation of 
the cost of risk, but they certainly 
have an eventual impact. Is the RM 
department, or sometimes Quality, 
or Patient Safety, doing any focused 
examinations of suspected risk areas? 
Does RM coordinate with other 
departments doing performance 
improvement to maximize the benefi t 
of those activities on insurance 
premiums? Is the facility including 
any premium benefi t in evaluating 
patient safety activities?

Examine risk reduction techniques. 
Often, several paths can lead to 
reduction or elimination of fi nancial 
risk from clinical events. Five 
techniques are typically used, alone 
or in combination. 

The most clear-cut method is the 
complete avoidance of the exposure. 
A hospital that admits no patients 
cannot incur malpractice risk. A 
hospital with no OB unit or ER 
would similarly avoid some risk. A 
physician who no longer performs 
surgery has avoided surgical 
risk exposure. This approach has 
obvious disadvantages, in that it 
limits available healthcare and also 
constrains revenue to providers.

Internal Audit Approach: Does the 
facility’s leadership seek RM input on 
these fi ve issues?

Loss prevention reduces the likelihood 
of an adverse event in the course of 
encountering a risk. For example, time-
out protocols before surgical procedures 

2.

Risk Managers: How Are They 
Managing Our Risks?
By Kathryn K. Wire, JD, MBA, CPHRM



Spring 2007 Association of Healthcare Internal Auditors New Perspectives  35

are designed to prevent wrong-site 
surgery. Sponge and instrument 
counting during surgery prevents 
inadvertent retention of foreign objects. 
New communication tools like SBAR 
(situation-background-assessment-
recommendations) help to accurately pass 
information between caregivers during 
patient hand-offs. More information about 
SBAR is available through the website of 
the Institute for Healthcare Initiatives.

Loss reduction means the provider 
takes steps to mitigate the effect of 
an event once it occurs. Routine post-
operative x-rays to detect retained 
objects in high-risk surgical cases do not 
prevent the adverse event, but they can 
signifi cantly reduce the injury resulting 
from a retained object like a sponge. Post-
incident event management, including 
outcome disclosure, relationship 
management, and negotiation, is another 
form of loss reduction. If your facility is 
self-insured or has a captive insurance 
company, event management is a primary 
determinant of fi nancial performance.

Internal Audit Approach: Is the RM 
department involved in departmental 
planning and operation at an appropriate 
level, where its input is relevant on 
clinical loss prevention and loss reduction 
issues? Is there evidence that RM is 
following-up with problem solving 
when an issue presents itself? Is there 
institutional support for the strategies and 
tactics developed in these areas? Because 
so many potential audit issues relate to 
the claims function, there is a separate 
section discussing that later in this article.

Segregation of loss exposures 
consolidates a risk in one location or 
department so a provider can specialize 
and/or develop special protocols. For 
example, a company with long-term care 
facilities may keep all of its ventilator-
dependent patients or Alzheimer’s 
patients in one building. Segregation can 
also put selected high-risk activities in 
preferred judicial venues, where judges 
and juries have found more favorably 
in past malpractice cases. The specialty 
hospitals springing up around the country 
represent a form of loss segregation. Loss 
segregation can also increase exposure. 
For example, when closing its OB unit 
to consolidate services elsewhere in the 
system, a facility may generate new risk 
for pregnant patients in its emergency 
department. A specialty hospital may not 
have the resources to respond to a patient 
in an unrelated health crisis.

Internal Audit Approach: Is there 
evidence that administration planners 

are seeking and following RM input in 
developing strategic plans for service 
lines? Is RM appropriately searching 
its fi les for loss reduction opportunity 
through segregation? When segregation 
occurs, is there an appropriate discussion, 
which includes RM, of the new risks 
generated by that strategy?

Of all the potential solutions to risk 
issues, this one is most likely to create 
other problems. Loss segregation can 
create substantial compliance risk and 
requires multi-factorial evaluation under 
EMTALA, the Stark Laws, Anti-Kickback 
laws (depending on ownership of the 
facilities), anti-discrimination statutes and 
cases, and many other sources of legal 
guidance. Evaluation of all of these risks 
goes far beyond the function of most RM 
departments, and requires a high level of 
organizational cooperation. However, the 
RM department should have a baseline 
awareness of those risks and their 
underlying legal foundations, at least 
enough to trigger further evaluation.

Contractual transfer of exposures 
occurs when one party compensates 
another to assume a risk. The fi nancial 
risk shifts through either contractual 
indemnifi cation provisions in which one 
party agrees in a contract to compensate 
the other for loss, or the purchase of 
insurance. In either case, the parties 
negotiate a transaction in which one 
assumes certain liabilities that might 
otherwise fall on the other. There is 
typically a cost for the transfer, such as 
the profi t margin included in insurance 
premiums, so it generally does not 
make sense to transfer losses that are 
certain and that involve little or no risk. 
Risk Financing is a broader term which 
includes the funding of risk, including 
self-insured risk.

Internal Audit Approach: This area 
generates most of the direct fi nancial 
impact in RM. Commercial insurance 
premiums, captive premiums and/or 
self-insurance contributions constitute 
much of the actual fi nancial outfl ow 
controlled by RM. Yet the actual payments 
are determined by outsiders, based on 
information from the Risk Manager, 
including data on loss exposures and 
loss history. Are the exposure data 
usually generated by other hospital 
departments and provided by RM to the 
carriers or actuaries accurate? Has the 
RM department identifi ed appropriate 
sources for the information? What are the 
pricing assumptions affecting the facility 
and do they refl ect the reality of your 
organization? Is the claims data reliable? 

(See discussion of claims activity and 
related data below.)  

Select the best techniques for 
the identifi ed risk exposure and 
implement them. Often this step 
presents signifi cant challenges as 
it requires extensive analysis of the 
underlying systems. A choice of one 
risk reduction technique over another 
will depend on a complete analysis 
of the need for a change, all the 
potential costs, and all the potential 
benefi ts of the new solution.
Internal Audit Approach: Hospitals 
and clinics are complex systems, 
and no single change can occur 
without affecting other parts of the 
system. Risk Managers and Patient 
Safety Offi cers must assess either the 
operational impact of a proposed 
change or its ultimate impact on 
revenues and costs for all impacted 
departments. Access to appropriate 
information can be a problem. 
Are RM and other departments 
appropriately assessing the potential 
solutions to risk problems? Are they 
getting the support they need from 
other areas in order to perform that 
assessment? Does risk fi nancing 
analysis include all reasonable 
options?
Monitor, evaluate, and improve 
the program. Is it accomplishing the 
desired improvement? If not, fi x it.
Internal Audit Approach: Process 
improvement efforts, either clinical 
or risk fi nancing, should envision a 
goal with measurement of whether 
it has been accomplished. There may 
also be unanticipated consequences 
of change. Do RM and other involved 
departments perform this follow-up? 
Is it reported back to the relevant 
managers? Is the outcome reported 
to administration? Are appropriate 
adaptations implemented based on 
the feedback?

Event Management and the 
Claims Function
A healthcare RM department investigates, 
manages, and reports on incidents, 
claims, and suits. Incident reporting 
and analysis of the reports, including 
root cause analysis as required by the 
Joint Commission may be a shared 
responsibility with the Quality or Patient 
Safety departments. The relationship 
with individual patients and families as 
they evolve into claimants or plaintiffs 
lies with RM, in conjunction with the 
insurance carrier and defense counsel.  

3.

4.



36 New Perspectives Association of Healthcare Internal Auditors Spring 2007

Internal Audit Approach: Are there 
effective processes for event reporting? 
Are the events investigated early to avoid 
surprises during the claim or litigation 
process? Are potential patient safety steps 
identifi ed and carried forward, by RM 
or other departments? Are there signs of 
late-developing surprises in the claim fi les 
that would indicate insuffi cient initial 
investigation?

If the hospital has commercial 
insurance, RM must promptly report 
events. An additional layer of audit 
complexity arises with self-insured 
and self-managed programs, or where 
the facility manages its own claims 
for a captive. In that situation, the RM 
department may bear responsibility 
for the record-keeping, investigation, 
reporting, and resolution of the claim, 
and also for assignment of the claim to 
counsel and often, for oversight of legal 
services. Sometimes those services are 
accomplished by the Legal Department 
or, in large systems, at the system level. 
Even if the RM department is not directly 
involved in all of these activities, they 
should be exercising some general 
oversight of outside claims managers.

Internal Audit Approach: Is RM 
learning of potential claims as soon as 
possible? Does the department have a 
productive relationship with clinical 
areas that encourages such reporting? 
Are the claims/incidents entered on an 
appropriate data management system 
that can also do loss reporting? Is there 
technical support for that system? Is that 
system updated as the claims evolve? Is 
reserving of claims timely and adequate? 
Does the RM department have a process 
for assessing the timeliness and quality of 
services by attorneys? Are there defi ned 
procedures for legal management of cases, 
and are the attorneys and/or outside 
claim managers following those?

Measurement Tools
There are no ideal benchmarking tools 
for healthcare RM, largely because the 

industry has not developed adequate 
defi nitions and standards. However, 
some industry reports may provide 
starting points. The Risk and Insurance 
Management Society (RIMS) publishes 
a cost of risk survey that identifi es the 
total cost of risk for various industries. 
The American Society for Healthcare 
Risk Management (ASHRM) and AON, 
an insurance and risk services company, 
collaborate on an annual study of 
healthcare professional liability trends 
and loss costs available through ASHRM.

Other RM Activities
RM should have an active role in 
employee orientation, and also should 
participate in the development and 
review of general policies and procedures 
to ensure that they refl ect appropriate risk 
control strategies and concepts.

Internal Audit Approach: Does the 
Risk Manager participate in orientation 
for all employees? What is the nature of 
the presentation? Is the Risk Manager 
on the list for policy review, and does 
someone from RM attend meetings 
in other departments in which policy 
development occurs? Is there evidence 
that the clinical managers consult RM in 
the course of their policy development?

The facility’s and/or system’s 
governing board should receive regular 
reports that adequately inform its 
members of ongoing risk concerns and 
activities. Any report or dashboard should 
realistically refl ect the current situation 
and identify any future concerns. 
Generally, it should refl ect events in early 
stages or event trends that could develop 
into signifi cant losses as prominently as 
it describes past events, such as evolving 
or resolved lawsuits. By the time suits are 
included in a report, they and the events 
they refl ect are old news, and the fi nancial 
risk should have been refl ected at an 
earlier stage.

Internal Audit Approach: Examine 
the content of board or administrative 

reports. Do they give the recipients a fair 
picture of current risks as well as known 
signifi cant but not yet quantifi able issues? 
Do the recipients of the report respond 
with appropriate support for RM in its 
efforts to ameliorate the identifi ed risk?

Often, RM functions as a legal 
mini-clinic, where staff can obtain advice 
on legal issues such as consents, record 
release, confi dentiality, and surrogacy. 
Generally, if there is not a lawyer in 
RM, the department has front-line 
responsibility to remain knowledgeable 
and responsive on these issues. If there 
is an in-house legal department, it may 
assume this role instead.

Internal Audit Approach: In what 
areas does RM become involved in 
patient care-related legal issues? What 
background and resources does the Risk 
Manager have? Are policies reviewed and 
updated regularly? Is RM responsive on 
these issues?  

Conclusion
Risk Management does its work in a 
network of relationships and interactions. 
Its effectiveness will depend on their 
quantity and quality. In specifi c areas 
like claims management and insurance 
management, metrics may determine the 
department’s functionality. But in other 
areas, auditing Risk Management requires 
an evaluation of how information fl ows 
into the department, is transformed, and 
then emerges again to help others. NP

Kathryn Wire, J.D., M.B.A., C.P.H.R.M. 
is a nationally known consultant, speaker, 
and author on healthcare risk management 
with a focus on communication and 
relationship management. Her clients include 
major insurance companies and healthcare 
providers. For more information, go to www.
wireriskstrategies.com, or you can contact her 
at kathy@wireriskstrategies.com.


	nepe-26-02-10.pdf
	nepe-26-02-11.pdf
	nepe-26-02-23.pdf
	nepe-26-02-02.pdf
	nepe-26-02-03.pdf
	nepe-26-02-13.pdf
	nepe-26-02-04.pdf
	nepe-26-02-05.pdf
	nepe-26-02-06.pdf
	nepe-26-02-12.pdf
	nepe-26-02-14.pdf
	nepe-26-02-15.pdf
	nepe-26-02-07.pdf
	nepe-26-02-08.pdf
	nepe-26-02-16.pdf
	nepe-26-02-17.pdf
	nepe-26-02-09.pdf
	nepe-26-02-18.pdf
	nepe-26-02-19.pdf
	nepe-26-02-20.pdf
	nepe-26-02-21.pdf
	nepe-26-02-cov.pdf

