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Risk Control: 
An Overview of Control Frameworks
By Jennifer F. Alfafara, CISA

Introduction

Regulators believe that in order to reduce 
fraud, protect assets, and maximize 
revenue elements, businesses should 
have an understanding of their business 
risks. So the question becomes, “How 
can we be sure that we have a common 
understanding of risk?”

Standards, frameworks, and guidelines 
have been developed by professional 
organizations to provide common points 
of reference. By applying these tools, 
businesses can design countering internal 
controls to address process risks in their 
operations. Various entities, such as 
industry societies, have promulgated 
control frameworks and/or standards to 
address the lack of alignment between 
business practices and the use of 
technology. 

Businesses adopt standards for a number 
of reasons. These can include the 

satisfaction of regulatory, industry, and 
international commerce requirements, or 
simply to achieve “Best in Class” status in 
their industry.

What Is a Standard?

The National Standards Policy Advisory 
Committee defi nes a standard as: “A 
prescribed set of rules, conditions, or 
requirements concerning defi nitions 
of terms; classifi cation of components; 
specifi cation of materials, performance, or 
operations; delineation of procedures; or 
measurement of quantity and quality in 
describing materials, products, systems, 
services, or practices.” The buying into 
standards lets businesses establish a 
common foundation for the conventional 
way things are done and made so that 
specifi cations, quality, and reliance are 
established. These result in an anticipated 
minimum level of dependability with 
respect to outcomes. A simple way of 

stating it is that a standard is a rule or 
principle used as a basis for judgment. 

Some examples of relevant fi nancial 
standards are: 

• International Financial Reporting 
Standards (IFRS) developed by the 
International Accounting Standards 
Board. 

• Corporate accountants are all familiar 
with Generally Accepted Accounting 
Principles (GAAP) established 
by the Financial Accounting 
Standards Board (FASB). GAAP 
is a set of Accounting Standards 
designed to assure that fi nancial 
statements prepared for external 
consumption are fair representations 
of the economic circumstances of a 
company. 

Other standards exist specifi cally to 
address particular types of business. For 
example: 

• Public Companies Accounting 
Oversight Board (PCAOB) developed 
Auditing Standards for the audit of 
public companies. 

• In the fi eld of technology, a number 
of standards have been defi ned 
by the International Organization 
for Standardization/International 
Electrotechnical Commission (ISO/
IEC) for Information Security.

Control Frameworks

A  control framework is a recognized 
system of processes that encompasses 
the internal controls expected in a well-
managed organization. A comprehensive 
framework must:

• Provide a favorable control 
environment.

• Provide for the continuing 
assessment of business risk.

Executive Summary

Over time, facing the challenge of achieving compliance with business laws, 
regulations, and standards has become increasingly daunting. Without an 
effective system of internal control, which includes monitoring and reporting, it is 
impossible to gain a true understanding of how compliant company operations are. 
A lack or weakness of internal controls provides opportunity for both intentional 
and unintentional activities to occur. In addition, fraudulent acts and process 
ineffi ciencies often go undetected. These can lead to problems with regulators, 
violations of law, and possible failures to maximize profi t potential. The proper 
utilization of control frameworks has been instrumental for improving the quality of 
services and products, reducing business risk, and meeting regulatory compliance 
in many industries. They have become more important with the passing of HIPAA 
and, more recently, The Affordable Care Act. 

The National Standards Policy Advisory Committee defi nes a standard as: “A 
prescribed set of rules, conditions, or requirements concerning defi nitions of 
terms; classifi cation of components; specifi cation of materials, performance, or 
operations; delineation of procedures; or measurement of quantity and quality in 
describing materials, products, systems, services, or practices.”
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• Provide for the design, 
implementation,  and maintenance of 
effective control-related policies and 
procedures.

• Provide for the effective 
communication of information 
throughout the enterprise.

• Provide the ongoing monitoring of 
the effectiveness of control-related 
policies and procedures. 

• Assist in the resolution of potential 
problems identified by this 
management process.

The adoption of control frameworks 
increased significantly after the passing 
of the Sarbanes-Oxley Act of 2002, often 
referred to as “SOX.” The SOX law 
requires public companies to identify 
risks in their internal processes that may 
lead to material financial misstatement. 
Public companies are further required 
to design an internal control structure to 
mitigate these risks. Additionally, testing 
is required to provide assurance that the 
system of internal controls is effective.

The Securities and Exchange Commission 
(SEC) recognized that the adoption of a 
financial control framework could help 
meet the requirements of the Sarbanes-
Oxley Act. The SEC has gone as far as 
naming the COSO framework as an 
example of a control framework that 
satisfies their criteria for evaluating a 
company’s internal controls over financial 
reporting.

COSO (Committee of Sponsoring 
Organizations) Framework

COSO is one of the most recognized 
control frameworks adopted by public 
companies in the United States. This 
framework was developed as a private-
sector initiative in 1985 by the Committee 
of Sponsoring Organizations of the 

Treadway Commission for which the 
framework is named. The five sponsoring 
organizations consisted of: 

• American Institute of Certified Public 
Accountants (AICPA)

• American Accounting Association 
(AAA)

• Financial Executives Institute (FEI)

• The Institute of Internal Auditors 
(IIA)

• Institute of Management Accountants 
(IMA)

Following the suggestion by the SEC, 
most U.S. public companies have chosen 
to adopt the COSO framework. COSO’s 
main objectives were developed with the 
intention of assisting organizations with:

a) the effectiveness and efficiency of 
operations

b) reliability of financial reporting, 
and

c) compliance with applicable laws 
and regulations 

COSO in Healthcare

Internal control tools developed by 
COSO (Internal Controls – Integrated 
Framework) in 1992 and the Department 
of Health and Human Services (HHS), 
Office of the Inspector General (OIG), 
highlight the importance of the internal 
audit function in detecting and preventing 
violations. In 1996, Medicare losses 
exceeded $26 billion. Much of these losses 
were attributed to corporate fraud, abuse, 
and inefficiencies within the Medicare 
claims system. Analysis of the healthcare 
industry revealed there was a need to 
address risks associated with day-to-day 
business processes. The HHS significantly 
stepped-up its monitoring and auditing 
of the healthcare industry. This included 
assessing significant fines and penalties 
for providers found to be in violation of 
Medicare regulations. 

The adoption of COSO by for-profit 
healthcare entities and some not-for-profits 
has led to the tightening of their internal 
control systems which contributed to 
the fight against Medicare and Medicaid 
abuse. Three years later, Medicare losses 
had been reduced to $12 billion. While to 
a greater or lesser extent, the reduction 
seems like a significant improvement, but 
there is still considerable opportunity for 
further reductions. 

On March 23, 2009, President Obama 
signed into law The Affordable Care 

Act. As part of this law, more tools will 
be available to fight fraud, strengthen 
Medicare, and protect taxpayer dollars. 
Intended to improve and further enhance 
the Administration’s efforts, these tools 
are designed to prevent, detect, and 
take strong enforcement action against 
healthcare fraud in government and 
private insurer programs.

The COSO Cube

What exactly is the COSO framework? 
The first COSO framework was 
developed in 1992. It is graphically 
depicted as a three-dimensional, five layer 
cube. Each layer of the cube represents 
a component of internal control. These 
components are:

• The Control Environment component 
sets the tone for the organization, 
influencing the control consciousness 
of its people. It is the foundation for all 
other components of internal control. 

• The Risk Assessment component is 
the identification and analysis of 
risks to the achievement of relevant 
objectives. This component forms 
a basis for how risks should be 
managed. 

• The Information and Communication 
component relates to the systems 
or processes that support the 
identification, capture, and exchange 
of information in a form that 
enables people to carry out their 
responsibilities. 

• The Control Activities component 
includes the policies and procedures 
that help ensure directives are carried 
out according to management’s 
expectations. 

• The Monitoring component is the 
processes used to assess the quality of 
internal control performance over time. 

A control framework 
is a recognized 

system of processes 
that encompasses 

the internal 
controls expected 
in a well-managed 

organization.
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In 2004 the COSO Enterprise Risk 
Management – Integrated Framework 
was developed. It expands on the 
original Internal Control Framework, 
providing more focus on enterprise risk. 
It is important to note that the ERM 
framework is not intended to replace 
the Internal Control Framework; it 
actually incorporates the Internal Control 
Framework within it.

Controlling Information Technology 
Risk

The SEC recognizes COSO as an 
appropriate control framework for 
assessing and controlling financial risk. 
However, the SEC has not suggested a 
specific control framework for evaluating 
risks associated with the technical 
environment critical to supporting 
business processes. As a result, public 
companies are faced with the challenge of 
selecting a control framework to address 
their IT risk.

There are virtually no companies that 
have not embraced technology. Few of 
us are able to get through the workday 
without cell phones, wireless networks, 
the Internet, or other technology. 
Unfortunately, the conveniences gained 
from technology give rise to risks—risks 
that may compromise our privacy and 
the security of data such as personal 
information, credit cards, and medical 
records. The protection of this sensitive 
information has become critical to many 
businesses. Identity theft, the erosion 
of privacy, and fraud are risks that may 

affect us on a personal level regardless of 
whether we use technology or not. 

HIPAA—Health Insurance 
Portability and Accountability Act

In 1996 the Health Insurance Portability 
and Accountability Act (HIPAA) became 
law. The HIPAA law can be considered 
part of the control framework. 

Title II of the Act provides for the 
enactment of five rules which include:

• Privacy

• Transactions and Code Sets

• Security

• Unique Identifiers (National Provider 
Identifier)

• Enforcement

Organizations found that with HIPAA 
it was not possible to become compliant 
without evaluating how their technology 
was being utilized. This was especially 
true when addressing the Privacy and 
Security Rules. Because of technological 
advances, and the recent enactment of the 
HITECH Act, paper medical records are 
on their way to being outdated. Therefore, 
the protection of sensitive information by 
simply locking papers in a file cabinet is 
becoming insufficient.

The Privacy Rule establishes regulations 
for the use and disclosure of Protected 
Health Information (PHI). PHI is any 
information held by a covered entity 
which concerns health status, provision 
of healthcare, or payment for healthcare 
that can be linked to an individual. PHI 
must be communicated among patient, 
healthcare provider, and the insurers. 
Such communication is accomplished 
over computer networks. Without 
appropriate technological controls the 
protection of PHI becomes difficult. 

The Security Rule lays out three types 
of security safeguards required for 
compliance:

• Administrative—the policies and 
procedures designed to restrict 
access to PHI to only authorized 
personnel.

• Physical—access to protected data.

• Technical—access to computers that 
store and manage protected data.

To an extent, personnel management and 
education play a part in achieving HIPAA 
compliance with Privacy and Security 
Rules. However, the management and 
protection of data is almost wholly 
performed by information systems. 
It becomes increasingly important to 
have a common understanding of how 
controls in technological environments 
are implemented in order to achieve 
necessary compliance. Fortunately, a 
number of technical control frameworks 
have been developed.

COBIT®

Controlling information technology 
(IT) has been an issue almost since 
the computer was invented. In 1992, 
recognizing the need for a control 
framework for the IT environment, 
the Information Systems Audit and 
Control Association (ISACA) and the 
Information Technology Governance 
Institute developed the Control Objectives 
for Information and Related Technology 
(COBIT®) framework. COBIT® has become 
an internationally recognized framework 
that provides a set of generally accepted 
measures, indicators, and processes. 
This IT framework transcends industries 
and is applicable to most corporate 
environments. The most recent version of 
this framework, COBIT® 4.1, was released 
in 2007.

COBIT® is divided into four domains: 

Plan and Organize covers the use of 
information and technology, how proper 
planning and organization can be used in 
a company to help achieve the company’s 
goals and objectives. IT budgeting, 
segregation of duties, personnel 
qualifications and other entity-level 
controls are defined in this domain.

Acquire and Implement provides a control 
framework over the identification of IT 
requirements, acquisition of technology 
(computer hardware and software), and 
the implementation and integration of 
technology into the company’s business 
processes. 

Delivery and Support includes:

• Delivery of IT systems and services to 
the business.

• Execution and management of 
applications and systems.

• Support processes are in place 
that contribute to the effective and 
efficient execution of processes. 

HIPAA’s Title I is intended to protect the health insurance coverage of workers 
and their families in the event they change or lose their jobs. Title II rules were 
developed with a focus on preventing healthcare fraud and abuse; administrative 
simplification; and medical liability reform.
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These processes include the management 
of information security, training, Help 
Desk, and backup and recovery processes.

Monitor and Evaluate deals with a 
company’s strategy in assessing the needs 
of the company. It:

• Determines whether or not the 
current IT systems still meet the 
objectives for which they have been 
designed.

• Identifies controls necessary 
to comply with regulatory 
requirements.

• Deals with the issue of an 
independent assessment of the 
effectiveness of an IT system in its 
ability to meet business objectives. 

• Determines the evaluation of the 
company’s control processes by 
internal and external auditors.

ITIL—Information Technology 
Infrastructure Library

In the 1980s the United Kingdom 
Government’s Central Computer and 
Telecommunications Agency (CCTA) 
developed a set of recommendations 
in recognition of business’ increasing 
dependence on Information Technology. 
The CCTA recognized that without standard 
practices, government agencies and private 
sector contracts were independently 
creating their own IT management 
practices. New Perspectives readers may find 
ITIL information useful when considering 
their enterprise’s control framework.

ITIL originated as a collection of books, 
each covering a specific practice within 
IT Service Management. After its initial 
publication in 1989, the number of 
books in the collection grew to over 30 
volumes. In 2007, ITIL version 3 (V3), 
was published. The number of volumes 
was reduced to a more manageable five 
volumes. The five books address:

• Service Strategy—deals with the 
strategic management approach in 
respect to IT Service Management, 
strategic analysis, planning, and 
positioning. It also addresses 
implementations relating to service 
models, strategies, and strategic 
objectives. It provides guidance on 
leveraging service management 
capabilities to effectively deliver 
value to customers and illustrate 
value for service providers.

• Service Design—translates strategic 
plans and objectives and creates 

the designs and specifications for 
execution through service transition 
and operations. It provides guidance 
on combining infrastructure, 
applications, systems, and processes, 
along with suppliers and partners, to 
present feasible service offerings.

• Service Transition—provides 
guidance on the service design and 
implementation, ensuring that the 
service delivers the intended strategy 
and that it can be operated and 
maintained effectively.

• Service Operation—provides guidance 
on the management of a service 
through its day-to-day production 
life. It also provides guidance on 
supporting operations by means of 
new models and architectures such 
as shared services, utility computing, 
web services, and mobile commerce. 

• Continual Service Improvement—
provides guidance on the 
measurement of service performance 
through the service life cycle, 
suggesting improvements to ensure 
that a service delivers the maximum 
benefit. 

ITIL provides detailed descriptions of a 
number of important IT practices. ITIL 
also provides comprehensive checklists 
and tasks and procedures that any IT 
organization can tailor to its needs. ITIL 
may be adopted in conjunction with 
COBIT, or it may be used by itself as an 
organization designs controls for their 
technological environment.

ISO 27002

As noted earlier, the International 
Organization for Standardization/
International Electrotechnical 
Commission (ISO/IEC) has developed 
standards to address information 
security. The standard most recognized 
in this area is the ISO 27002 Standard 
developed in 2005. ISO 27002 is entitled 
Information Technology - Security Techniques 
- Code of Practice for Information Security 
Management. 

Previously known as ISO 17799:2005, 
ISO 27002 provides best practice 
recommendations on information 
security management for use by those 
responsible for initiating, implementing 
or maintaining Information Security 
Management Systems (ISMS). It 
specifies control objectives to protect 
information assets against threats to 
their confidentiality, integrity, and 
availability.

Larger healthcare organizations 
attempting to implement ISO 27002 have 
experienced a considerable amount of 
difficulty achieving compliance with this 
standard. Smaller organizations with 
limited scopes that cover no more than 
two to three sites, with approximately 50 
staff, or with approximately 10 processes 
have had more success. 

ISO 27799:2008

In order to assist larger organizations to 
achieve compliance, the ISO 27799 standard 
was developed in 2008. This standard is 
known as the Health Informatics Standard, 
Information Security Management in Health 
using ISO/IEC 27002. This International 
Standard provides guidance to healthcare 
organizations and other custodians of 
personal health information on how best 
to protect the confidentiality, integrity, and 
availability of such information through 
implementation of ISO/IEC 27002. 

Conclusion

The utilization of control frameworks is 
instrumental in improving the quality of 
services and products, reducing business 
risks, and meeting regulatory compliance. 
They help companies ensure that losses, 
business risks, and inefficiencies can be 
identified and remediated. 

It is highly likely the healthcare industry 
will undergo an increased amount 
of change in the near future. Current 
legislation related to healthcare reform 
will surely have an impact on the industry 
and perhaps result in the development 
of more control frameworks, guidelines, 
and standards. Organizations that are well 
positioned by being accustomed to the 
control framework elements discussed 
above will find themselves able to respond 
more readily to further requirements. NP
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