
T
oday’s research rules and regulations have 
developed over the years on a foundation that 
has not been immune from noted injustices. 
An example is the Tuskegee Syphilis study that 

spanned four decades. The study was the longest running, 
most well-known, nontherapeutic research effort in U.S. 
history. The participants thought they were receiving 
beneficial medical care. However, the study was merely 
designed to observe the course of the illness and continued 
even after penicillin was known to cure syphilis. 

ethical principles 
Because of the Tuskegee study and other research atrocities, 
ethical principles were developed, including the Nuremberg 
Code, the Declaration of Helsinki and the Belmont Report. 
They all have a similar theme of protecting the rights and 
well-being of research participants. Mainly, these ethical 
principles require voluntary and informed consent, favorable 
risk to benefit ratio, and certainties that the research will 
be administered fairly with special considerations given to 
vulnerable populations.

Current regulations
The Common Rule and the Health Information Portability 
and Accountability Act (HIPAA) are the primary regulations 
governing research participant rights and privacy today. The 
Common Rule defines the oversight role of the Institutional 
Review Board (IRB) and the elements of informed consent. An 
IRB is an independent board serving as a participant advocate 
and it reviews and approves research before implementation. 
The IRB has the authority to require modifications, and can 
disapprove studies posing undue risk. HIPAA governs privacy, 
confidentiality and includes requirements for obtaining 
authorization from research participants.

informed consent and authorization for research
Informed consent is a voluntary agreement to participate 
in research. It is not merely a form that is signed, but is a 
process in which the subject has an understanding of the 
research and its risk. An authorization is written permission 
from the participant to allow their information to be used 
and disclosed for research purposes. 
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Those who have participated in medical research 
projects have not always been protected. Now they 
have certain protections by law, including ethical 
principles that apply worldwide. In the United States, 
the web of voluminous regulation and overseeing 
agencies can be confusing and cumbersome. 
Proposed rules are being developed to simplify 
medical research requirements. This article provides 
a good oversight of research participants’ rights and 
privacy requirements in place today.
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The required elements of informed consent take into 
consideration a participant’s basic rights. The elements 
required for HIPAA authorization are very similar to the 
elements of informed consent, so they are often combined 
into a single document. 

An authorization differs from an informed consent in that an 
authorization focuses on privacy risks and states how, why, 
and to whom the participant’s Protected Health Information 
(PHI) will be used or disclosed for research. An informed 
consent, on the other hand, provides research subjects 
with a description of the study and its anticipated risks and/
or benefits, and a description of how the confidentiality of 
records will be protected. 

research exceptions1

The intent of HIPAA is not to prohibit or impede research 
from occurring. For this reason, HIPAA has various research 
exceptions. To meet these exceptions, certain safeguards 
must be in place.

omnibus rule:  HiPaa changes that impact research
Effective March 26, 2013, HIPAA was updated and now provides 
greater flexibility for research as part of the Omnibus Rule. 
New provisions permit researchers to combine authorization 
for conditional and unconditional components. In addition, 
the new provisions allow authorizations to use/disclose PHI for 
future research, without identifying a specific study. 

Compound authorizations
The Omnibus Final Rule allows a covered entity to combine 
conditional and unconditional components in one form. 
The authorization must contain all elements as required 
by HIPAA and must clearly differentiate between the 
conditioned2 and unconditioned components.3

1 45 CFR 164.512, 514, HHS.gov. (n.d.) . Retrieved 08 12, 2013, from U.S. Depart-
ment of Health & Human Services: www.hhs.gov/ocr/privacy/hipaa/under-
standing/special/research/index.html

2 The participant must sign an authorization for use/disclosure of PHI in order 
to participate in the research study.

3 The participant is not required to participate in a sub-study or any secondary 
research in order to participate in the main research study. 

The subject must be given the option to participate 
or “opt in” to the unconditioned research activities. If 
the research involves the use of psychotherapy notes, 
the authorization can only be combined with another 
authorization for the use/disclosure of psychotherapy 
notes.

Informed consent elements

 • Know why the research is being done and what can be 
expected

 • Understand the known risks, side effects or pain that may 
occur

 • Understand the benefits of the research study

 • Be aware of alternative treatment options

 • Know how information will be used and kept confidential

 • Know if payment will be involved in the study

 • Have opportunity to ask questions and know who to 
contact

 • Make decisions without pressure, coercion, force or 
undue influence (voluntary)

Authorization elements

 • Know what information will be used or disclosed

 • Know the names or identification of individuals 
authorized to receive, use and/or disclose information

 • Be provided with a description of each purpose

 • Know when the authorization will expire

 • Know the authorization can be revoked at any time

 • Understand that once PHI is disclosed outside 
the covered entity, there is no guarantee of 
confidentiality

Each research participant has the right to know
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Future research
A request to use PHI for future studies may be generalized, 
and not study-specific, in recognition that it may not be 
possible to fully describe such studies in detail due to their 
prospective nature. 

The Omnibus Preamble states authorizations for future 
research “must adequately describe [future research] 
purposes such that it would be reasonable for the individual 
to expect that his/her PHI could be used or disclosed for 
future research.” 

It also clarifies that the description of the PHI to be used 
for secondary purposes can extend to PHI not yet collected 
at the time the authorization is signed. Health and Human 
Services has indicated this approach gives covered entities, 
researchers and IRBs the ability to determine how best to 
describe a future research purpose. 

From a practical perspective, IRBs and covered entities 
should align policies and procedures, informed consent/
authorization template(s), IRB or operational checklists, 
etc., to ensure consistency and give consideration to the 
following:

1. Who is the participant population and do additional 
safeguards need to be in place to protect vulnerable 
populations (e.g., children)?

2. What is the nature of the study and the extent and 
sensitivity of the PHI involved? Does the research involve 
tissue samples or data only?

3. Is the PHI housed internally or disclosed to an external 
party?

4. Does there need to be a specific expiration date for 
future research uses?

5. Is unconditional/future research clearly differentiated in 
the authorization (e.g., separate checkbox or signature 
line)?

6. How will the covered entity address revocation of the 
separate components?

7. How will re-consent requirements/processes be 
administered? For example: If participants originally 
agreed to all unconditional components of the study 
and then during the re-consent process, agrees to only 
the conditional components, how will the covered entity 
track the information?

added layers of protection
A Certificate of Confidentiality is another layer available to 
protect sensitive information. The Certificate of Confidentiality 
is a legal document the National Institutes of Health can issue 

Exception Safeguards

Waiver of 
authorization

IRB can grant approval to waive the need to obtain participant authorization prior to the use/disclosure of 
PHI for research purposes. Researchers are required to provide documentation:

 • Of the plan to ensure the use/disclosure of the PHI involves no more than the minimal risk to the privacy 
of the individual (i.e., adequate plan and written assurances to protect and destroy identifiers)

 • Showing research could not be conducted without the waiver

 • Stating the research could not be conducted without access to or use of the PHI

Preparatory to 
research

No authorization is required. The covered entity must obtain assurances from the researcher that:

 • No PHI will be removed from the covered entity

 • The use /disclosure is solely to review PHI as necessary to prepare a research protocol or determine the 
feasibility of a study

 • The PHI is necessary for the research

Research on decedent 
information

No authorization required; rather researchers must assure information will be protected and used solely for 
purposes of research. After 50 years, decedent information is no longer considered PHI.

Limited data sets

A subset of de-identified information1 that excludes specified direct identifiers. It requires a data use 
agreement which outlines how the researcher will use/disclose the PHI for limited purposes. A data use 
agreement must contain required components, which address who can get the information, how it can be 
used and what safeguards are in place to protect the information.

1  De-identified information is not considered PHI. All 18 direct identifiers have been removed (e.g. name, dates, zip code, etc.). 
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to researchers. It is used to protect the privacy and welfare 
of subjects by preventing the release of identifiable and 
sensitive information, in most circumstances. 

Sensitive information can include, but is not limited to, 
information relating to sexual attitudes, substance abuse, 
illegal conduct or information that, if released, might be 
damaging to an individual’s reputation. It may also include 
information related to an individual’s mental health, genetic 
information or tissue samples.

A Certificate of Confidentiality allows researchers to refuse 
to release identifying or sensitive data obtained as part of 
research. This protects against subpoenas or court orders 
and reduces the risk of adverse consequences for subjects 
who are participating in research involving the collection of 
sensitive information. 

The Genetic Information Nondiscrimination Act (GINA) is 
a Federal law passed in 2009 that prohibits discrimination 
in health coverage and employment based on genetic 
information. GINA prohibits health plans from using genetic 
information for underwriting purposes and prohibits 
employers from using genetic information for hiring, firing, 

employment/promotion decisions. The Omnibus Final Rule 
specifically includes and protects genetic information as PHI. 

summary
Due to the volume of regulations and vast number of 
agencies overseeing medical research, some would argue 
the rules have become so confusing and cumbersome that 
they restrict research. The Department of Health and Human 
Services and its underlying agencies (FDA, OHRP, CMS, etc.) 
are developing proposed rules and have been seeking 
feedback from the industry to find a balance allowing for 
proper participant protections without hindering research 
from moving forward timely and efficiently. 

In addition to the Omnibus rule, an advanced notice of 
proposed rulemaking that would modify the Common Rule 
was issued in July 2011. The proposed rule also intends to 
simplify requirements so researchers are not constrained 
by the abundance and redundancies of various regulations. 
As the trend to synchronize regulations continues, research 
will become more manageable for the provider, more 
meaningful to the participant, and continue to protect 
participant rights and privacy. NP

The Omnibus Final Rule allows 
a covered entity to combine 
conditional and unconditional 
components in one form.

Covered entities should align 
policies and procedures, informed 
consent/authorization template(s), 
IRB or operational checklists, etc., 

to ensure consistency.

Watch the little things; a small leak will sink a great ship. 
~Benjamin Franklin
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