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Report Writing 

A Few Good Words—To Rate or Not to Rate?  
That is the Question
By Sally F. Cutler

Y our audit reports are received well by 
management. Even when you deliver 

“bad news,” management acknowledges 
the issues and develops appropriate 
action plans. And your follow-ups 
consistently confirm the appropriate 
implementation of those actions.

However, your audit committee and its 
new chairperson are pressing you for a 
crisper view of your engagement results. 
Furthermore, the new chair would like 
to see more consolidated results across 
engagements. One suggestion is that you 
rate each engagement and consider rating 
each audit observation.

You know peers in the internal auditing 
community who provide such ratings, 
and you’ve heard pros and cons for doing 
so. You’re wondering what type of rating 
scheme will serve the audit committee 
and management and how to ensure that 
your auditors derive ratings in a rational 
and consistent way.

This column examines observation-level 
and engagement-level ratings and explores 
the benefits and pitfalls of ratings. It 
also describes various rating schemes 
and considerations for applying them 
consistently. Finally, it describes various 
approaches to communicating the ratings.

Ratings at two levels

Ratings applied at the observation 
level and at the engagement level 
communicate different messages. An 
observation rating communicates 
the level of residual risk the auditors 
found. An engagement rating typically 
communicates the auditor’s conclusion 
about the sufficiency or maturity of 
internal controls. Often, this conclusion 
is in light of the audit customer’s 
alignment with the organization’s risk 
appetite and/or the audit customer’s 
ability to attain its objectives.

Observation ratings: residual risk

By rating the residual risk, the auditor 
aims to communicate severity and 
priority. The auditor rates the risk that 
remains after the current design and 
operation of controls, and by doing so, 
helps to communicate where attention 
and action need to be focused. Thus, an 
observation rating is tied directly to the 
audit objectives and to testing objectives.

Engagement ratings: sufficiency or 
maturity of internal controls

By rating the sufficiency or maturity of 
internal controls, the auditor aims to 
communicate an overall message about 
how effectively risks are managed by the 
audit customer. Engagement-level ratings 
are a component of the audit opinion or 
conclusion and are supported as such 
by The Institute of Internal Auditors’ 
International Professional Practices 
Framework. The opinion or conclusions 
write-up provides the rationale for the 
rating, while the rating sharpens the focus 
of the write-up.

Benefits and pitfalls of ratings

Audit committees and executives

Audit committees and executives 
routinely express a preference for ratings, 
especially engagement-level ratings, and 
it’s easy to see why.

• For a single engagement, ratings 
succinctly communicate what audit 
committees most want to know. That 
is, the ratings point attention to the 
most severe issues.

• Across multiple engagements, 
rating summaries paint a picture of 
trends. Such summaries may point 
to a systemic weakness within the 
organization, be it obsolete systems, 
untrained personnel or inattentive 
management.

• Together with audit planning 
information, ratings help audit 
committees evaluate the work of 
internal audit, in particular the 
effectiveness of internal audit’s risk-
based approach.

In general, the larger the organization 
and the more engagements internal 
audit performs, the more useful ratings 
and rating summaries are for audit 
committees and executives.

Management

Management, on the other hand, does 
not always find ratings—especially 
engagement-level ratings—to be useful.

• Management may argue that ratings 
oversimplify complex issues and thus 
portray their processes unfairly.

• Management may feel that ratings 
punish cooperation with internal 
audit (and consequently auditees 
may be less cooperative on future 
engagements).

I n general, 
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• Management’s focus on the rating 
may take the focus off the issues—
disputing the rating may become 
more important than taking action to 
resolve the issues.

Finally, internal audit cannot ignore 
that in some organizations, engagement 
ratings are used to assess performance, 
with personal consequences for those in 
management.

Rating schemes

In developing rating schemes, 
internal audit should attend to these 
considerations:

• The function of the ratings is 
succinct communication, and the 
rating scheme should be designed 
accordingly.

• The definitions of the ratings should 
be clear.

• The rationale for assigning the 
rating should be transparent for the 
audit committee, management, and 
internal audit itself.

• The rating scheme should be designed 
so that the auditor can combine 
objective criteria and professional 
judgment to derive the ratings.

Observation ratings

As noted previously, observations rate 
residual risk.

The scheme for observation-level ratings 
often is threefold: high, moderate, low. The 
rating definitions usually are based on the 
likelihood and impact of risk parameters 
such as financial loss, operational 
breakdown, reputational damage, 
regulatory exposure, and strategic failure. 
As such, observation ratings should tie 
directly to the identification of inherent 
risks during audit planning.

Some internal audit departments struggle 
with how to define what represents 
high, moderate, and low for some of these 
parameters. The definitions of financial 
loss may be quantified, but the definitions 
of other parameters may become circular. 
For example, Moderate reputational 
damage may be defined as a moderate 
amount of reputational damage.

To avoid circular definitions, internal 
audit departments should consider using 
scenario-based definitions for risks that 
cannot be readily quantified. For example, 
Moderate reputational damage might be 
defined as an event that could result in regional 
media coverage lasting for more than one day.

Engagement ratings of internal control

For most internal audit departments, the 
aim of engagement-level ratings is to 
communicate the sufficiency of internal 
controls to manage risk. Two approaches 
to such ratings are common:

• A threefold scheme, for example, 
satisfactory, needs improvement, 
unsatisfactory. This scheme, on 
its face, communicates clearly. 
However, the middle rating—needs 
improvement—fails to distinguish 
what is mostly satisfactory from what 
is mostly unsatisfactory. Furthermore, 
for some internal audit activities, the 
needs improvement rating is applied to 
almost every engagement. When this 
happens, the rating no longer serves 
to communicate.

• A fourfold scheme, for example, 
satisfactory, needs improvement, needs 
significant improvement, unsatisfactory. 
This is a worthwhile variation on the 
threefold scheme because it splits the 
middle rating, thus adding clarity 
while still keeping the rating scheme 
straightforward.

A small number of internal audit 
departments have reduced engagement 
ratings to two: satisfactory and 
unsatisfactory. While this scheme might 
seem to be crystal clear, it ignores 
distinctions that are important not 
only to management but also to the 
audit committee and executives. For 
such a scheme to be effective, the 
internal auditor must be able to write 
a supporting opinion or conclusion 
that communicates the subtleties not 
communicated by the rating.

Regardless of the number of ratings, 
their definitions must be clear. Here, the 
internal audit activity should look to 
its mission and overall objectives. The 
most effective definitions make clear 
that both the design and the operation 
of internal controls are factors in the 

rating. Furthermore, the most effective 
definitions also make clear that the 
rating is defined in the context of risk 
management and, ultimately, in the 
context of the audit client’s ability 
to achieve its and the organization’s 
objectives.

Here are some example definitions that 
rise to the level described above:

• Unsatisfactory – Controls are poorly 
designed or absent or they were not 
operating effectively. Urgent action 
is required to address intolerable 
financial, operational, reputational 
and/or compliance risks. Executive 
management attention is required, 
and audit committee attention may 
be required.

• Needs significant improvement – 
Controls are not designed 
appropriately and generally 
are not operating effectively. 
Immediate action is necessary 
to address financial risks and/
or the organization’s ability to 
meet operating objectives, manage 
its reputation and comply with 
regulatory requirements. Executive 
management attention required.

• Needs improvement – Controls are 
generally designed appropriately 
and were generally operating 
effectively. However, improvements 
in the design, operation or execution 
of controls are needed. Action 
is necessary as part of ongoing 
business improvement since the 
risks to processes, projects and 
compliance are tolerable but are a 
cause for concern.

• Satisfactory – Controls are designed 
appropriately and were operating 
effectively. Some actions are 
recommended on a nonurgent basis 
since the risks to processes, projects 
and compliance is tolerable.

Engagement ratings of internal  
control maturity

Another approach to engagement ratings 
is to view internal control as an evolving 
and maturing process. Such an approach 
aligns well with the culture of some 
organizations.

A maturity rating scheme may use terms 
such as: mature, maturing, immature. 
To expand the scheme to four ratings, 
a term such as deficient may be added 
on the negative end or best practice on 
the positive end. Alternatively, such a 

The aim of 
engagement-

level ratings is 
to communicate 
the sufficiency of 
internal controls to 
manage risk.
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scheme may replace terms with numbers, 
representing levels of maturity that are 
defined to clarify their meanings.

Engagement ratings of management 
awareness

Some internal audit activities have 
devised ways to rate management 
awareness of risks and controls. Such 
a rating typically is in addition to the 
auditor’s rating of internal controls 
or of internal control maturity. A 
management-awareness rating provides 
audit committees and executives with 
another dimension in the overall picture 
of governance, risk, and control.

In rating management awareness, the 
auditor considers factors such as the 
following:

• Management’s self-assessment 
of risks and implementation of 
mitigating actions. This is possible in 
organizations requiring management 
self-assessment either on a regular 
basis or as part of pre-audit 
preparations. Management awareness 
is rated negatively when self-
assessments fail to reveal or disclose 
issues that internal audit subsequently 
finds. Conversely, management 
awareness is rated positively when 
self-assessments have identified 
issues—and management has 
reasonable actions underway—even 
if the issues remain unresolved at the 
time of the engagement.

• Repeat observations and issues. 
Management awareness is rated 
negatively when observations 
or issues raised in the current 
engagement were raised in previous 
engagements and remain unresolved.

• Management behavior during the 
engagement. Management awareness 
is rated negatively when management 
is not forthcoming with information 
and is otherwise uncooperative. These 
behaviors are viewed as indicating 
misunderstandings of management’s 
responsibilities.

A management-awareness rating 
scheme may be threefold or fourfold, 
provided the definitions are clear. In 
particular, the definitions should explain 
the components that—singularly or in 
combination—lead to each rating. 

Consistent application of ratings

Professionalism requires that ratings 
be derived through a combination of 

objective criteria and auditor judgment. 
Objective criteria help ensure consistent 
application of ratings. However, in 
the end, the auditor’s professional 
judgment overlays the objective criteria. 
Observations often compound each 
other, with no single observation 
leading to the rating. Conversely, 
a single high-risk observation may 
be enough to turn the engagement 

rating more negative than the other 
observations might warrant. 

Along with clear rating definitions, 
auditors need a defined process for 
deriving ratings. Some of the questions 
this process should answer include:

• Is the rating derived by considering 
the audited entity in and of itself, 
or in the context of the entire 
organization? This is an important 
question, especially when the rating 
is based on financial risk and the 
audited entity is a small component 
of a larger organization.

• Are all risk factors to be treated 
equally, or are some more significant 
than others? Or is the significance 
dependent on the process?

• Are engagement ratings constrained 
based on the observation ratings? 
For example, is there a constraint 
that the “best” rating cannot be 
issued if at least one observation is 
rated High? Or is there a constraint 
that the “worst” rating cannot 
be issued unless at least one 
observation is rated High or at least 
two observations are rated Moderate? 

• When will the observation ratings be 
shown to the audit client? When will 
the engagement rating be shown?

• Will the internal audit department 
“negotiate” the observation ratings? 
Will it negotiate the engagement 
rating?

Communication of ratings

Observation and engagement ratings may 
be communicated in various ways.

• Words – This is a common approach. 
Each rating is captured in a single 
word or phrase.

• Colors – This is a popular approach. 
Each rating has a color associated 
with it—usually, the traffic-light 
colors of red, yellow, and green, with 
orange inserted between red and 
yellow when four ratings are used. 
Words need to be retained because 
reports may be printed on black-ink 
printers, and some readers cannot 
distinguish some colors, particularly 
red and green.

• Graphics – These may be sliding 
scales, dashboards, and other 
measurement-indicating graphics. 
Words need to be retained to ensure 
clarity.

• Tables – Internal audit departments 
that present more than one rating 
may use a table to show both ratings 
in the same space. For example, 
an internal audit department that 
presents an engagement rating and a 
management-awareness rating may 
place one rating on each axis, with a 
check mark in the intersecting cell.

• Heat maps – For observation 
ratings, heat maps may represent the 
intersection of likelihood and impact 
to represent the residual risk.

A decision to incorporate ratings

You’ve given the issue of ratings a 
lot of thought, and you feel you can 
reasonably incorporate both observation 
and engagement ratings. You know that 
you’ll need to sell these ideas not only to 
your key management audit customers 
but also to your audit staff. Still, you 
see the value for all concerned, and 
you’re enthusiastic about using ratings 
to communicate your results and your 
opinion more crisply and clearly. NP

Sally F. Cutler, president of Word-Wrights 
Incorporated, provides report-writing training 
and consulting for internal audit departments 
worldwide. A collection of these columns—
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written two books on audit reporting, both 
published by The Institute of Internal Audi-
tors Research Foundation. You can reach her 
at Sally.Cutler@word-wrights.com or (315) 
626-2545.
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