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Obtaining a Background and 
Assessing the Risk 

Prior to any software assessment, it is 
important to understand why the software 
is being considered. A firm understanding 
of the purpose and benefits of the 
software will provide valuable guidance 
when determining the assessment scope, 
approach and risks that encompass the 
implementation. Areas to cover when 
obtaining a background and assessing the 
implementation risks include:

Business Case—Review project documents 
and meet with the group proposing the 
change:

Why is the software being •	
considered, and what issues is it 
intended to resolve?

Who will benefit from the •	
implementation of this system?

Has a current-state assessment been •	
conducted? 

Are there any current manual or •	
automated processes in place today?

What are the identified focus areas •	
for improvement, and what are the 
desired outcomes of the software 
implementation?

Who is driving the initiative to •	
change? Is it a voluntary change 
or one mandated by regulation 
or operational necessity? 
(Understanding the motivator for 
change may provide additional 
insight into the level of support and 
resources that will be allocated to a 
software implementation). 

Who are the users and how open •	
are they to new systems? Are they 
willing to go through training? 
(Understanding the user base and the 
organizational dynamics will help 
identify any challenges that could 
be expected during the software 
implementation). 

Consider a high-level discussion and •	
review of users’ experiences from 
previous software implementations 
as part of your scope planning. User 
satisfaction is discussed later in the 
article.

Understanding the current IT environment:

Are IT systems housed internally, or •	
are they outsourced? Is IT centrally 
controlled, or are IT operations 
dispersed? (Understanding how IT 
operates its systems is essential in 

understanding alignment of system 
responsibilities, and therefore your 
scope). 

Are there policies and procedures •	
that need to be adhered to as part 
of the organization’s strategy for 
new systems? This could potentially 
include a review by an IT or 
organizational systems architect, or 
be reviewed by a group providing 
oversight of the IT environment. 

Assessments Prior to Software 
Selection

An assessment conducted prior to 
the software selection provides an 
opportunity to review the proposed 
solutions and determine whether 
appropriate criteria are used to make a 
selection. An assessment at this stage 
is too early to determine issues with 
the actual readiness of the software for 
implementation. However, by focusing 
on the selection of the best solution for 
the environment, you will reduce the 
issues prior to implementation and 
throughout the operational lifecycle. If 
the opportunity exists to conduct more 
than one readiness assessment, consider 
committing resources to an assessment at 
this phase as well as prior to go-live. Steps 
to consider at this phase include:

Reviewing the process used for •	
creating and sending Request for 
Information (RFI), Request for 
Proposals (RFP) and Request for 
Quote (RFQ). Requests should 
contain a clear description of:

The features and capabilities being  c

sought, including the issues the 
software is intended to address.

Executive Summary
Software implementation assessments provide your organization with valuable 
insight from an independent perspective and revolve around determining whether 
operational objectives using technology have or will be achieved. Despite the topic 
description, software implementation is not purely an activity for your information 
technology department. Software is simply a tool to aid the operation of your 
organization, and its value is derived when it is placed into operational use as a 
system. Therefore, throughout this article the terms software and system are used 
interchangeably, as the goal of the assessment is to ensure smooth operations. 
This article focuses primarily on a non-technical approach to performing software 
implementation assessments. 
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Software requirements, which are  c

the ‘must-haves’ in order for the 
solution to be considered. 

Operational insight into your  c

organization, such as how the 
software will be used and who will 
use it. 

A description of the current  c

IT landscape and architectural 
requirements the proposed 
solution must meet. An example 
of this may be that the software 
must operate on a Microsoft 
server due to operating system 
standardization. 

Ensure that Non-disclosure  c

Agreements (NDAs) are executed 
for your request; both your own 
organization’s and the parties 
receiving your requests. 

Request references from the potential •	
software providers’ previous and 
current clients.

Assessing the features and •	
functionality of the solutions for 
appropriateness—determine whether 
the software meets established needs 
and requirements.

Reviewing software licensing and •	
dependencies—ensure that there is 
a clear understanding of the short 
and long-term implications of the 
software licensing model, such as 
costs. In addition, ensure that the 
implications of licensing the software’s 
dependencies such as operating 
systems, databases and other required 
applications are understood. In 
addition, review possible implications 
of data exchanges with existing 
systems within the environment. 

Understanding the selection •	
criteria—determine if the following 
are present:

An objective review process, when  c

considering the potential solutions. 
Ensure that the process can be 
applied to all software under 
consideration. 

A document containing clearly  c

stated measurable goals for the 
software.

An objective group of stakeholders  c

that is willing and able to 

participate through the selection 
and implementation phases.

Standards and procedures to  c

document the decision making 
process.

Understanding system availability •	
(uptime)—The availability of 
a system is often expressed in 
percentage of system ‘uptime’. This 
percentage will not include scheduled 
maintenance time windows, therefore 
it is important to note what these 
percentages mean. For example, a 
system with guaranteed 99.5% uptime 
that has a two-hour established 
maintenance window per day could 
expect to have up to 40 hours of 
unscheduled downtime a year. It is 
important for users and management 
to understand the ramifications of 
system availability.

Determine whether the planned •	
software adheres to regulatory 
requirements and industry good 
practices, most notably:

The Health Insurance Portability  c

and Accountability Act (HIPAA) 
Security Rule.

The Payment Card Industry Data  c

Security Standards (PCI DSS) 
provides a series of requirements 
that must be met by the standards 
and practices detailed in the DSS. 

The National Institute of  c

Standards and Technology 
(NIST) 800 Series of computer 
security policies, procedures 
and guidance. Although these 
documents are relatively technical 
in content, they provide valuable 
security guidance for federal 
agencies and nongovernmental 
organizations.

Assessments Prior to Software 
Implementation 

Conducting an assessment closer to 
the go-live date may help to detect and 

potentially avoid implementation and 
operational issues further down the 
road. Areas to consider as part of your 
assessment prior to go-live include: 

Review the software development •	
lifecycle (SDLC) of the software 
to determine whether the solution 
providers adhere to good practices. 
A number of SDLC models are 
available, however they all tend to 
adhere to these general phases:

Initiation and Planninga. 

Requirement Gathering and b. 
Analysis

Designc. 

Build and/or Configurationd. 

Testinge. 

Deployment: The ‘go-live’f. 

Operations and Maintenanceg. 

If possible, determine the SDLC model 
that was used for the software, and utilize 
the guidance provided by the framework 
within your assessment. Determine 
whether the software development 
followed the model methodically, 
and determine whether thorough 
documentation of all decisions and 
changes were made at each phase. 

Determine whether system update •	
and troubleshooting protocols are 
in place. Change management and 
test protocols should be clearly 
established and documented. 

Ensure that support and maintenance •	
agreements are in place and are 
clearly understood by all parties. An 
escalation process should also be in 
place if an issue arises. 

Ensure that backup and recovery •	
processes and procedures for 
the software are in place prior to 
software implementation, and have 
been tested prior to go-live. Business 
continuity and disaster recovery 
plans should be established and 
documented in conjunction with the 

A system with guaranteed 99.5% uptime that has a two-
hour established maintenance window per day could have 

40 hours of unscheduled downtime a year.
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backup and recovery processes and 
procedures.

Determine whether interfaces with •	
internal and external nodes have 
been tested, and that hardware and 
networking requirements have been 
met.

Review whether adjustments to •	
the current IT environment will be 
necessary.

Determine whether data validations •	
and reconciliations were conducted 
to ensure accuracy of the information. 
Review the data transmitted to and 
from the software as well as the data 
contained within the software. 

Ensure that workarounds and •	
possible back-out plans are in place 
should issues arise during go-live or 
during system operation. 

Determine whether users have •	
received appropriate levels of training. 

Security

A number of security-related regulations 
and industry best practices may 
be applicable to your software’s 
implementation and operation. A review 
of security at any stage of a software 
implementation assessment is advisable; 
however, it is an absolute necessity just 
prior to go-live. The subject of software 
security could easily be its own article 
therefore the following is a summary 
of some key concepts to consider when 
conducting your software assessment:

Understand how the software and •	
its users will create, transmit and/or 
receive, store, or utilize data:

By identifying the expected  c

patterns within software 
operations, anomalous activity 
may be easier to detect. 

Anomalous activity may be an  c

indication that inappropriate or 
potentially malicious activity is 
occurring, and appropriate controls 
should be in place to detect and 
ideally prevent such activity. 

Assess how the Authentication, •	
Authorization, and Accounting 
(AAA) of users will be implemented:

Authentication is establishing  c

the identity of a user. All users 

should have unique identifiers, 
and methods to ensure their 
identity must be enforced. Methods 
to authenticate users include 
passwords and biometrics such as 
a fingerprint.

Authorization provides the  c

authenticated user access to what 
is necessary for their role within 
the software. Also known as the 
principle of least privilege. 

Accounting provides a record of  c

the actions taken within software, 
and may be used at a later time 
for investigation should a security 
incident occur. 

Ensure that software functions, •	
services and settings that are 
absolutely necessary for proper 
operations are made available. 

Enabling unnecessary capabilities  c

within software exposes the 
software to additional risks such as 
inappropriate use, or may provide 
an avenue in which the software 
could be breached.

Determine whether the software •	
provides data encryption, and how 
the encryption is managed:

Data at rest—Encryption of  c

data while stored will ensure 
confidentiality.

Data in transit—Encryption of  c

data while being transmitted over 
a network should be considered 
whenever possible and as 
mandatory over non-private 
networks such as the Internet. 
Encryption will significantly 
reduce the risk of a breach of 
confidentiality during data 
transmissions.

It is critically important to ensure  c

that reliable processes and controls 
are in place for encryption as 

well as decryption. The inability 
to decrypt data carries the same 
ramifications as destroyed data.

Review the processes to be used to •	
implement the software’s security 
patching and any of the software’s 
interdependencies such as the 
operating system. 

A program to test and implement  c

security patches should be in place 
prior to the software go-live. 

Many resources are available to assist 
you in conducting a software security 
assessment. One that is particularly 
effective and straightforward is an essay 
posted on Microsoft’s web site titled “10 
Immutable Laws of Security”. When 
reviewing the security of any computing 
resource, consider incorporating these ten 
laws as part of your risk assessment and 
review program.

An Important Note on User 
Satisfaction

Obtaining an understanding of the users 
within the environment and addressing 
their needs and concerns is critical in a 
software implementation. Some typical 
negative effects of new software that 
could ultimately lead to an unsuccessful 
implementation include: 

Slow software response times when •	
using the system 

Inability by a user to obtain useable •	
information from the system, 
either due to system limitations or 
complexity of the system

Requiring users to remember another •	
username and/or password 

Lack of user participation in •	
the software development and 
implementation lifecycle, which 
could lead to users not accepting the 
system 

Being mindful of the potential negative 
effects that users may experience with 
the software implementation will provide 
guidance on scoping your assessment.

Bringing It All Together: A 
Sample Program for Software 
Implementation Readiness 
Assessments

The following is a program that was used 
to assess the readiness of a software suite. 

Ensure that backup 
and recovery 
processes and 

procedures have 
been tested prior to 

go-live. 
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The assessment began approximately 
eight weeks prior to the established go-
live date, and the end deliverable of the 
review was a system readiness assessment 
memorandum sent to the organization’s 
executive management. The memorandum 
detailed the observations made throughout 
the assessment as well as unmitigated risks. 

Project Management1. 

Executive Oversight•	 —Determine who 
will be approving the software go-
live, and review the decision making 
protocol.

Work Plan Execution•	 —Review the 
project timelines and documentation 
of the steps that have led up to the 
go-live to ensure all critical steps 
have been addressed.

Issue Tracking/Management•	 —
Determine whether a process is in 
place to document all issues that arise 
within the implementation lifecycle. 

Status Reporting & Communication•	 —
Confirm that expectations are 
established to keep stakeholders 
(management, users, executives, 
and the vendor) informed on the 
implementation status. Ensure that an 
appropriate protocol is established. 

System Build2. 

Role-Based Security Settings •	
Established—Review the list of users 
and their assigned roles for accuracy 
and appropriateness.

Reporting•	 —Ensure that critical reports 
have been identified and reporting 
gaps have been evaluated.

Strategic Planning and Expanded Use •	
of the System—Determine whether a 
Gap Analysis of current vs. future use 
of the system was performed. Ensure 
that the current implementation steps 
are in line to support the expanded 
future use of the system. 

Review of Other Critical Functionality•	 —
Identify all other essential functions 
of the software and ensure that the 
software is functioning as expected. 

Process Redesign3. 

Process Workflows Developed•	 —Verify 
that the operational steps are defined, 
and the flow of data meets project 
specifications. 

Policies and Procedures Developed•	 —
Determine whether appropriate 
policies and procedures have been 
documented and communicated to 
the user population. 

Testing Plan4. 

Interfaces Tested and Validated•	 —Ensure 
that data interfacing with other 
organizational systems have been 
tested, and that the data exchanged 
amongst the systems has been 
validated.

System Load Testing•	 —Review the 
testing that occurred to ensure that 
the software is able to withstand the 
expected load of all simultaneous 
users. 

Training5. 

End User Training•	 —Ensure that all 
users are properly trained for using 
the software just prior to go-live, and 
have been informed on how to obtain 
assistance. 

Super User Training•	 —Determine 
whether the Super Users assigned 
to provide frontline support have 

received adequate training and 
reference materials.

Competency Testing•	 —If a competency 
test will be required, is there a 
process to administer the test and 
track the individual results? Will a 
passing score be necessary prior to 
granting users access to the software? 

Activation Strategy6. 

Go-Live Checklist Completed•	 —Ensure 
that a Go/No-Go Decision Checklist 
of project dependencies is completed 
for the decision makers. 

Contingency Planning and Emergency •	
Downtime and/or Back-out Plan 
Determined—Ensure that a plan for 
manual workarounds and a possible 
reversion back to the previous 
software is in place.

Go-Live Staffing Plan & Support In •	
Place—Determine whether the 
staffing plans for supporting users is 
appropriate. 

Ongoing Support7. 

Determine whether a user support •	
plan for ongoing operations and issue 
management beyond the go-live 
period is in place. 

Ensure that a process is in place for •	
consideration and implementation of 
additional software features or future 
upgrades.

Determine whether a process is in •	
place to receive and consider feature 
and/or enhancement requests.

Summary
By conducting an assessment of some 
or all of the focus areas discussed, the 
overall risk of software implementation 
to your organization should be lowered. 
Re-working a system once implemented 
is costly, therefore consider incorporating 
these focus areas prior to your software 
implementations. 
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A review of security 
is an absolute 

necessity just prior 
to go-live. 


