
M
ost healthcare providers are using a 
vendor-supplied EHR system. However, the 
federal agencies with mandates to accelerate 
the use of health information technology are 

not charged with ensuring that EHR systems are reliable 
with respect to records management. Thus, healthcare 
organizations are being pushed to implement systems with 
no assurances that they are capable of rendering authentic 
or accurate records of the care provided to patients, or, in 
fact, that they even possess reliable data.

Since no independent authority or regulatory agency 
oversees EHRs as records systems, questions are arising 
regarding their reliability and accuracy. The burden rests 
with users of these systems, and to some extent the EHR 
vendors, to demonstrate that internal controls are in place to 
ensure the systems can be relied upon to render authentic 
records and accurate data relating to encounters with 
patients.

Some of an organization’s greatest risks lie in the areas of 
problematic records of actual patient care. Problematic 
records, in turn, affect the reliable measurement of patient 
care workload and the reliability of patient care quality 
attributes, which raise the specter of False Claims Act 
exposure.

Pay particular attention to whether your organization’s EHR 
does indeed render an accurate and reliable record of the 
care provided to patients.

It is highly advisable to conduct an EHR audit using a 
standards-based tool, like the one described below. This tool 
will assess the dependability of a key aspect of an EHR—
accuracy of record entry origination.

Why you should be concerned now
An ill-controlled EHR system can produce a long list of 
serious clinical, business and legal issues. Here are several 
risk-laden issues that should worry audit, compliance and 
management staff.

Record Entry Origination: Risks that 
Lurk in Your EHR
Confirmation of the who, what, where and when of patient care
By Reed D. Gelzer, MD, MPH

As clinical and business records systems, 
Electronic Health Records (EHR) systems 
remain unregulated and without oversight 
or meaningful certification. Federal 
programs such as Meaningful Use are, 
nevertheless, requiring the use of these 
unproven records systems.

Currently no federal or state government 
program requires assertions or assurances 
of EHR reliability or record accuracy. It is 
therefore the duty and sole responsibility of 
EHR purchasers and EHR vendors to make 
sure systems meet clinical and business 
requirements. The importance and visibility 
of risk related to the reliability, authenticity 
and accuracy of EHR information, in both 
medical and legal settings, is quickly rising.
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Revenue integrity and regulatory compliance
This risk has many facets, but those receiving the greatest 
OIG attention are the following.

Upcoding – Generally, this means creating records that 
falsely represent that care services were performed 
that were not actually done or were not needed. Often 
this emanates from EHR efficiency functionalities that 
were not well designed or controlled, that staff received 
insufficient training for, or that required more deliberate and 
conscientious use. Examples include a number of variants 
of “Copy” functions or machine-generated records that do 
not align with record attribution requirements and record 
origination processes.

Upcosting – This results from misrepresentation of the 
complexity-of-care codes assigned to a given patient, 
usually from falsely representing, in copied or machine-
generated records, that a patient has clinical conditions he 
or she does not have or that are less severe than recorded. 
For services paid for under current or future payment 
models where sicker patients generate greater payment, this 
upcosting will impact the reliability of patient care records 
and potentially create false claims or false reporting under 
pay-for-value models.

Since no independent authority 
or regulatory agency oversees 
EHRs as records systems, 
questions are arising regarding 
their reliability and accuracy.

Variance from Scope of Care rules – This results from records 
that misrepresent who actually provided care to a patient. 
(e.g., recording services that were actually provided by 
clinicians with constrained scope of care and representing 

that the care was provided by clinicians with the necessary 
skills, credentials and privileges).

The resulting risks range from obscuring insufficiently 
credentialed people who are practicing medicine without 
proper licensure to false claims for services provided 
improperly by, for example, clinicians in training. In 
medical-legal settings, such falsification can lead to the 
impeachment of records, indefensibility of records and legal 
judgment. This kind of false record also makes it difficult to 
measure professionals’ true productivity.

Excess costs and inefficiencies
When the clinical care records system is deficient, unreliable or 
defective, all functions that rely on those records are inefficient 
and that leads to unnecessary costs. Much of the excess cost 
comes from validating the reporting of clinical activities and 
clinical outcomes, including clinical workload and clinical 
revenue integrity. Similarly, validation burdens will affect 
Accountable Care Organizations’ quality and cost metrics 
validation. The less-than-optimal results require additional 
validation and quality assurance efforts, as well as rework.

Processes and methods that have, in the past, produced 
trustworthy source records can no longer reasonably assure 
that trustworthiness. As such, they must be reexamined, 
tested and revalidated.

Release of information risk (reliability and accuracy)
Looking at how EHR systems produce records for external 
use can highlight record origination anomalies. For example, 
date, time, and author data may be sparse, but present in 
conflicting forms in linked systems, confusing or subject to 
multiple or even prejudicial interpretations.

EHR systems often cannot meet record preservation 
requirements to demonstrate that the records were 
not altered after an incident or risk event, or after a 
notification of legal action has been received. Similarly, your 
organization would have no defense against an allegation 
that an authentic entry had been changed.
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Changes or updates in record origination configurations 
may mean that a Release of Information (ROI) for the same 
record may look different, depending on when the ROI was 
produced. Appearing in court with apparently different 
records from an EHR system underlines how difficult it can 
be to validate a legally “authentic” record for any reporting, 
regulatory, or payment support purposes.

Community confidence risk
The damage to patient and community confidence is more 
difficult to assess, when it is divulged that an organization’s 
records may not accurately reflect what was done, when 
it was done, or by whom. This has significant implications 
beyond measuring and assessing clinical care. It includes 
trustworthy measurement of quality of care and patient 
safety assurance, as well as associated legal and regulatory 
compliance issues.

Processes and methods that 
have, in the past, produced 
trustworthy source records can 
no longer reasonably assure 
that trustworthiness.

As long as regulations or industry standards do not require 
EHR systems to be fit for use as records management 
systems, internal auditors and compliance professionals 
should undertake technical assessments and continue to 
raise the topic as an identifiable and mitigatable source of 
enterprise inefficiencies and risk. Given the significance of 
the above risks to the organization, internal auditors should 
add the auditing of their organization’s EHR system to their 
annual plans.

A usable origination standard
Health Level Seven (HL7) is well known for asserting 
technical requirement standards for digital transactions for 
the healthcare industry, and has normative standards that 
address EHR functional requirements that, in turn, indicate 
risk areas for EHR systems.

Currently, there is no regulatory mandate that vendors 
or users abide by these standards. In this article, the 
HL7 EHR Records Management and Evidentiary Support 
Functional Model, Release 2 (EHR-S FM, R2) standard is 
used as guidance for auditors' technical assessments. 
EHR-S FM will someday be the basis for guidance or 
regulation of EHRs, but until then, the burden remains on 
each system's users.

A foundational section of the EHR-S FM guides record 
origination for patient care notes, assessments and plans. 
These are found in Record Infrastructure section RI.1.1.1. 
An organization may, as one element of risk mitigation, 
demonstrate due diligence by attending to this record 
infrastructure guidance.

Understanding the record origination function
Record origination refers to EHR functions and embedded 
electronic record documentation processes utilized for the 
first-time capture of information about an act or event that 
is entered into the EHR system.

To understand the record origination concept, consider 
Microsoft Word. When you launch a new Word document, 
many things happen in the background in response to rules 
built into the software. These origination functions add 
other information to the work in progress, such as keeping 
track of who first wrote the entry and when.

All of this occurs in the background and is automatically 
saved , even when you do not click on Save. Word keeps an 
accurate history of who did what and when to the document 
until you hit Save. A record can be destroyed while it is 
still undergoing origination, but once you click Save, any 
modifications will be recorded as updates to the original.

Similarly, in the EHR, data sets are intended for retention of 
evidence of actual acts or events. The capture of these acts 
or events is called a record entry in the EHR-S FM. Record 
entries vary in size and complexity within and between 
systems. They can be small, such as a blood pressure 
reading, or larger, like an ambulatory clinic’s complete 
patient history and physical or bedside nursing notes. 
Depending on how an EHR is designed and how it manages 
specific tasks, there can be combinations or compilations 
from many other record entries (e.g., a Discharge Summary).

EHR systems often cannot 
meet record preservation 
requirements to demonstrate 
that the records were not 
altered.

Commonly, the records created (records that support 
a payment claim or a quality measure), are complex 
compilations of record entries aggregated into formalized 
output types (e.g., an office visit or other type of care 
episode). Each record entry component must be originated 
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and aggregated into the necessary output type to assure its 
value as information and to mitigate risks that derive from 
problematic records keeping.

The main point about origination is that it is the first-time 
capture of an act or event into the EHR system that is 
distinguished from other EHR tasks. The EHR must manage 
origination while maintaining intact, secure and unchanged 

all of the previously created record entries as well as the 
many reports, analyses and alerts required in the daily 
operations of the organization.

When compiled successfully, a reliable EHR and an 
authenticity-oriented EHR provides timely and trustworthy 
information to diverse clinicians and others for the provision 
of high-quality, highly effective patient care services.

Assurance of authenticity
Attention is now being increasingly drawn to landmine 
problems that result from problematic origination processes 
that bring into question the authenticity and accuracy of EHRs.

For instance,  old information can be copied and 
represented in a new setting as if it were newly originated 
information. Another common problematic origination issue 
is machine-generated patient information that is presented 
as if it were uniquely originated for this patient by a human 
author. Another significant problem is an EHR function’s 
ability to modify who originated and authored which entry.

Some EHR records are not capable of affirming authenticity 
if not accompanied by supportive data (sometimes referred 
to as metadata) about that record.1 This supportive data can 
be examined regarding who (or what) originated the record 
entries, and when. This data can often derive from the EHR 
system’s security audit log, if it is not designed as part of the 
record entry.

In instances of multiple authors, or where one person may 
make entries (scribe) on behalf of another, determining the 
“who” can appear challenging. In a well-designed, properly 
used system, there will be no such ambiguities.

It is important for auditors to assess these functions, 
because some organizations will rely on out-of-the-box 
implementations that appear to work, but fail under this 
closer review. It is best to not wait for a compliance audit, 
legal proceedings or a coding audit to identify what appear 
to be (or may actually be) irregularities in record origination.

Key controls of record origination
The first element of record origination is the system’s ability 
to control access to record entry origination. System security 
functions should control who is permitted to originate a 
new patient care record entry. For example, billing clerks 
should be restricted to view-only access to patient care 
records. There are EHR systems on the market that cannot do 
this kind of restricted access.

1 Drury, Barbara, Gelzer, Reed, and Trites, Patricia, “Electronic Health Records 
Systems: Testing the Limits of Digital Records’ Reliability and Trust” in Ave Maria 
Law Review, Volume 12, Number 2, Summer 2014, p 257-289.

Key Terms

Origination refers to those EHR functions and 

embedded documentation processes that are 

utilized for first-time capture of information about 

a real-world act or event that is entered into the 

EHR system. Examples of EHR origination functions 

include authoring and how authorship is attributed 

to person, device, date and time, and updating during 

origination (as distinguished from updates to existing 

data records like Amend, Append, Correct, Deprecate, 

etc.).

Attribution is a key concept for origination. It refers 

to how the system represents who (or what) executed 

each element of input into a record entry. It evaluates 

how the system represents the differences between 

elements of record entries that are from:

 ◦ A clinical device, that records results directly into 

the system, such as an automated blood pressure 

machine.

 ◦ A capture-only human author, like a medical 

assistant

 ◦ An authenticating author, who, per policy:

 ▪ Can capture information through placement 

in the record

 ▪ Is privileged by the organization to sign 

or otherwise officially confirm and accept 

responsibility for content, its means of 

production and its fitness for the intended 

end-use(s).

 ◦ Such additional sources as may arise (images, 

audio recordings, patient-provided information, 

other sources internal or  

external to the enterprise).
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How to audit the originate function

To audit origination, you need to consider attribution. Attribution refers to the accuracy and authenticity of authorship. 
Attribution recognizes and records who or what has authored the record entry.

Confirm with your EHR system administrator or vendor that this audit can be performed without interfering with the 
live system.

You will want to audit three user types (names will vary by organization):

View-only user – for example, a clerk who may view but not originate or contribute to a record entry. Call this User 1.

Contribute, but not authenticate user – for example, a medical assistant who may contribute certain elements such as a 
blood pressure reading, or a medical student who may do the same in an inpatient setting. Call this User 2.

Authenticate-capable user – for example, a nurse or physician who may input and authenticate/attest according to 
organization policy and in compliance with other guidance such as payer scope of practice stipulations. Call this 
User 3. Or it may be useful to employ two identifications at this level, perhaps a registered nurse (RN) as User 3a and an 
advanced practice nurse (APRN) or a physician as User 3b.

When the three user types are identified, a simple scenario will suffice for the audit. The key point for origination testing 
is to assess the authoring attribution (so the test scenario need not be an actual patient case). You may want to conduct 
the audit with the assistance of a skilled user of the system to create the test scenario outlined here.

Test scenario

1. User 2 enters a set of documentation entries representing an episode of care. (For inpatient services, it may be better 
to use Users 3a and 3b).

a. For User 2:

i. Record a set of record entries within their permitted scope of practice, such as vital signs.

ii. Identify whether a “view only” function exists, such as a patient Problem List or Prescribing function that a user 
can view only, but not edit or record. Attempt to edit or record a prescription or add to the Problem List. What 
happens when you attempt to do so? This will show whether the system supports Role-Based Access Controls.

iii. Then attempt to document User 2 performance of a physical exam, which is outside their scope of practice. 
Then authenticate the record as a User 3a (APRN). Will this alter the record’s attribution to wrongly represent 
that the APRN performed the examination? (Note that this is not the Medical Assistant acting as scribe and 
recording the exam done by the APRN, which is a different attribution scenario).

iv. User 2 signs out of the record or “transfers” it to User 3a or 3b.

b. User 3a or 3b is now the designated author.

i. Alter at least one of the elements recorded by User 2.

ii. Add additional elements to the record’s entries that are ‘in scope’ for User 3a or 3b credentials (such as adding 
to the Medication List or Problem List or entering elements of a physical assessment or examination).

iii. Acting as User 3a or 3b:

 ▪ Transfer the record to User 3b (if the system supports two Authenticate-capable providers in the same 
record).

 ▪ If a User 3b position doesn’t exist at your organization, then User 3a authenticates or signs (and skip to #2 
below).

c. As User 3b, now the designated author:

i. Alter at least one of the elements recorded by User 3a.
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ii. Add additional elements to the record’s entries that are ‘in scope’ for 3b credentials, in addition to and 
different from those of 3a.

iii. Authenticate or sign the record.

2. For the record entry origination attribution test, the objective is to evaluate the record’s representation of who did 
what, with three main questions in mind:

a. Does the system permit a readily accessible rendering of the record consistent with the first conformance criterion 
in EHR-S FM R2 (RI.1.1.1)? ("The system SHALL provide the ability to capture (originate) a record entry instance 
corresponding to an action instance and context.")

b. Does the system permit a readily accessible rendering of supporting information that aligns with the basic 
requirements among FM’s Conformance Criteria for RI.1.1.1.1, as outlined here?:

i. The system SHALL audit each occurrence when a record entry is originated and retained.

ii. The system SHALL capture the identity of the individual(s) who performed the action documented in record 
entry content. (In most instances, the author is the performer.)

iii. The system SHALL capture the identity of the user who entered/authored record entry content. (This permits 
EHR functions when the author may differ from the performer, as permitted by an organization’s policies for 
capturing of who/what/when.)

iv. The system SHALL capture the date and time of action occurrences as evidenced by record-entry content.

v. The system SHALL capture the date and time of when record entry content is originated.

vi. (Additional conformance criteria in the FM apply and can be tested, when these substantial assessment 
challenges have been mastered.)

c. Do the available renderings support an accurate representation of who actually did what when?

3. Assessing test results

a. What does the view of User 1 look like?

i. Does it sufficiently and accurately represent who did what?

ii. Note that this probably represents the view and access of, for example, a Coder. Therefore, it is important that 
the origination attribution is properly represented. This supports correct coding to correctly assign workload 
to each clinical service provider, for example. It also avoids misrepresenting who actually performed a service 
when the clinical organization, as well as different payers, recognize differing scopes of care.

b. How accessible are other presentation options* for an auditor? Can you see an accurate reconstruction of who 
did what, including who altered what, and can you see the content that was altered earlier?

i. Does the rendering of the record entry reflect the actions and events recorded above, and can these be 
printed? It may take some trial and error to find the best view/print options.

ii. It is highly likely that detailed reconstruction will be quite difficult. However, the point is to determine 
whether the system can support an accurate reconstruction of commonly complex attribution tasks in 
origination of record entries.

c. Commonly observed attribution defects in origination are:

i. Representing that all documentation was entered by one and only one author (usually the last one).

ii. Representing that none of the authors’ documentation was altered.

* In the EHR FM Standard, the term “rendering” is used as the verb for production of a screen view, a data output for digital transmission, or a printed data 
object, form, or “record.” The concept is that, as complex records systems, there are myriad ways for the system to design an output. Therefore, each output 
is only one of many possible ways to represent (render) a given data object, form or record from that complex system. In effect, “to render” is intended 
to emphasize that outputs from EHRs are not specific things like a photocopy of a paper record. EHR outputs are constructs, not fixed objects, so if one 
requires a construct to adhere to rules or expectations, then one has to test it against those rules or expectations.
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Conclusion
The fundamental weaknesses associated with some 
legacy EHR systems described here are not currently well 
understood. Today, testing specific EHR functions such as 
origination remains the best and perhaps only way to assure 
that an entity’s systems reliability, record authenticity and 
data quality meet organization requirements.

By applying the audit guidance provided in HL7-FM, 
auditors can perform the necessary tests to determine the 
extent to which these mission-critical systems present a 
reliable and accurate depiction of the services provided to 
the organization’s patients.

Eventually there will be promulgated and accepted 
instances of EHRs that follow complex guidelines, and 
are authoritatively approved by recognized bodies. These 
will reference international standards, including the HL7 
EHR Systems Functional Model, Release 2, particularly the 
Record Infrastructure Section found at HL7.org. Until then, 
due diligence on the part of healthcare organizations is 
merited. NP

The author wishes to acknowledge and thank Bobbi Bonnet, 
RN, MPA, Manager for CareDelivery Compliance at Kaiser 
Permanente, for her many contributions to this article.

iii. Variances in key outputs, such as those that might be released in response to a Release of Information request 
for regulatory review or litigation support.

iv. Templates entered that appear as if they are uniquely rendered for a specific patient. These can result in 
substantial attribution deviations, if they are not fully understood by those documenting in the system or by 
those receiving and using the information.

Your audit of attribute findings can be recorded as a simple scoring matrix of Yes/No/NA in a spreadsheet. The most 
complicated part is becoming familiar with how the system treats different user types. After the user types are 
established and understood, the test scenarios will take 15-20 minutes to execute. The analysis will also be performed 
quickly, since the variances are nearly immediately recognized because of the consistent appearances and patterns 
found in the vendor’s system.

Other testing scenarios

When you are comfortable with the simple scenario testing described above, test other attributions that are a bit more 
complex.

You may want to review clinical notes generation tools such as quick phrases and templates. One convenience tool you 
may want to look at is the copy function. It is an especially useful function for providers and it is important to ensure it 
is used properly.

CMS has increased its interest in digital certificate signatures to securely authenticate records. Therefore, you should 
evaluate this function since it will be assuming greater compliance significance soon.

Other high-value or high-risk areas may also be worthy of analysis. For example, hospital discharge summaries, reports 
supporting quality measures or shared savings programs, and Release of Information outputs in response to a legal or 
regulatory agency request. 

Most of what we call management consists of making it difficult for people to get their work done. 
~ Peter Drucker
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