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Introduction

Reporting risk impact and likelihood 
can be a daunting task in the healthcare 
environment. The combination of the 
organic risk landscape, complex subject 
matter, and time scarcity of those in 
leadership roles requires clear and 
succinct reporting of risk attributes. 
Our department aspired to improve 
audit reporting by addressing the 
divide between our opinion concerning 
the effectiveness of controls and the 
materiality of the risk that ineffective 
controls pose to the organization. 

Where We Started

Our standard report format contained 
all the requisite components of the IIA 
Standards. First, a Purpose and Scope 
paragraph informed the reader why the 
audit was performed (enterprise risk 
assessment or management request), 
followed by a bulleted list of the primary 
risks/processes included in the scope 
of the audit. The Background section 
followed; typically a few paragraphs 
with high level information about the 
department or process audited. Next, 
the Opinion paragraph stated the 

opinion rendered concerning the overall 
effectiveness of controls. Audit fi ndings 
followed, which we term “Opportunities 
for Improvement.” Each fi nding included 
statements of Cause, Condition, Criteria, 
Effect, and our Recommendations for 
corrective actions. A Management Action 
Plan, Responsible Party and Completion 
Date followed each recommendation.

Although our format was good in many 
respects, we believed it could be better. 
Motivation came from management 
pushback concerning an audit opinion. 
In this case, we were evaluating controls 
over a portion of a program (essentially 
where the organization was with the 
program implementation at the time), not 
the overall effectiveness of the program. 
Although management generally agreed 
with our recommendations, they were 
intolerant of the audit opinion. Their 
reasoning was that the related process 
risks were reported from a micro view and 
did not pose signifi cant organizational 
risks. One member of senior management 
stated, “This is a swing and a miss from a 
risk assessment standpoint.” 

Our longstanding departmental policy 
was to issue a binary positive assurance 

opinion as a required component of each 
audit report. The format of the opinion 
was to state that the controls audited were 
‘effective’, ‘effective, except for’ (a qualifi ed 
opinion), or ‘not effective.’ Opinions were 
limited to the risks and processes audited 
as defi ned by the scope, and we included 
verbiage to alert the reader to that fact. 
Lax controls over a non-critical area 
would result in a ‘not effective’ opinion, 
regardless of the relative importance of the 
process or areas audited at the entity level. 
The link between the audit opinion and 
audit scope was sometimes misunderstood 
or disregarded, even by sophisticated 
readers. 

We began to consider the value of 
rendering an Opinion. It was possible 
(probable, in fact, in light of our 
experience) that the opinion could lead 
to misplaced reliance on, or suspicion 
of, controls outside the scope of the 
audit. Worse yet, audit opinions could 
skew perception of the overall control 
environment! The organizational 
signifi cance of audit fi ndings could be 
misunderstood, either by 1) not clearly 
stating the relative importance, at an 
organizational level, of the process 
objective for which the control relates 
(perception of which may be skewed by 
the audit opinion and/or the experiences 
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We were fortunate 
in that several peer 
departments were 

willing to share their 
report formats.



September 2009 Association of Healthcare Internal Auditors New Perspectives  27

and knowledge of individual readers, or 
2) vaguely worded statements of effect. 
Our project focused on adding clarity to 
reduce this tangible risk of misperception.

Management’s Perspective

I preface this section by stating the 
obvious: Internal Auditors will 
occasionally experience a conflict with 
management. Our redesign efforts were 
not intended to eliminate the potential 
for conflict. One executive stated this was 
“conflict by design,” and that really made 
sense given our role in governance and 
the nature of our work. Even so, auditors 
enhance the value of the audit function 
when they work in close collaboration with 
management. In the absence of exceptional 
circumstances, this can occur without 
compromising independence or objectivity. 

Management shared their concern over 
the reputational risk incurred when 
requesting an audit and the potential that 
the Audit Committee viewed a distorted 
picture. Why request an audit of an area 
with poor controls knowing there will be 
an increased risk of a negative opinion, 
and that opinion is shared with the Audit 
Committee? Furthermore, due to the 
number of management requests (and 
associated negative opinions), the Audit 
Committee may misperceive the overall 
risk landscape. 

Singular focus on audit opinions 
could result in misplaced reliance on, 
or suspicion of, the overall control 
environment and divert focus from audit 
recommendations. Management had 
made a number of recent audit requests, 
and we were concerned our collaboration 
was at risk.

Reconciling Industry Practices and 
IIA Standards

We became interested in the practices 
of other healthcare audit shops. Scott 
Stevenson at Emory University was kind 
enough to share the results of his survey 
of various healthcare systems regarding 
audit report formats. Results were clear 
that the industry is split in terms of 

preference for rendering Opinions versus 
Conclusions. Of the 13 responses to the 
Emory survey, six respondents rendered 
an audit opinion and seven did not. 
One respondent included an interesting 
comment: “We do not include formal 
opinions and our Audit Committee thus 
far prefers it that way. Since very few 
of our audits are repetitive or routine, 
rendering opinions without management 
controversy can sometimes be difficult.” 

We verified that eliminating the Opinion 
posed no risk of non-compliance with IIA 
reporting standards which state: “Final 
communication of engagement results 
should, where appropriate, contain the 
internal auditor’s overall opinion and 
or conclusions.” (2410.A1) Our work 
was completed prior to the April, 2009 
publication of the IIA Practice Guide 

titled “Formulating and Expressing 
Audit Opinions”. However, the Practice 
Guide affirmed many of our concerns. 
Although some Audit Committees require 
that departments issue opinions either 
at the micro or macro level; the Practice 
Guide warns that the organization must 
implement suitable criteria on which to 
base the opinion, including:

Clear articulation of the definition of •	
control

Management understanding of a •	
satisfactory level of control

Clear articulation of management’s •	
risk tolerances including materiality 
thresholds

The Practice Guide further states “In 
the absence of such principles, it is 
recommended that internal auditing 
should not render an opinion, since 
there is no frame or reference to 
objectively support the internal auditor’s 
conclusion.” The IIA clearly speaks to 
the risk of misplaced reliance on audit 
opinions; and discourages issuing an 
opinion in the absence of definitive 
criteria and clear organizational 
understanding and awareness. The next 
step was to decide the appropriate format 
and content of our Conclusion. 

Format and Content of the Audit 
Conclusion

We were fortunate in that several peer 
departments were willing to share 
their report formats. One department’s 
Conclusion simply stated those areas 
where controls were found lacking. 
Therefore, if an item included in the 
Scope did not have a related Finding, 
the assumption was that controls were 
effective for that risk. We liked the general 
principle, but felt we needed to somehow 
communicate the relative impact at the 
entity level of the control risks identified 
in the report. 

We turned to COSO for guidance. We 
decided to adopt the COSO descriptors 
and use them to reference inherent and 
residual risk impact and likelihood 
both at the entity and business process 
level (source: COSO Enterprise Risk 
Management—Integrated Framework):

What we believed was critical from 
the Audit Committee’s perspective 
was whether or not the control issues 
identified in the report are ‘likely’ to 
represent a ‘major’ risk at the entity 
level. We adopted that Conclusion; either 
inherent control risks are ‘Major’ at the 
entity level or not. Business process or 
departmental risks (micro view risks) 
are communicated within the Statement 
of Effect in each audit finding. The 
evaluation of risk impact is based on 
our assessment of inherent risk (risk in 
the absence of mitigating actions). Our 
reports now speak to both inherent and 
residual risks at the business process or 
departmental level.

While our Conclusion is based on inherent 
risk; we chose to include an affirming 
statement regarding our perception of 
management’s residual risk tolerance. We 
believe this provides additional assurance 
to the Audit Committee. IIA Standards 

Likelihood Impact

Rare Insignificant

Unlikely Minor

Possible Moderate

Likely Major

Almost Certain Catastrophic

Although our format was good in many  
respects, we believed it could be better. 
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require auditors to address instances 
where management’s risk tolerance is 
deemed unacceptable to the organization. 
IIA Performance Standard 2600 states: 

“When the chief audit executive believes 
that senior management has accepted a level 
of residual risk that may be unacceptable to 
the organization, the chief audit executive 
should discuss the matter with senior 
management. If the decision regarding 
residual risk is not resolved, the chief 
audit executive and senior management 
should report the matter to the board for 
resolution.”

While not required, we decided to make 
an affirming statement in every audit 
where management has submitted an 
action plan that acceptably limits residual 
risk.

The following is an example of the 
revised Conclusion assuming no major 
organizational risks were noted:

CONCLUSION

The results of our review indicate that 
there are opportunities for control 
improvements within the following 
area:

Control Issue #1: •	

Control Issue #2: •	

The audit did not identify any control 
weaknesses that individually or 

in aggregate are likely to present a 
major organizational (enterprise) 
risk. We believe management’s risk 
tolerance related to the issues noted is 
acceptable. Included are management’s 
action plans developed by John Doe, 
Applicable Service Line Director. These 
matters are offered for consideration 
in the spirit of continuously improving 
quality within Roper Saint Francis 
Healthcare.  

See an example Statement of Effect within 
an Audit Finding below:

Inherent risk (risk in the absence of 
corrective action) related to this internal 
control issue may have a major impact 
on the process objective of ABC. This 
issue may increase the risk that the 
organization is out of compliance 
with governmental regulations. The 
completion of the management action 

plan detailed below will limit residual 
legal and financial risks to a level we 
consider minor.

Framework for Organizational Risk: 
The Impact Risk Matrix

How do we decide when a risk is major? 
Without a framework to guide decision 
making, there was a real risk that the 
Conclusion could be misperceived. To 
the extent possible, we wanted consensus 
from the Audit Committee as to the types 
of events that we collectively view as 
constituting a major organizational risk. 

Again we turned to COSO for guidance. 
We developed a tool termed an “Impact 
Risk Matrix” that identifies a series of 
risk categories and risk events that we 
consider to present major organizational 
risks. While the matrix is not an 
exhaustive list, it does provide examples 
and a general framework for judgmental 
decision making.

For those risks that are quantitative in 
nature, we choose the same materiality 
threshold that our SOX Phase 1 team 
adopted for financial statement 
materiality. The threshold is ½ of one 
percent of total assets, revenues, or 
expenses (either point in time or annual 
impact depending on the account 
impacted). That was the easy part; 
qualitative risk factors were more 
difficult.

Given our Conclusion speaks to the 
cumulative risk impact (infinite variety 
of risk combinations that individually 
are not material but in aggregate are), 
auditor judgment prevails. No matrix 
will contemplate every combination 
of risk factors. Qualitative risks pose 
the most difficulty in terms of defining 
impact. However, we believe the 
matrix enhances our ability to make 
consistent Conclusions. The format of 
the Conclusion helps as well; there are 
only two options, the risks are ‘likely’ to 
present ‘Major’ organizational impact or 
not. 

An excerpt from our Impact Risk Matrix 
is below (note that most events have 
implications to more than one risk 
category):

Other risk categories include Financial, 
Strategic, Legal, and Information 

Risk Category Event Identification

Compliance Knowingly employing or conducting business with an individual or 
entity that has been excluded from participation in federal or state 
healthcare programs.

Failure to routinely provide employee education concerning the 
Code of Conduct, Ethical and Religious Directives, and/or organi-
zational mission and values.

Willful violation of the Ethical and Religious Directives in a manner 
that subjects the organization to the risk of scandal (leading others 
to sin).

Failure to respond, or to implement appropriate risk mitigation 
strategies for investigations of Revenue Audit Contractors, the OIG, 
or other governmental agencies.

Reputational Business dealings with conflicted individuals/entities in which pay-
ments exceed fair market value for services.

Material or intentional misstatement of financial/operational/
quality data in public documents/press releases/tax forms, CON 
applications, CMS Quality Indicators, or other public documents.

Intentional misuse of donor restricted funds, federal, state, or 
private grants.

Expenses incurred that do not directly support the mission of the 
organization of a nature and amount that, if known, would cause 
embarrassment or public outcry.

Reporting risk 
impact and 

likelihood can be 
a daunting task 
in the healthcare 

environment.
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Systems. The matrix is a liquid document 
and must be periodically updated to 
remain relevant. We intend to share 
the matrix with Management and the 
Audit Committee at least annually for 
comment.

Summary and Conclusion

We were hopeful, after our investment 
of time and effort, that management 
and the Audit Committee would be 
receptive to these changes. We quickly 
obtained management’s approval and 
they appreciated our efforts to address 
their concerns. Although we knew the 
Audit Committee Chair was generally in 
agreement, we had not met with the full 
Committee; and were anxious to hear 
their input. We presented a summary 
PowerPoint™ presentation and waited 
on their response. After several questions, 

the Committee approved the new format 
and complimented the work. What a 
relief! 

There are infinite variations of audit 
report formats. No format is widely 
accepted as best practice; if there 
were we would all already be using 
it. Reality is that every organization 
has specific preferences and tastes. 
For us, this format has bridged the 
gap between materiality and control 
effectiveness. From our perspective, we 
now communicate a clearer message to 
our Audit Committee, have addressed 

management’s concerns, and remain 
in compliance with IIA requisites. 
That makes this format ideal for our 
organization. NP

Jason McKinney, CIA, MBA, is a Senior Man-
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of the Bon Secours Health System. Jason has 
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Francis Healthcare (RSFH), a joint venture 
between Bon Secours, the Medical Society of 
South Carolina, and Carolinas Healthcare Sys-
tem for the last nine years. He can be reached 
via email at jason.mckinney@rsfh.com.

About the only thing that comes to us without effort is old age.  
~Gloria Pitzer


