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Feature

Purchase Cards—
A Better Way to do Business: 
But are you the Next Headline?
By Don Holdegraver, CIA, CFE

Purchasing Card History

Purchasing cards came to the forefront 
in the late 1980s. Organizations at 
that time were looking to P-cards, 
as they came to be called, to reduce 
the increasing paper costs of checks 
and purchase orders. P-cards were 
also viewed as a way to simplify the 
purchasing process, which up to then 
relied on buyers, assistant buyers, and 
others in the purchasing department 
to handle the various aspects of every 
procurement transaction. 

An early adopter of purchasing card 
programs was the federal government. 
These programs helped reduce 
bureaucracy in the complicated 
government purchasing processes. 
P-cards also gave purchasing power to 
an increased number of individuals, and 
this soon led to some disastrous and 
notable headlines that any organization, 
especially those that rely on taxpayer 
funding, wishes to avoid.

The effi ciency and effectiveness of p-card 
programs spread during the 1990s. Many 
more organizations began to adopt 
purchasing cards as both an effi ciency 
and cost reduction measure. Universities 
and health science centers were among 
some of the early adopters. After a 
decade, purchasing card programs 
exploded, expanding the numbers of 
programs, p-cards, uses of the cards, 
and increased incentives offered by card 
servicers.

Risk Growth

The continuing growth and expansion 
of purchasing card programs may 
dramatically raise the risk of misuse by 
card holders for a variety of reasons, such 
as:

• Larger dollar amounts are committed 
and fl owing from the organization 
with reduced advance oversight (no 
required requisition approval before 
making a purchase).

• Purchasing decisions are 
decentralized which result in impulse 
spending or less sophisticated 
purchasers, thereby increasing the 
organizations’ costs.

• Over expansion of the number of 
cardholders may put too much 
purchasing capability in the hands of 
relatively unsophisticated buyers.

• Electronic procurement methods 
increase the risk of unauthorized 
purchases through identity theft.

• While misuse can occur at any 
time, environments of economic 
downturns and fi nancial need can 
tempt cardholders to misuse cards for 
personal purchases that may be more 
diffi cult to identify because of the 
decentralized purchase process.

Risks such as these, and perhaps others, 
can result in publicity most organizations 
prefer to avoid. Not only can these risks 
be costly terms of money, but they also 

give the perception to shareholders, 
fi nancial entities, government agencies, 
and donors that the organization does not 
have a good handle on its operations. For 
a non-profi t healthcare entity, a benefactor 
is less likely to make a donation if a 
misuse of funds has been reported. 

However, it would not be correct to say 
that purchasing cards are necessarily 
the highest risk purchasing method in 
organizations. For many years, I have 
opined that there are much higher risks 
associated with standing or blanket 
purchase orders. This is because there 
is no effective method to monitor use 
of such purchasing methods, especially 
in those cases where blanket orders are 
used extensively (e.g., a blanket order 
by a vehicle services department with a 
local auto parts store for repair parts for 
vehicles.) Convincing the average person 
of this risk, including Board members, is 
not easy.

The diffi culty is that, while the average 
individual may not understand blanket 
or standing orders, the use of purchasing 
cards for improper purchases is easily 
understood by the average person with 
a wallet-full of plastic money. It becomes 
very easy to say, “Why do you let your 
staff have your credit cards? I would 
never let someone else use mine!” It 
is that perception that the media often 
takes advantage of in sensationalizing 
purchasing card misuse and fraud. It’s 
easy to stoke the public ire when p-cards 
are involved.

Purchasing Card Misuse and Fraud

It is important to separate the terms 
misuse and fraud when looking at 
purchasing cards. 

• Purchasing card misuse occurs 
when a cardholder uses that card 
for unintended purposes. The result 

Executive Summary

What makes a purchasing card program headline-proof? Is it a small program with 
strict purchasing controls? Is it a ‘right-sized’ program that provides oversight 
of the cardholders? Is it a larger program that allows cardholders to make use of 
purchasing cards for need-now purchases to maximize benefi ts to the organization? 
Or is it, quite simply, a program that gets lucky and never has cards misused? Here 
are  fi ve best practice steps that can help keep your p-card program out of the news.
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of such misuse can range from 
organization resource waste to 
outright theft. 

• Purchasing card fraud, technically, 
occurs when the card is used by 
someone other than the cardholder 
for unauthorized purchases. These 
terms are often intermingled, 
but really should be considered 
separately for audit purposes.

Purchasing card fraud, in a well 
managed program, is easy to address 
by notification to the card servicer that 
someone not authorized has used the 
card. Card servicers today can quickly 
and easily revoke card functionality if 
fraudulent use is detected. In virtually 
all cases the cardholder and organization 
are not responsible for the unauthorized 
purchases made.

Purchasing card misuse, and particularly 
the misuse that results in theft perpetrated 
by the cardholder, is an entirely different 
issue. It is solely dependent on the 
organization to have a well-structured 
and managed program in place to prevent 
such misuse and theft. The organization 
is expected, at a minimum, to identify 

situations that may be indicative of 
cardholder misuse and theft. 

Why does purchase card misuse continue 
to make captivating headlines? Too often 
the p-card itself is blamed. I have heard 
Audit Committee members say that 
p-card programs should be eliminated 
because they are too risky. I have also seen 
p-card programs run so poorly that those 
same Audit Committee members would 
appear to be prophets. The truth is you 

can never prevent fraud or misuse, but in 
a properly structured program you can 
significantly minimize the risk associated 
with purchasing cards.

Minimizing the Risk

In April 2005, I published an article titled 
Fraud Resistant P-cards in the Internal 
Auditor magazine, published by The 
Institute of Internal Auditors, Inc. The 
article resulted from my experiences 
investigating a purchasing card theft 
during my tenure at the University of 
Nebraska—Lincoln. Examining the 
purchasing card program, I found it was 
missing the elements necessary to make a 
purchasing card program fraud-resistant. 
In the article, I outlined a 12-step program 
for making p-card programs fraud 
resistant. 

Much has changed since I wrote that 
2005 article, making some of the 12 steps 
less critical and others even more critical 
in today’s business environment. For 
example, I do not know of a card servicer 
that does not make all the purchasing 
card transaction data available in 
electronic form to allow data mining and 
analysis. Servicers now routinely have 
available distinctly-colored cards, rather 
than the standard basic credit card look. 
Almost all healthcare organizations have 
dedicated hot lines for reporting misuse 
and fraud today. And, most organizations 
have at least nominal cardholder auditing 
processes to assure that cards are being 
used properly.

Today’s Most Critical Steps

Several steps, however, are not only 
essential but imperative if your 
organization is to limit the potential 
for embarrassing headlines about 
purchasing card misuse. These steps 

Twelve Steps for Making P-card Programs Fraud Resistant
Design dedicated policies and detailed procedures and update them regularly to 
reflect changes in p-card program roles and responsibilities.

 1. Appoint a permanent administrator with responsibility for, and authority 
over, the p-card program.

 2. Implement a detailed cardholder agreement requiring the signature of the 
cardholder and the cardholder’s supervisor to reinforce responsibility and 
to improve personal accountability.

 3. Designate and communicate detailed roles and responsibilities for the 
transaction reconcilers and approving officials.

 4. Use a p-card design that minimizes the possibility of ‘accidental’ use.

 5. Establish reasonable card limits to reduce excessive or inappropriate use 
issues.

 6. Require face-to-face training before issuing a p-card to a new cardholder, 
and require refresher training at least every two years for continuing 
cardholders. The refresher training can be face-to-face or computer/Web-
based.

 7. Require original receipts for every p-card purchase made.

 8. Require electronic transfer of cumulative data from the card-services 
provider for data mining and analysis based on known risk factors.

 9. Provide a hotline process to report suspected misuse.

 10. Have meaningful and enforced policies governing consequences for 
misuse.

 11. Institute recurring audit processes to evaluate compliance with program 
policies and requirements.

A 2007 study by RPMG Research Corporation showed that between 2005 and 
2007, p-card spend in North America grew from $110 billion to $137 billion. 
More specifically, it showed that average organizational monthly spending 
increased by 24%, driven primarily by expanded card distribution throughout 
organizations and a 6% increase in the amount spent per transaction. Overall, the 
study indicated that 80% of respondents reported spend increases between ’05 and 
‘07. In particular, middle market corporations were the front-runners, reporting 
growth of 34%, while government and non-profit organizations’ p-card spend 
grew by approximately 20%.

The RPMG study also predicted a purchasing card growth rate of 12% per year 
between 2007 and 2012 to reach $218 billion. This growth rate may not be achieved 
because of the recent economic issues facing world economies. But, it does reflect 
a potential growth rate in the use of purchasing cards over the traditional invoice 
and check process. It is also a harbinger of the impact purchasing cards have on an 
organization’s risk appetite.
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also go far in effectively curbing the 
“Get rid of all p-cards” crowd.

1. An organization must have detailed, 
documented, and current p-card 
program policies and guidelines. 
Policies and guidelines establish the 
foundation for the purchasing card 
program, and assures all cardholders 
have the same baseline expectation. 
Without policies and guidelines there 
will be misuse and fraud.

2. An organization must have one 
person with the go/no-go authority 
to oversee the program. The most 
effective demonstration I have seen 
of this type of authority was at the 
University of South Florida, where 
the p-card administrator would 
(during p-card training) show the 
consequences for misuse of the card. 
She would take out a long pair of 
gold-handled shears and cut a card 
in half while saying, “This is what 
happens if you misuse your card!” 
The administrator must also be 
authorized to sanction those who 
misuse their cards.

3. An organization must have a 
functioning sanction process in place 
to address misuse of cards. It needs 
to be a strong, viable, consistently 
applied process. Not doing so will 
increase your risk dramatically, 
because card misuse resulting in fraud 
often begins in small increments (i.e., 
single purchases) that grow into large, 
high-dollar abuses.

4. An organization must have a 
continuing audit process by which 
someone reviews randomly selected 
cardholder transactions to assure 
policies are being followed. When 
policies are not being followed, the 
sanctions discussed earlier must be 
undertaken for the best interest of the 
cardholder and the organization. 

5. Lastly, an organization must design 
and use data mining and analysis 
processes to allow the identification 
of anomalies that may signify theft 
by a cardholder. I once heard a fellow 
auditor say, “Not everything that 
looks suspicious is fraud, but all 
frauds generally look suspicious.” 
In my travels, I have had the 
opportunity to investigate multiple 
purchasing card thefts, and in every 
case, information was present to 
have allowed identification much 
sooner than it actually occurred. 
The smoking gun was in the data, 
ready to be found, but no one 

was looking. To avoid adverse 
headlines, your organization must be 
regularly looking for ‘problem-child’ 
cardholders.

Conclusion

Purchasing cards are an efficient and 
effective method of purchasing, and for 
using just-in-time inventory strategies 
to minimize inventory cost and control 
issues. Although any purchasing 
method is subject to abuse and theft, 
purchasing card programs can be 
structured to minimize the potential for 
such losses. 

Headlines are not the way to find out you 
have purchasing card problems. Schedule 
a p-card program review in the next audit 
cycle, and be rewarded for your risk 
assessment initiative by having a well 
managed purchasing card program—
without headlines! NP
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It is during implementation or maintenance of p-card programs where 
organizations make occasional large, but more often small, mistakes that put 
them at risk of image damaging headlines. A number of years ago the Dallas 
Independent School District faced headlines involving over $9 Million (US) in 
undocumented and fraudulent charges on the District’s p-cards. One individual 
had over $300,000 (US) in undocumented charges alone. (To its credit, the District’s 
Internal Audit Department had raised the red flags on p-card practices for a 
number of years, but essentially the concerns were ignored.) Many years ago the 
federal government faced headlines involving the purchase of a souped-up Ford 
Mustang on a cardholder’s card at Los Alamos National Laboratory, as well as 
purchases of things such as facelifts, cruises, jewelry, and recreational equipment. 


