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FEATURE

• What types of PHI are students taking out of the 
hospital, health plan or medical practice? 

Schrodel speculates that the areas of 
concern for risk of non-compliance for HIPAA 
Privacy Rules include lack of observance of the 
minimum necessary rule; absence of appropriate 
authorizations for use of PHI; failure to properly 
track disclosures for reporting purposes; 
uncontrolled use of PHI in research; and, failure to 
properly store or destroy records.  He adds concerns 
for general security matters including transfer of 
PHI over unsecured networks; absence of system 
access controls such as abuse of user names and 
passwords; uncontrolled badges, keys and swipe 
cards; unattended workstations; unprotected 
modems used for remote access to PHI; and, no 
back-up or recovery for lost PHI. 1

Monitoring and auditing for compliance are 
rooted in the enforcement principle according 
to Lynch.  The right of the public to redress of 
privacy violations means health organizations 
must reasonably prevent and detect abuse of 
client information, mitigate further similar behavior, 
and sanction offenders.  Therefore, an audit 
demonstrates only authorized use or disclosure of 
PHI is occurring.2 

One might adopt the philosophy often associated 
with record documentation in a healthcare 
organization that says, “If it isn’t documented, it did 

 Hospitals, medical practices, health plans, 
and claims clearinghouses implemented on April 
14, 2003, the Privacy Rules associated with the 
Health Insurance Portability and Accountability 
Act (HIPAA) as mandated by Public Law 104-191.  
Each of these covered entities translated legislation 
into policy statements, which were converted into 
organizational procedures.  Operations were 
altered, forms were designed, and the workforce 
was trained.  Now what?  Just when each of 
these covered entities would like to take a break 
from HIPAA, the next phase of the Privacy Rule 
implementation – monitoring for compliance - is 
about to begin. 

Importance of Monitoring for HIPAA Compliance 

The following questions point to the 
pervasiveness of potential breaches of privacy 
of client data now known as Protected Health 
Information (PHI). 

• Have laptops containing PHI been stolen from 
offices or while attending conferences?

• Are furniture, equipment and computers 
purged of PHI before being sold or recycled?

• Are e-mails containing PHI sent to the wrong 
 recipients?
• Is there any evidence new fax numbers are 

verified before any PHI is transmitted?

ABSTRACT: Just when hospitals, medical practices, health plans and claims clearinghouses would like a break 
after implementing the Health Insurance Portability and Accountability Act (HIPAA) Privacy Rules on April 14, 
2003, the next phase - monitoring for compliance - is about to begin. While the regulations are not specific on 
requirements for demonstrating compliance, there are significant hints as to the expectations.  This paper provides 
a model for multiple levels of monitoring and auditing depending on the size and location of the organization 
components. Suggestions are made for developing a monitoring process.  The term “client” means patients and 
health plan members, subscribers, beneficiaries, or enrollees.

Public Policy Meets Healthcare Operations: 
Demonstrating Compliance with HIPAA Privacy Rules

Jan Welker, PhD. and Gail A. Huelsmann



Journal of the Association of Healthcare Internal Auditors, Inc.

NEW PERSPECTIVES  Fall 200328

not happen.”  Similarly, “If compliance with HIPAA 
cannot be proven through monitoring, it did not 
happen.”

What the Regulations Say about Compliance

Demonstrating compliance with the newly 
implemented HIPAA Privacy Rules is something 
each organization defined as a covered entity is 
obligated to do.3  While the actual process for 
doing so is not specified in the regulations, there 
are significant hints as to the expectations.

Sections 160.308 and 160.310, as well as 
Section 164.530 of Public Law 104-191, provide 
insight.4 

• There shall be compliance with applicable 
requirements, standards, and implementation 
specifications of the regulations including 
record keeping and the review of policies, 
procedures, and practices to determine 
compliance.

• There shall be appointment of responsible 
personnel such as the Privacy Officer; training 
of the workforce as appropriate for carrying out 
assigned duties; physical safeguards to protect 
the privacy of PHI; implementation of measures 
to ensure compliance with standards and 
specifications in the regulations; and regular 
updates of policies and procedures as laws 
change. 

HIPAA Compliance Program Defined

Monitoring is self-evaluation of performance by 
the workforce related to HIPAA Privacy Rules.  It is 
typically decentralized and less formal, conducted 
on a frequent basis, and focused on the mechanics 
of the workflow.  Auditing is the use of interviews 
and sampling of the work of selected members of 
the workforce to compare actual practice to the 
stated procedure. 

Swann and Pounds suggest that a compliance 
program is a form of control that requires 
development of a data tracking system with 
monitoring, trend analysis, problem resolution, and 
feedback.  They also suggest the use of benchmarks 
from state or federal law and best practices within 
or outside the organization. 5

A framework for HIPAA implementation is 
provided by Lazaraus that could be replicated in 
compliance monitoring.  It might include testing the 
use of all forms, sampling steps in the workflow and 
monitoring incidents. 6

As defined by Hanks, the scope of compliance is 
organizational, operational, structural, and technical.  
Compliance is a way to measure the effectiveness of 
the implemented policies and procedures and must 
be reasonable and documented.  It must become 
part of “every nook and cranny” of the organizational 
culture. 7

Getting Organized  

Using Hjort’s general organizational rules for 
preparing for HIPAA implementation, a good offense 
will be the best defense when demonstrating 
compliance.8  This should include appointing 
an oversight committee comprised of positions 
and functions making important contribution to 
compliance and include such persons as risk 
managers, quality managers, providers, legal 
counsel, information managers, and human 
resource staff.  As well, the Privacy Officer should be 
empowered with a leadership position and sufficient 
resources to demonstrate compliance.  To these, 
one might add the appointment of persons in each 
work area to be accountable for compliance to the 
Privacy Officer.

Monitoring for compliance should become part 
of the existing organizational monitoring activities 
according to Jensen.9  A proactive rather than 
a reactive stance is required.  It also offers an 
opportunity for integration with risk management, 
quality improvement, internal audit, or customer 
service functions.

Lynch promotes auditing for compliance as a 
management tool to prove that privacy and security 
of PHI are intact or to detect and investigate anything 
to the contrary.  He suggests that the process can be 
performed by personnel external or internal to the 
organization.  It can be random or comprehensive in 
scope or based on certain triggers. 

Therefore, monitoring or auditing can be 
customized to fit any organizational structure and 
may be formal or informal, visible or invisible, 
regular or periodic, as well as perspective or 
retrospective.2 

Getting Started

Jensen suggests the monitoring process 
should be built around testing the system to see 
if the implemented HIPAA procedures work.  Since 
everything cannot be monitored, there are certain 
areas that might become the focus of attention 
such as high risk, high volume, and problem prone.9  
High risk exists when the organization agrees to a 
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restriction on the use or disclosure of PHI to be 
accommodated throughout the workforce.  An 
example of high volume is the distribution of the 
Notice or Privacy Practices since there are so 
many points of first encounter among schedulers, 
registrants, triage nurses, claims adjudicators, 
customer relations staff, and referral lines.  
Examples of problem prone areas include the 
revocation of an authorization or the request for an 
accounting of disclosures.  In all these examples, 
the amount of risk of non-compliance will vary 
depending on the size of the organization, the 
geographic dispersion of the impacted staff, and 
the level of technology available to assist staff 
in complying with the agreed upon restriction, 
distribution of the Notice, and tally of disclosures.

Sample methods for testing the system 
include:

• Privacy drills:  present a HIPAA situation 
and have staff go through the process like a 
disaster drill.

• Privacy hackers:  attempt to access a record, 
simulate a call from the media, or request lab 
results of a relative.

• Walk-abouts:  look, listen, snoop; observe 
information posted in public areas; observe 
smart cards left in readers, computers not 
logged off, and passwords posted.

• Add new questions about privacy to patient 
satisfaction surveys.

Another suggestion by Jensen is the setting of 
goals to be able to see if implemented procedures 
protect privacy and security of PHI and if established 
response timeframes are met.  The level of 
achievement of the sample goals listed below offer 
opportunities to evaluate and improve services. 

•  Workstation placement meets guidelines 100% 
of the time.

• HIPAA training occurs within one week of 
employment 100% of the time when start date 
is compared to training date.

• No PHI is shared and no access to any 
computer system containing PHI is granted to 
a new workforce member until HIPAA training 
occurs, demonstrated by comparing system 
access account date versus training date.

• Staff requiring HIPAA training receive it in 
a timely manner 100% of the time when 
employment records are compared with 
training attendance records.

• A Notice of Privacy Practices is distributed to 
patients 95% of the time.

• There are no more than three privacy complaints 
per quarter.

• Timeframes for response to requests related to 
HIPAA are honored 100% of the time.

• Staff can describe at least 80% of the time how 
or to whom they would refer a client requesting 
access to a medical or billing record.  

While training is key to compliance, 
Amatayakul and Frawley note that training, in and 
of itself, accomplishes nothing and suggest the 
implementation of some form of certification for 
the learner. 10  They also challenge monitors and 
auditors to develop a method for knowing if the 
material learned is actually used.  Lynch adds to this 
that audits cannot compensate for poorly designed 
or poorly implemented procedures and controls. 2

Frequency of Monitoring and Auditing

The frequency of monitoring and auditing is 
a management judgment but should be sufficient 
to demonstrate compliance by the representative 
sample and to achieve the desired level of control.  
One suggestion by Lynch is a random audit of both 
clients (e.g., high profile patients in hospitals) 
and a comprehensive review of staff (e.g., each 
staff person at least once every two years).  He 
also suggests including workforce members with 
discipline problems related to use or disclosure of 
PHI, and those who are also clients.2 

A Model for Demonstrating Compliance  

We suggest that monitoring and auditing for 
compliance with HIPAA Privacy Rules occur at one, 
two, or three organizational levels. 

• Level One:  Front Line Monitoring

An appointed person at the level in which the 
procedure is to be carried out could conduct self-
monitoring and self-reporting.  The steps for doing 
so should be specified in the body of each HIPAA 
privacy procedure used by that work unit.  This level 
of monitoring could become part of daily operations.  
For example, the appointed person could track 
the time period allotted to respond to a client’s 
request to access a medical or billing record and 
take action to meet the deadline.  The person held 
accountable could be a privacy liaison or trainer at 
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each medical practice site or within each hospital 
department with a dotted line relationship with the 
organization’s Privacy Officer.  At least annually, an 
attestation of compliance could be documented by 
the appointed person and forwarded to the Privacy 
Officer.

• Level Two: Privacy Officer Monitoring or 
Auditing

The Privacy Officer of the organization embodies 
the importance of monitoring through testing 
procedures implemented in specific departments 
or divisions.  Examples include tours of selected 
work areas after hours to observe workstations, 
attempts to gain access to electronic systems or 
physical records one or more times each quarter 
depending on the size of the organization, and 
comparison of findings across the organization.

• Level Three:  Internal or External Auditing

The organization could designate an external 
or internal auditor who would conduct focused or 
random sampling of HIPAA procedural processes 
or outcomes on an infrequent and periodic basis.  
According to Lynch, s/he must be unbiased, 
independent of the parties being audited, and 
authorized to carry out the assigned duty.  There 
should be an audit policy that denotes the role 
of the auditor and avoids misunderstandings 
about responsibility.2  While a third party is not 
required to show reasonable and diligent efforts in 
compliance to HIPAA Privacy Rules, Hanks suggests 
that the use of a party external to the actual work 
group is a good idea.7

The three-level approach to monitoring and 
auditing is designed to serve several purposes.  The 
Front Line Monitoring places basic responsibility 
with the persons who carry out the daily work 
and who are trained to protect the privacy and 
security of PHI. It clearly defines for the workforce 
the performance expectations that are achievable 
within the context of the work unit.  Once 
implemented, the Front Line Monitoring process 
can isolate the areas of greatest risk, greatest 
volume or problem proneness to be further studied 
by the workforce or sampled by the Privacy Officer 
or internal/external auditor.

The second level of monitoring or auditing 
by the Privacy Officer conveys the message that 
compliance is critical for the organization.  It allows 
assessment of similar or different approaches 

across all work units to isolate the need for 
additional training or debate on best practices. 

The third level of auditing by independent 
parties validates the efforts of the other two levels of 
monitoring by sampling the same or different cases 
or measures.  Lynch notes a regular, consistent, 
fair and effective audit program will likely survive a 
challenge of being retaliatory, punitive, harassing, or 
attempting to place blame.2

This multi-level monitoring requires 
an organizational philosophy that can be 
characterized as “train, trust, and verify”.  It is 
particularly adaptable to organizations with several 
decentralized components. 

• Train means preparing the workforce with an 
understanding of HIPAA Privacy Rules.  It could 
include computer-assisted training, published 
training manuals for the appointed trainers, and 
a web site containing all pertinent materials 
available to the workforce.

• Trust means the designation of persons 
responsible for ensuring that privacy procedures 
are adopted and followed. 

• Verify means a deliberate and structured 
assessment of how the workforce is following 
procedures established to implement the HIPAA 
Privacy Rules.

Rule-Specific Suggestions for Compliance 
Monitoring and Auditing

The HIPAA Privacy Rules provide broad 
categories of organizational requirements shown 
below in bold.  The Privacy Rule statement within 
each category summarizes the basic requirement 
that is subject to minimum standards outlined in 
the regulations.  Questions within each category 
represent examples of how an organization might 
demonstrate compliance to the basic requirements 
and standards.

• Access by Clients to Medical and Billing 
Records

Privacy Rule:  Clients have a right to submit a 
written request to access their own medical and 
billing records contained in the portion of the record 
known as the “designated record set”. 

1. Does a sample of medical or billing records 
comply with the organizational definition of the 
HIPAA term “designated record set”?
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2. Is there a timeframe in which new materials are 
filed in the designated record set?  What is the 
level of compliance with the timeframe?

3. Does a retrospective sampling of written 
requests to access records demonstrate 
completeness?

4. Is there evidence that the identity of any person 
making a request on behalf of the client is 
verified?

5. In a retrospective sample, is the timeframe 
for response to the request honored when 
comparing the date on the request to the date 
of the response, taking into account the option 
for an extension of the response time period?

• Accounting for Disclosures of Protected Health 
Information 

Privacy Rule: Clients have a right to request a 
written accounting of certain disclosures of their 
PHI for a retrospective period of up to six years. 

1. When interviewed, what is the consistency 
with which the process for an accounting of 
disclosures is defined by staff?

2. Upon interview, what is the level of consistency 
with which disclosures are logged?

3. In a retrospective sampling, is the timeframe 
for response to the request for an accounting 
honored when comparing the date on the 
request to the date of the response, taking 
into account the option for an extension of the 
response time period?

4. Does a sampling of logs or disclosure tracking 
devices reveal completeness?

5. What is the level of consistency with which 
staff can locate the disclosure log or tracking 
device?

• Amendment of Protected Health Information

Privacy Rule: Clients have a right to request 
amendment of information contained in the portion 
of their medical or billing records known as the 
“designated record set”.

1. Does a sample of medical or billing records 
comply with the organizational definition 
of the HIPAA term “designated record set” 
to demonstrate the components subject to 
amendment?

2. In a retrospective sample, is the timeframe for 
response to the request for an amendment 
honored when comparing the date on the 

request to the date of the response, taking 
into account the option for an extension of the 
response time period?

3. What is the consistency with which the 
amended portions of the designated record 
set or the Statement of Disagreement is 
provided to parties authorized by the client or to 
business associates who would have received 
and/or taken action based on the now modified 
information?

4. For all approvals or denials of requests to 
amend PHI, to what extent was the procedure 
consistently applied?

5. Is the request for PHI amendment and the 
outcome of the request documented in the 
record of each client?

6. For all amendments made or Statements of 
Disagreement filed, is there a marker or flag to 
alert staff to include either of the documents in 
all future disclosures related to the matter that 
is the subject of the amendment?

7. Does a second review of a sampling of denials 
confirm the original finding?

•  Authorizations to Use or Disclose Protected 
Health Information

Privacy Rule: Except in cases of treatment, payment 
and health care operations, a written authorization 
is required from clients for healthcare organizations 
to otherwise use or disclosure their PHI.

1. Does a sampling of authorizations contain a 
termination date?  Is it captured 100% of the 
time to be able to take the required actions 
upon that date? 

2. What is the evidence of adherence to the 
conditions of the authorization termination 
date?

3. Does a sampling of disclosures of PHI meet 
the requirement for an authorization or an 
exemption from authorization?

4. When staff is interviewed, what is the level of 
consistency of handling revoked authorization?

• Business Associate Agreements

Privacy Rules: A contract containing HIPAA language 
must exist between the healthcare organization and 
any entity that performs duties involving PHI on its 
behalf.

1. What are the criteria for deciding when a 
Business Associate Agreement is required?
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2. Are all parties to whom payment was made for 
services rendered on behalf of the organization 
within the last year covered under a Business 
Associate Agreement?

3. If no Business Associate Agreement is in place 
for a given vendor acting on behalf of the 
organization, what safeguards are in place to 
ensure that there is no exchange of PHI until 
such a contract is in place?

4. What is the mechanism for isolating new 
vendors and implementing a Business 
Association Agreement before PHI is 
exchanged?

• Appropriate Communications of Protected 
Health Information

Privacy Rule: Clients have a right to privacy and 
security of their PHI when it is communicated via 
mail, E-mail, fax, phone, or other similar media.

1. In a sampling of communications by fax, is 
there evidence that the fax number is known by 
the sender or that a new number was verified 
as a preamble to actually sending the PHI to 
the designated party?

2. In a sampling of communications by E-mail, is 
there evidence that the address is familiar to 
the sender or that a new address was verified 
as a preamble to actually sending the PHI to 
the designated recipient?

3. Does periodic and random observation 
of conversations taking place among the 
workforce and clients, family members, or 
friends of clients demonstrate care in protecting 
the privacy and security of PHI?  Does the same 
apply to whiteboards, chart holders, and x-ray 
viewboxes?

4. Does a sampling of mailings containing PHI 
demonstrate use of envelopes with a seal 
versus postcards?

5. Does a sampling of automated reminder 
notices provide sufficient information to the 
recipient while avoiding disclosure of PHI about 
the recipient? 

• Complaints about Privacy of Protected Health 
Information

Privacy Rule: Clients have a right to make complaints 
related to the privacy and security of their PHI.

1. Can the consistency with which each complaint 
is investigated be demonstrated?

2. What is the evidence that the findings of the 
complaint are included in personnel counseling 
or redesign of workflow?

• Using Protected Health Information in 
Fundraising or Marketing

Privacy Rule: The client’s authorization is required 
for fundraising and marketing  efforts.

1. Are all authorizations related to fundraising or 
marketing complete?

2. Is use or disclosure occurring as intended when 
comparing a sample of fundraising or marketing 
actions with the related authorizations?

3. Is there evidence that each piece of marketing 
material has been evaluated against the 
definition of marketing?

• Protected Health Information Related to Media 
Relations

Privacy Rule: The client’s authorization is required 
for disclosure of PHI to the media.

1. Are all authorizations related to media relations 
complete?

2. If the authorization has a definite time period 
in which it is active, what is the consistency 
of the process for tracking the termination 
date and complying with the conditions of the 
termination?

3. If any free lance media persons are engaged, do 
Business Associate Agreements exist?

4. Does a sampling of stories or media events 
with and without photographs link to an 
authorization?

• Minimum Necessary Use of Protected Health 
Information 

Privacy Rule: Except in cases of treatment, only the 
minimum amount of PHI necessary to carry out the 
authorized job function shall be requested, used or 
disclosed.

1. When requests are made of parties outside 
the organization for PHI that is not related to 
treatment, what is the consistency with which 
the request is for the minimum amount of PHI 
necessary to accomplish the task?

2. To what extent is there evidence that access 
to PHI for internal use is revised when a staff 
member leaves or moves to another job?



Journal of the Association of Healthcare Internal Auditors, Inc.

NEW PERSPECTIVES  Fall 200333

3. What is the evidence of how this rule is applied 
to visiting professors, affiliated students, 
administrative interns, volunteers, or other 
types of temporary workforce?

4. Using a sample of actual disclosures, what is 
the consistency with the documented scope 
of each disclosure type when compared to the 
minimum necessary procedure?

5. When a “secret shopper” strategy is applied, to 
what extent is one able to gain access to PHI 
that should otherwise not be available to the 
inquirer?

6. Does a “walk about” reveal fax machines, 
phones, or computers in locations that will 
disclose PHI to persons who do not have a 
“need to know”?

• Distribution of the Notice of Privacy Practices 
to Clients

Privacy Rule: Prior to the exchange of PHI between 
clients and the healthcare delivery system, clients 
are entitled to a written Notice of Privacy Practices 
outlining their rights under HIPAA.

1. Does a sampling of mailings to new clients 
include a Notice of Privacy Practices?

2. When compared to an internal standard, to 
what extent does a sampling of records for 
new clients contain acknowledgments of the 
Notice?

3. To what extent does a sampling of signed 
acknowledgments match any log of obtained 
acknowledgments?

4. Does a “walk about” reveal copies of the Notice 
available in waiting or registration areas?

5. When interviewing a sample of staff, what is 
the consistency with how they would address 
a person who cannot read or speak English, is 
hearing impaired, or visually handicapped as it 
relates to the Notice of Privacy Practices?

6. For organizations with multiple service sites, 
to what extent does any logging device denote 
the site and date of first encounter compared 
to the date the Notice was provided or 
acknowledged?

• Permitted or Required Disclosures of Protected 
Health Information

Privacy Rule: HIPAA specifies certain circumstances 
in which healthcare organizations are obligated to 
disclose PHI without agreement by clients.

1. Does a list of all disclosures during a selected 
period of time indicate that any of them 
required an authorization by the client and did 
not qualify as being permitted or required by 
law?

2. In a retrospective sample, to what extent is 
there evidence of verification of the identity and 
authority of the requesting party to whom PHI 
was disclosed, such as badge number, official 
letterhead, name and title?

3. When forms used to disclose PHI to legal 
authorities and public health agencies 
are cross-referenced with disclosure logs 
maintained for an accounting of such, to what 
extent is there a match?

4. For entries on disclosure logs indicating release 
of PHI to legal authorities and public health 
agencies, is there evidence in each applicable 
designated record set that such disclosure 
occurred? Is the documentation complete?

• Psychotherapy Notes Related to Protected 
Health Information

Privacy Rule: HIPAA specifies certain circumstances 
under which psychotherapy notes may be accessed 
by clients as well as how they may be used by or 
disclosed to other parties.

1. For those areas of the organization in which 
psychotherapy notes apply, to what extent are 
they stored outside of the designated record 
set?

2. Was the timeframe for response to the request 
for access to psychotherapy notes honored 
when comparing the date on the request to the 
date of the response, taking into account the 
option for an extension of the response time 
period?

3. Is there evidence that the identity of any person 
making a request on behalf of the client was 
verified?

4. What is the evidence that a revoked or expired 
authorization is logged, tracked, and honored? 

• Research Pertaining to Protected Health 
Information

Privacy Rule: Except as otherwise stated, the client’s 
authorization is required for research.

1. Does a sampling of databases related to 
research as authorized by the Institutional 
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Review Board (IRB) demonstrate that the 
database is registered and has an assigned 
custodian?  To what extent do persons listed 
as having access represent the extent of those 
with authority to access?

2. To what extent are investigators accessing 
research records outside their own scope of 
authority?

3. To what extent are procedures for releasing PHI 
for preparatory research followed?

4. For protocols that enrolled subjects after April 
13, 2003, to what extent is there evidence in 
research documents that new HIPAA policies 
were applied?

5. To what extent are research authorizations 
signed by the research subjects prior to any 
screening questions being administered?

6. What is the level of compliance with withdrawal 
letters signed by study subjects who wish to 
revoke their research authorizations?

7. To what extent are the parameters of revocation 
of research authorization followed regarding 
future uses of an individual’s PHI?

8. If investigators have elected to use de-
identified health information in research 
studies, to what extent were the methods used 
to de-identify and code the data reported to 
and approved by the IRB? 

• Client Requests to Restrict Use of Protected 
Health Information

Privacy Rule: Clients have a right to request 
that healthcare organizations restrict how the 
organization uses or discloses PHI.

1. Within one week of honoring a request for 
an alternative method of communication, to 
what extent does a comparison of the request 
to divert communications to an alternative 
address or phone number correspond to actual 
practice?

2. To what extent does a sample of clients verify 
that the request for communications through 
an alternative address or phone number is 
being carried out to their satisfaction?

3. Is there evidence that a restriction request that 
has been granted is truly being honored?

4. Does examination of a sample of the request 
forms for either a restriction or an alternative 
communication method reveal completeness?

5. In a retrospective sample, is the timeframe 
for response to the request for restriction or 

alternative communication method honored 
when comparing the date on the request to the 
date of the response, taking into account the 
option for an extension of the response time 
period?

• Physical and Security Measures Required to 
Comply with HIPAA Privacy Rules

Privacy Rule: To comply with rules related to privacy 
of PHI, certain minimum physical and security 
measures are required.  Examples include:

A. Databases

1. To what extent are electronic and hard copy 
databases registered? 

2. Does a sampling of database registrations 
reveal annual updating? If so, what is the trigger 
for the process?

3. To what extent is a custodian assigned in a 
sampling of databases? Is the custodian noted 
on the registration form?

4. To what extent does a list of persons with access 
to a database correspond with a log of persons 
who have actually accessed the information?

5. Does anyone on a list of persons who has left 
the organization reveal access to databases 
that should have been terminated?

6. Is there an annual re-certification of members 
of the workforce with rights to access databases 
containing PHI? 

7. To what extent is there agreement on who 
decides on database access and what criteria 
are used for deciding?

8. Is there evidence that all databases are subject 
to the same security requirements?

B. Passwords

1. To what extent are passwords registered? Do 
they meet minimum standards?

2. In a “walk about”, is there evidence of passwords 
posted in full view?

C. Systems 

1.   Does a “walk about” reveal any computers 
left unattended, users not logged off when away, 
or systems not shut down at the end of the work 
period?
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D. Breaches

1. To what extent do interviews with staff reveal an 
understanding of privacy and  security breaches 
and how to respond to such an event?

2. With how much consistency are badges, swipe 
cards, and keys retrieved from terminated or 
transferred workers?

3. What is the level of compliance with policies 
related to visitors in areas housing PHI?

4. What is the level of compliance with policies 
related to records leaving the designated 
storage area?

• Use of Protected Health Information upon 
Client’s Verbal/Inferred Agreement

Privacy Rule: A client has the right to grant or infer 
verbal agreement for PHI to be used or disclosed to 
family members and friends. 

1. In a retrospective sample of records, what 
is the level of consistency with which there 
is documentation of verbal or inferred 
authorization as a basis for disclosures?

2. In a focused observation of clients receiving 
services with another party in attendance, to 
what extent does an examination of the records 
for those services reveal verbal or inferred 
authorization to disclose PHI to the other party 
during the service?

 
Conclusion

 Monitoring and auditing for compliance with 
the Privacy Rules provide a healthcare organization 
with a process for demonstrating adherence to 
HIPAA standards.  They also provide a means for 
avoiding civil and criminal penalties for HIPAA 
violations and non-compliance.  While HIPAA 
compliance is a tough operational challenge, once 
designed, tested and analyzed, the monitoring 
and auditing processes expose opportunities to 
improve and streamline operations, resulting in 
new efficiency and greater effectiveness. §
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