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In December 2006, an unfortunate 
milestone was reached: the 100 millionth 
customer record was put at risk through 
disclosure, according to the Privacy 
Rights Clearinghouse. Roughly one-
third of these incidents were related 
to the healthcare sector. Recent state 
privacy disclosure laws are forcing the 
unmasking of this systemic security issue 
affecting many industry sectors. It will 
likely get worse before it gets better as 
more states mandate disclosure, and as 
lead time is required to raise executive 
awareness; change administrative and 
business processes; and deploy technical 
safeguards using new technology.

The Business Case for Patient Data 
Security
The business case for protecting patient 
data has never been clearer. Gambling 
with the security of patient data is like 
playing Russian roulette. Eventually the 
odds catch up to everyone. According 
to independent studies from Gartner 
and Forrester Research, the minimum 

cost of cleaning up a data breach is 
approximately $90 per record, and can 
go upwards to $300 per record. Simply 
notifying each patient of a breach 
costs an estimated $30. In comparison, 
implementing an effective security 
solution costs a small single digit 
percentage of that fi gure. These numbers 
make one thing crystal clear: the best 
approach to data management is to 
implement a security program before a 
breach occurs.
Most importantly, unlike fi nancial 
information such as account and credit 

card numbers, patient medical histories 
cannot be re-issued. Once disclosed, this 
type of information can cause irreparable 

damage to affected patients, including 
potential loss of insurability and exposure 
to public defamation. Class-action 
lawsuits are now testing this new area of 
privacy law, and awarded damages could 
be enormous.

Executive Buy-In

An organization’s executive team must 
be on board with the business case for 
data leak protection so that the personnel, 
political backing, and the technology are 
available to execute a robust, effective 

protection plan. Without tasking in-
house security expertise, consultants 
are available to conduct an initial risk 
assessment. They will help identify all 
the risks, so security resources are most 
effi ciently employed. There is no point 
in securing the front and back doors if 
the side windows are left wide open. 
Executive support is required in the case 
of leaky business processes, which may be 
embedded deeply into the organization, 
and may need to be re-engineered. It is 

Data source: www.PrivacyRights.org

Total: 424 breaches affecting 100.4 million customer records.

“The 100 millionth customer record was put at risk through 
disclosure. One-third of these were related to healthcare.”
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also needed to support security awareness 
programs that are an important part of the 
risk-reduction equation. 

Applying Technology Solutions
There are several technology solutions for 
protecting common data leak channels.

Full-Disk Encryption–Roughly one third 
of the customer data breaches posted on 
the Privacy Rights Clearinghouse website 
(www.privacyrights.org) are related to 
missing laptops, computers, and back-up 
tapes. In some cases, millions of records 
are put at risk by a single missing disk. 

Laptop and PC disks are easy to encrypt 
through deployment of an encryption 
agent that has an almost unnoticeable 
impact on performance, except perhaps 
at boot-up. New hardware hard 
disk encryption is now available so 
performance hits are avoided. Look for 
a tool that will verify the strength of the 
password, so that employees cannot use 
easy-to-hack passwords. A pass phrase 
can be easy for an employee to remember 
and is more effective than a single word. 
Or even better, use a password and two-
factor authentication. 

If data tapes leave the premises, make 
sure they are encrypted also and that 
there is a well-defi ned process for 
handling encryption keys. If tapes stay on 
site, they must be physically secured so 
that even the cleverest of criminals using 
social engineering can’t get to them.

Data Leak Prevention Appliances–This 
new product category has proven to be 
very effective at catching networked 

business processes that leak patient data. 
All it takes to cause grievous damage 
is one large spreadsheet leaving the 
organization by email. While email and 

http are big culprits, there are many 
other protocols and applications that 
consistently leak patient data, including 
fi le transfers, instant messaging, and 
proprietary protocols that are often found 
in healthcare organizations.

Look for a product that audits and blocks 
all ports and protocols. The appliance 
must also use actual data matching to 
identify patient data. Pattern matching 
which looks for data streams that appear 
to be actual patient data produces too 
many false positives and false negatives 
to be useful and reliable. Support for 
high-availability is also critical for 
keeping networks up and running. 
Finally, integration with encrypted email 
applications or services is fundamental for 
keeping business-critical emails secure.

Database Activity Detection and 
Monitoring–This product category is also 
relatively new, and it offers good security 
value, especially for threats originating 
inside the organization, including 
malicious employees, and business 

partners that may have some degree of 
database access. This tool profi les usage 
of the database and creates alerts when 
inappropriate access is detected. Highly 
integrated tools examine the database 
application and protocol, thereby giving 
more granularity and control. However, 
this can come at higher expense and 

potential impact on database availability. 
Less integrated tools offer easier 
management and deployment, and with 
higher availability. 

Client Security Agents– Client 
applications that lock down computer 
ports, such as USB drives, are effective 
at stopping unscrupulous or careless 
employees from off-loading data fi les, and 
then losing or distributing them. Some 
agents will also scan for patient data, 
but this approach can have a high cost of 
ownership, be diffi cult to manage, and 
also affect client performance, although, 
arguably, it has a security benefi t. 
Although not a robust or fl exible solution, 
some organizations use a much simpler 
and less expensive approach by physically 
locking down PC cabinets and covering 
USB ports with epoxy glue.

New technologies are playing critical 
roles in securing patient data. Be sure 
to carefully consider your enterprise’s 
business processes and associated risks 
so that your security program is effective 

at managing those risks that are most 
relevant to your organization. Also, don’t 
forget physical security, including secure 
disposal of expired paper documents 
containing patient data. There have been 
many cases where investigators have 
found bundles of sensitive documents left 
exposed in public dumpsters.

Source: “The First 24 Patient Data Risk Assessments”, 
Jan. 2007, Intrusion Inc.

Source: “The First 24 Patient Data Risk Assessments”, Jan. 2007, Intrusion Inc.

“We passionately believe that the private and secure 
exchange of health information nationwide is essential to 
the well-being of patients and those who care for them.”

—The Connecting for Health Common Framework
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ePrivacy and Monitoring Your 
Employees
Some of these data leak prevention 
technologies are new forms of employee 
monitoring, and can be potentially 
invasive on employee privacy. You will 
inevitably catch employees doing dumb 
or malicious activities with sensitive 
data. How will you respond? Does 
your organization have a well defi ned 
and communicated policy for handling 
employee incidents? It doesn’t take a 
lot of time to put down on paper your 
organization’s electronic privacy policy. 
Make sure it is fair, communicated 
throughout the organization, and 
consistently applied. This process is 
critical for maintaining the integrity and 
culture of your organization, and the trust 
of your employees. A simple framework 
for validating your epolicy is to put 
yourself in the shoes of the employee 
during an incident. How would you 
reasonably expect to be treated if you 
were the employee? Your organization’s 
legal team should also review the policy. 

Marketing Your Security 
Competency
Retrospectively, security has been a 
business cost center. However, recent 

analytical data supports the business 
case that security can be a competitive 
differentiator. A CMO Council (Chief 
Marketing Offi cer’s) survey of 
professional marketers showed that:

76% believe that security breaches 
negatively impact an organization

60% believe that security can be a 
competitive advantage.

•

•

Of a consumer group surveyed:

90% of consumers are concerned 
about security; believe that it is “very 
important or somewhat important for 
organizations to have clear, visible, 
and understandable descriptions of 
their security practices”.

Finally, in response to the question, “How 

would you react to a company with which 
you do business if it suffered a serious 
security breach that compromised your 
personal information?”

Essentially, the take-away from the survey 
is that there are two areas for marketing 
the “brand trust” of your organization: 
your organization’s promotion of its 
security competencies, and, heaven 
forbid, your organization’s response to a 
data breach.

Once comfortable that your organization 
has taken strong measures to protect its 
patient data, go ahead and communicate 
it to your patient base. Start with a 
Privacy Policy that outlines how your 

organization handles, and potentially 
shares, patient data. It is best to use 
ordinary language that is concise and easy 
to understand. Follow-up with a section 
on your website that explains why your 
services are secure. 

The entire healthcare sector is pushing 
to adopt new information technologies 
(fi nally catching up to many other sectors) 
in order to recognize big savings that are 

•

required to help balance the spiraling 
costs of healthcare. It is critical that 
consumers readily place their trust in 
these new IT processes, such as patient 
pre-registration over the Web; otherwise 
these programs may never get off the 
ground. 

Finally, provide an overview of tips and 

best practices for your patients so they 
are informed of common issues related to 
physical security (e.g. mailed statements); 
cyber security; and to best practices for 
regular monitoring of patient accounts.

The second component of “brand trust” 
is your organization’s response to a 
potential data breach. Unfortunately, the 
statistics show that it may happen, so 
plan for the worse case scenario. Because 
the response plan is patient facing, it 
should also involve your organization’s 
marketing department. The important 
characteristics of a response plan include:

Speed of response

Clarity and details of the disclosure/
breach

Commitment to addressing the 
problem and root cause 

Undoing of any real or potential 
damage to patients

Summary
It may be tempting to downplay a breach 
and to minimize any public exposure. 
In some cases this may work. However, 
there is a good chance that it will backfi re 
and spiral out of control. It is best to 
bite-the-bullet and prove to your patient 
base that: your organization cares about 
patient privacy; your organization is 
ready with an action plan; and your 
organization will fi x any issues so that it 
does not happen again. NP
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“Security can be a competitive differentiator.”


