
T
he Privacy by Design (PbD) framework1 
emphasizes embedding privacy into the 
technology systems and business operations 
of an organization, and it can be effectively 

implemented by organizations in any industry.2

Seven foundational principles of PbD
1 – Proactive and not reactive
An effective PbD framework is proactive in nature by 
preventing privacy breaches or other privacy risks. Many 
healthcare organizations become mired in reactionary 
work, requiring them to expend valuable time and limited 
resources identifying, assessing and mitigating an incident 
that has unnecessarily occurred. These organizations are in a 
cycle of managing one crisis after another because they do 
not develop a framework for prevention.

A proactive approach is more effective in avoiding these crises 
by expending organizational resources in the development of 
preventative measures. For example, the HIPAA Omnibus Rule 
requires healthcare providers to honor requests to restrict 
the disclosure of patients’ health information to their health 
plan if the information pertains solely to an item or service for 
which the patient has paid out-of-pocket.

While this requirement seems straightforward from an initial 
review, the immensely complicated nature of healthcare 
billing has made this new rule difficult to implement for 
many providers. Using a proactive approach, an organization 
can avoid violations of this regulation because they have 
identified the business unit(s) that can be impacted, 
established new processes and provided the relevant training. 
This should all occur before receiving the first patient request.

1 Developed by Dr. Ann Cavoukian during her tenure as the Information and 
Privacy Commissioner of Ontario, Canada in the 1990s, described in Cavoukian, 
Ph.D, A. (n.d.). 7 Foundational Principles. Retrieved September 15, 2015, from 
https://www.privacybydesign.ca/index.php/about-pbd/7-foundational-
principles/

2 Dr. Cavoukian has provided implementation guidance to numerous organiza-
tions in “Operationalizing Privacy by Design: A Guide to Implementing Strong 
Privacy Practices.” December 2012. Available at www.ipc.on.ca/images/ 
Resources/operationalizing-pbd-guide.pdf
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The privacy risk landscape has changed 
significantly in response to new laws, 
regulatory enforcement, sophisticated 
hackers, electronic data and big breaches. It 
is becoming increasingly important for every 
privacy program to be able to proactively 
anticipate and mitigate privacy risks.  Privacy 
by Design (PbD) is a framework to assist with 
the challenge of establishing privacy as the 
default setting for an organization.
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2 – Privacy as the default setting
This principle emphasizes automatic protection of 
identifiable data through the creation of appropriate default 
settings. Whether it is an IT system or business practice, 
effective protection of data should not be dependent on 
additional actions by others. If the individual does not act, 
the data will remain fully protected.

The distribution and mandated use of encrypted devices 
to store protected health information (PHI) is an example 
of creating privacy as a default setting. The alternative to 
encrypted devices, such as individual file encryption or de-
identification of the data, requires the user to take additional 
action as a means to provide equal protection of the data.

3 – Privacy embedded into design
Under this principle, protections are built in as an essential 
component of the IT system or business process without 
jeopardizing functionality. A common example of this 
principle is the requirement of comprehensive audit logs 
in IT software systems that contain PHI. If your organization 
requires audit log capability on all systems, it has the ability 
to record and view all user access to identifiable data. This 
allows for effective detection and investigation of potentially 
inappropriate access to PHI.

In reality, the audit logs of many systems are too voluminous 
to manually review. You will need to rely on data analytics to 
identify inappropriate user access to PHI. Additionally, there 
are other extraneous means of monitoring user access, such 
as employee interviews or ad hoc re-creation of user access, 
in the event of concerns about user access.

The office layout is also important. Place registration desks a 
sufficient distance from the patient waiting area and construct 
adequate walls or employ other means of reducing noise from 
a call center, to minimize incidental disclosures of PHI.

4 – Full functionality
PbD embraces a positive sum approach for the implemen-
tation of privacy requirements. Rather than making 

unnecessary tradeoffs to mitigate privacy risks, PbD asserts 
that all legitimate interests in your organization can be 
met without compromising the privacy and security of 
PHI. However, this often requires an understanding of your 
organization’s strategic operating goals and a knowledgeable 
and creative approach for creating privacy options.

5 – Full lifecycle protection
Private information must be protected from creation to 
destruction, throughout the entire system or process. One 
small, unidentified gap or weakness could compromise 
all data in the lifecycle. Many healthcare organizations 
have created internal review and approval processes for 
IT systems as a means to document and assess controls 
throughout the entire lifecycle for the data.

Accomplishing this requires an architecture diagram 
that displays all inputs, interfaces and storage locations 
for the data throughout the lifecycle. A subject matter 
expert (usually a well-trained IT or information security 
employee) reviews this diagram to provide a comprehensive 
assessment of the lifecycle to identify any weaknesses or 
risks. Once approved, your organization can implement the 
technology solution strictly as outlined in the architecture 
diagram.

6 – Visibility and transparency
A strong PbD program includes routine audits of the IT 
system to ensure the data architecture and controls are 
maintained as approved. An external audit penetration test 
of the IT system would be one way to verify the encryption 
controls and architecture design are appropriately secure.

7 – Respect for user privacy
Respect for user privacy may be the most important prin-
ciple in the PbD framework. It promotes the selection of the 
most individual-centric option whenever possible. Although 
the collection of identifiable data about individuals may 
further organizational goals, your organization should create 
reasonable opportunities for patients to control how their 
data is collected and used.
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Respect for users requires user-friendly practices, like 
understandable notices of your organization’s data policies 
and effective opt-out options. For example, if a researcher 
wanted to share data on a research participant with a 
data analysis vendor working under a business associate 
agreement (BAA), the researcher should still first seek the 
participant’s permission with a written authorization.

In following this principle, many research organizations will 
seek the individual’s authorization to share PHI with the 
vendor as a means to be transparent with the participant, 
and to allow the participant an opportunity to opt out of 
the study if he/she is uncomfortable with external sharing 
of data. However, including the authorization in the consent 
form is essentially optional if a BAA is also being used. The 
research organization may seek the BAA as an additional 
means of protection but it is no longer entirely necessary 
due to the participant’s authorization.

Even if the researcher could legally make the disclosure by 
another means (i.e., a BAA), for best practices purposes the 
researcher should still seek the authorization as a means to 
provide notice and an opt-out option to the participant.

Tips for implementing PbD
Customize
The PbD framework should not be implemented with a 
one-size-fits-all approach. Each healthcare organization has 
different services, technology, culture and client population. 
Embrace the unique aspects of your organization in a way 
that will enhance your PbD efforts.

Find a Leader
The PbD efforts in your organization need a strategic leader. 
For many, the PbD leader is the Chief Privacy Officer (CPO) or 
similar professional. Other organizations have a designated 
PbD resource who reports to the CPO. This individual should 
have subject matter knowledge of the PbD principles and 
applicable privacy law. He/she should also be responsible 
for defining roles within the framework (i.e., compliance vs. 
operations) and defining success of the program.

Risk-based implementation
Most healthcare organizations are required to conduct 
a comprehensive risk assessment to identify potential 
vulnerabilities to PHI held by the organization. An effective 
risk assessment will rate each vulnerability based on 
likelihood, severity and mitigating controls. Those areas with 
the highest risk rating should receive first priority for PbD 
implementation.

Align with organization priorities
The PbD framework needs to align with the strategic plan 
and operational goals of the organization to be effective. 
Often, the high-priority projects for an organization are 
placed on an accelerated implementation timeline. For 
these projects, it is crucial that the CPO be involved at the 
outset and ensure the PbD framework remains flexible 
with the project’s timelines, scope of work and likelihood of 
organization impact.

Create a privacy impact assessment
Creating an assessment document of the PbD principles 
will be helpful in effectively implementing the framework. 
A particular IT system or business process may greatly 
benefit from a specific PbD principle, but this opportunity 
may be overlooked if forgotten by the PbD representative. 
Documenting the principles is also helpful for future 
reference when auditing the system/process, implementing 
a similar PbD approach in future situations and assessing the 
success of the PbD program as a whole.

Conclusion
Privacy by Design is a valuable concept that all healthcare 
privacy programs should implement to help mitigate or 
address any privacy risks. The privacy-related decisions 
of the Privacy Officer and the organization can make 
the difference in preventing breaches. In the current risk 
landscape, it is critical to have a proactive privacy program 
that is anticipating risk and strategizing how to mitigate the 
risk. You will want to do this prior to a patient or regulator 
bringing it to your organization’s attention.

PbD may seem overwhelming. Start with one small 
project at a time, such as one new business initiative 
being launched by a single department. This will allow 
your organization to see the privacy risk mitigated. The 
return on investment will help create the necessary 
leadership and organizational support to continue 
PbD organization-wide. The Privacy by Design 
opportunities at your organization will be endless 
once the organization realizes the benefits. NP

The content of this article does not reflect the views or opinions 
of Mayo Clinic.

Private information must be 
protected from creation to 
destruction, throughout the  
entire system or process.
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