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Prevent Controlled Substance Losses: 
Awareness is the Key 
By Kelly Loya, CPC-I, CPhT 

I mplementation of pharmacy 
technology is increasing in hospitals, 

as well as in other facilities that 
distribute large amounts of medications. 
The use of this technology can help 
prevent medication errors, streamline 
inventory management processes, 
and facilitate clinical data analysis 
to improve outcomes. Lastly, this 
technology improves internal controls 
that prevent and detect inventory loss 
with a particular focus on controlled 
substances. With any technology 
solution, the system alone is not a silver 
bullet.

Technology does not and will not 
automatically guarantee a reduction 
in inventory loss. Technology is a 
tool that needs people and effective 
processes to meet its promise. The 
use of technology brings with it a 
new category of risks requiring more 
creative and sophisticated methods to 
identify weaknesses in the system and 
processes. When pharmacy technology 
systems are properly designed, 
including people trained to use the 
capability properly, and including well-
integrated processes, an organization 
should see improvement in detecting 

and preventing controlled substance 
inventory losses. 

Fully understanding the technology’s 
capabilities is key to unlocking powerful 
and fascinating information to assist 
with early prevention and detection of 
losses. Even when an organization has 
state-of-the-art surveillance and reporting 
capabilities, these tools are often under 
used for various reasons. These often 
include:

• Lack of awareness regarding the 
functionality of the technology.

• ‘Off the shelf’ installations that do 
not take into account the unique 
requirements of the organization.

• A lack of reporting resources.

• A poor understanding of clinical and 
nursing practices.

Understand the system functionality 
and how it is set up

If you plan to audit the pharmacy 
inventory management system, the first 
thing you will need to do is to learn 
everything you can about the system. Your 
best resource will be the Information 
System (IS) support person, often a 
pharmacist or pharmacy technician. 
Ask them to walk you through the ‘dark 
side’ of the system maintenance, system 
functionality and the end-user’s view of 
the system. 

You will want to learn:

• How end-users are set up (e.g. who 
authorizes their system access and 
how their privileges are terminated).

• The settings by dispensing unit (e.g. 
accessible when the patient care area 
is closed?).

• The settings by patient care area (e.g. 
timeout settings).

• The different access levels by 
job function (e.g. dispensing of 
controlled substances). 

• The reports availability and what 
data they contain.

It is important to know what functionality 
is ‘turned on’ by pharmacy, because often 
the most helpful tracking tools are turned 
off. Ask all the questions you need to 
until you have a good sense of what is 
available regarding settings, reports and 
functionality. 

Identify available data and system 
reports capability  

Understanding how the system is being 
used and how it can actually be used is 
an important first step. Next, you want 
to discover what data is available for 
analysis by looking at the pharmacy 
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system’s standard reports. Many reports 
include a standard deviation calculation 
by end-user that can assist with identifying 
questionable practice patterns. 

When requesting data for analysis it is 
important to be very specific with your 
data request. You will want the data 
for a minimum six-month time period 
summarized by: 

• Controlled substance type 

• End-user 

• Dispensing unit 

• Patient care area

Ideally, it is best to have the data exported 
to Excel so you can perform the analysis 
using pivot tables. You may prefer to 
import the information into an audit 
software program for ‘crunching’ data 
very quickly. 

Basically, what you want to see, by 
each controlled substance and activity 
(dispensing, wastes, discrepancies, 
overrides, and cancellations), is every end-
user’s activity for the past six months.

In most cases the above list is available as 
part of a standard report package. If any 
of these reports is not part of the standard 
package, someone who supports the 
pharmacy system can usually extract the 
information. 

Other good sources of data are:

• Risk Management incident reporting 
system. Most organizations use a 
software program to track patient 
incidents including medication-
related errors. If possible, obtain a 
report of all controlled substance-
related incident reports as a part of 
your analysis.

• Employee Health Nurse and the 
Human Resources Department. They 
maintain statistics on positive drug 
screens and/or instances of discipline 
for known drug diversion. 

Put the data to work

Once the data has been downloaded, you 
will want to slice and dice it in a variety 
of ways. For example, analyze each data 
set by end-user and type of controlled 
substance. Does your analysis show 
unusual patterns across all reports by 
end-user, type of controlled substance, 
dispensing unit or patient care area? 

You should also trend the data by 
day of the week; administration time; 
administration after discharge time; 
everything you can think of. Patterns 
will surface, but these do not necessarily 
mean diversion or malicious behavior 
is occurring. Such patterns could mean 
poor training or nursing practices, so 
don’t immediately jump to conclusions. 
As a result of comparing and contrasting 
the information that you gain from each 
report, you will want to drill into other 
data in order to gather the necessary 
information to reveal the pattern’s root 
issues.

Using a hypothetical scenario, let’s say 
the analysis identified the following 
outliers: 

• The medication override report 
indicated the pediatric nursing unit 

has more than usual activity during 
the past three months. 

• The surgical recovery unit has high 
controlled-substance administration, 
including order override activity. One 
would normally expect to see this in 
the recovery unit due to limitations of 
the system, policy indicators, or the 
nature of the practice. But, you notice 
two or three employees with higher 
than average total volumes.

• The pharmacy has an extremely high 
rate of override activity specifically 
pertaining to staff covering second 
and third shifts in the pharmacy. 

• The maternity area has an 
unexpected spike in frequency 
beginning and ending in a four-week 
time span during the first month of 
your report date range. 

• And lastly, you discover the geriatric 
medical unit has one employee with 
triple the number of medication 
overrides of any other staff working 
in the unit.

These outliers cause you to review the 
canceled transactions report and the 
medication discrepancy report. As a 
result, you notice that some of the same 
areas are showing, to varying degrees, 
unusual frequency patterns. 

You want to use this information to 
determine the questions to ask when 
performing job shadowing in the patient 
care areas. While there is a tendency to 
focus on the patient care areas where 
the analysis shows outliers, it is equally 
important to look at other inpatient 
and outpatient departments that use 
controlled substances within expected 
parameters. These departments will serve 
as a control group and could provide the 
foundation to develop a “best practice” 
for other areas. 

How would you beat the system?

When performing a controlled-substance 
review it is important to ‘think deviously’ 
to figure out how to divert controlled 
substances without causing too much 
attention. Getting around the system 
requires knowing what the rules are.

Know what 
functionality 

is ‘turned on’; often 
the most helpful 
tracking tools are 
turned off.

Be very specific with 
your data request.

The controlled substances reporting to ask for includes:
• Dispensing frequency reports 

• Waste reports 

• Discrepancy reports 

• Override reports 

• Cancelled transaction reports 

• Administration reports (from the bar coding system, if used)

• Electronic Health Record (EHR) medication administration record reporting 
of controlled substances

• EHR patient pain assessment reporting



12  New Perspectives Association of Healthcare Internal Auditors Spring 2011

A good place to begin is with a review 
of your organization’s medication 
administration policy; the standards of 
use for the electronic dispensing units; 
Pharmacy department policies and 
procedures; and general hospital policies. 

Determine when your organization last 
updated the policies and procedures. 
If considerable time has elapsed, you 
could find some staff may have adopted 
some alternate process because the 
original procedures have become no 
longer possible or practical. Although 
the alternate process is not supported 
by a written documentation, it may 
not seem to be out of the ordinary 
and consequently has not received 
management’s attention. 

Time to job shadow!

At this point in your audit process, you 
will know the system’s capabilities; 
examined data and identified patterns; 
and have become familiar with 
regulations, policies, and procedures, and 
expected internal controls. It is now time 
to get out on the floor to watch actual 
practices and figure out how easy it is to 
divert!

Actually, an astute first step is to 
interview the patient care manager to 
gather information about the various 
monitoring processes that are used (e.g. 
inventory counts, usage reports, physical 
walk-throughs), possible known areas 
of weakness, or other concerns. Often 

the manager will have good insight and 
knowledge of weaknesses they have not 
been able to mitigate. When this interview 
is finished, schedule times to job shadow 
patient care staff. 

It is best to job shadow multiple 
employees on all three shifts, if possible. 
Ask them to show you how to:

• Dispense, cancel, waste, and override 
medications.

• Return damaged products, return 
products refused. 

• Dispose of expired products.

• Identify from the staff’s perspective 
when these transactions occur, or 
have them offer example scenarios 
for using each of the functions.

Depending on the culture of your 
organization and your comfort level, 
another question you could ask staff 
members is to discuss how a person 
could divert. In our experience, 
front line employees often know the 
weaknesses, but sometimes auditors fail 
to ask. 

You will also want to pay particular 
attention to the physical controls on the 
patient care unit while job shadowing: 

• Who is able to access the medication 
room?

• Is there medication room video 
surveillance (and blind spots the 
camera can’t see)? 

• Are routine image reviews done? 
What is the camera image retention 
period? Who controls the images? 

• What’s the frequency of medication 
room entry code changes? When do 
entry code changes occur? 

• Is the pneumatic tube system used 
to send controlled substances to the 
patient care areas? 

• Is the pneumatic tube system 
accessible by unauthorized persons? 

You want to think ‘secure the assets’ 
when looking at patient care units 
and pharmacy department physical 
controls. Consider current policies and 
procedures, and compare them to your 
job shadow findings. Are some policies 
and procedures so outdated they may 
contradict reasonable practices and 
subject the area to increased risk? Are the 
current policies or procedures impractical 
in certain areas of the facility based on the 
nature of the services provided or types of 
patients treated?

The patient care areas are not the only 
places that should have this level of 
scrutiny when conducting this type of 
audit. You also want to expend the same 
efforts in the pharamcy asking the same 
questions asked on the patient care units. 
Additionally, you may want to consider 
the following: 

• Observe and document real-
time procedures for delivering 
pharmaceuticals to patient care 
areas.

• Observe and document the processes 
for ordering, receiving, storage, and 
issuing of controlled substances.

• With the assistance of pharmacy 
personnel, perform a random sample 
of Schedule II drugs to verify the 
quantity on hand to the perpetual 
inventory records.

• Review previous DEA Form 106s 
(reports theft or loss of controlled 
substances) to identify control 
failures and the necessary corrective 
actions. 

• Review several Schedule II purchase 
orders and compare them to the 
order, receiving report, invoice, 
and DEA Form 222 (Controlled 
Substances Order Form) to identify 
any discrepancies or unusual 
practices.

• Review several completed DEA 
Form 41s (Registrants Inventory 
of Drugs Surrendered) and trace 
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the documentation related to the 
disposal of any excess or undesirable 
controlled substances stock.

Referring to our earlier hypothetical 
scenario, after completing job shadowing 
and testing controls, the following is 
discovered:

• With regard to the medication 
override report which indicated the 
pediatric nursing unit had more than 
expected activity in the prior three 
months. Additional training on use 
of the override function was needed 
and pharmacy delivery times to 
the unit were not meeting the daily 
patient care needs. These two issues, 
therefore, would ameliorate the data 
pattern seen. 

• The surgical recovery unit with high 
activity was due to the limitations of 
the medication delivery system, and 
adjustment to the programming and 
inventory replacement levels was 
required. 

• The pharmacy’s extremely high rate 
of override activity resulted from 
several factors and was related to 
the inventory issues in the surgical 
recovery unit.

• The maternity area, where there was 
an unexpected spike in frequency 
beginning and ending in a four-
week span, was as the result of a 
diversion during this period resulting 
in the employee being disciplined. 
As a result, a DEA Form 106 was 
completed by the pharmacy.

• The volume in the geriatric unit 
had not been noticed due to 
administrative changes in duties 
for several employees. As a result 
of the data and job shadowing 
observations, further investigation 
may be warranted.

These are examples of how the use of data 
can more easily assist with targeting audit 
efforts and addressing potential issues 
identified during the review. 

Nine other common issues 
encountered in our past reviews 
include: 

• Lack of internal controls over 
controlled substances kept in 
emergency kits/boxes used for 
trauma or urgent patient care needs. 

• Pain response documentation is not 
reviewed for patterns nor reviewed 
regularly.

• Inadequate segregation of duties in 
the pharmacy ordering and receiving 
process due to limited staff resources. 

• End-user passwords not changed in 
accordance with hospital policy (e.g. 
no forced changes). 

• End-users not terminated from the 
pharmacy system when their job 
change does not involve medication 
administration or when an individual 
terminates employment.

• Discharged patients’ medication 
lists remain available hours after 
discharge, thereby allowing 
individuals to divert medication.

• Pre-employment screening does not 
include ‘potential substance abuse’ 
screening, and continued employment 
screening for drugs is not performed 
(i.e. random drug tests).

• Nurses have not received adequate 
training on how to use the 
application system which results in 
poor practices.

• Nurses are not aware the application 
system has more functionality to 
help prevent and to detect controlled 
substance losses. When informed, 
they are willing to have the 
functionality ‘turned on’ to help with 
monitoring for abuse and diversion.

Conclusion

Organizations have a duty to ensure 
that their staff and workplace are safe 

and that the quality of care provided 
to patients remains uncompromised. 
Early detection and prevention is the 
key to changing behaviors. Ideally, the 
pharmacy and nursing departments 
should proactively collaborate to monitor 
pharmacy inventory for inappropriate 
loss of controlled substances. State 
Attorneys General across the country 
have indicated pharmacy diversions 
continue to increase; therefore, federal 
investigations in this area will continue 
to be a hot topic. 

The tools your organization uses should 
be generating information on suspicious 
data, staff practices that warrant further 
investigation, and identifying potential 
diversions (even if the transactions 
later turn out to be benign). If your 
organization is not regularly producing 
this information, either the tools are not 
effective or personnel monitoring these 
areas are not looking hard enough.

The combination of data use and 
observing staff behaviors can be a 
powerful duo in detecting inappropriate 
use of controlled substances. Additionally, 
staff awareness that an active monitoring 
program is in place will help set a culture 
to deter employees from diverting 
controlled substances. Early intervention 
is vital for both patient care concerns 
and healthcare employee professional 
recovery. Internal auditors can provide 
value by directing some of their efforts 
toward ensuring controlled substances are 
well controlled. NP
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A bank is a place that will lend you money, if you can prove that you don’t need it. 
~Anon


