
T
he Phase 2 audit program will be based on the 
findings of the 2012 pilot audits. To increase the 
number of organizations to be audited, the audits 
will be narrower in scope than the criteria utilized 

in the pilot program.

The majority of providers audited in the pilot had at least 
one security finding. Deficiencies in compliance with the 
HIPAA security provisions accounted for 60 percent of the 
audit findings in the pilot program—most notably the lack 
of complete and accurate risk assessment in two-thirds of 
the entities audited.

Generally, entities that did well and had no security findings 
or observations met the standard by fully implementing the 
addressable specifications of the rule.

From a privacy perspective, the most commonly cited 
findings included meeting the requirements for access 
to Protected Health Information (PHI), notice of privacy 
practices and the timing and content of breach notices.

For every finding cited in the audit report, the OCR 
identified a cause. The most common cause of 
noncompliance across all entities was lack of awareness 
about the requirement. Other noted causes included the 
lack of sufficient resources, incomplete implementation, 
and in a few instances, according to the OCR, “complete 
disregard for the requirement.”

The Phase 2 audit scope is expected to be reduced 
from the numerous pilot audit requirements and focus 
on areas of the privacy and security rules where audit 
deficiencies were repeatedly identified or where a breach 
is likely to occur.

Phase 2 HIPAA Audits: Where to 
Focus and How to Prepare
Here is your plan for Phase 2 audits
By Laurie Smaldon

The HITECH Act in the American Recovery 
and Reinvestment Act of 2009 requires 
the Department of Health and Human 
Services to conduct periodic audits to ensure 
covered entities and business associates 
are complying with the HIPAA Privacy and 
Security Rules and Breach Notification 
Standards (a k a, HIPAA Rules).

The Office for Civil Rights (OCR) conducted 
pilot audits of payers, providers and 
healthcare clearinghouses (“covered entities”). 
In March 2014, the OCR announced the 
implementation of a more permanent audit 
program, Phase 2 audits. However, the OCR 
announced that Phase 2 has been delayed and 
that, when it starts, there will be more on-site, 
comprehensive audits and fewer desk audits.
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New process and standards
To assist in stratifying the list of potential covered entities 
for audit, the OCR plans to issue a pre-audit survey. The 
survey will help verify address, size, location and point of 
contact, and will obtain a listing of covered entities’ business 
associates. The OCR has access to databases for identifying 
providers, payers and clearinghouses, but there is not a 
similar database to identify third-party vendors that covered 
entities may use to conduct business for or on their behalf.

The pre-audit survey is expected to be sent in early 2015 to 
approximately 550-800 entities, from which 350 entities will 
randomly be selected for audit. Key points to remember:

 • Update contact information: The survey will be 
distributed online and addressed to the covered entities’ 
privacy officers. In accordance with law, each covered 
entity should be certain there is a designated privacy 
officer, and that his or her contact information, including 
email address, is accurate.

 • Consider it mandatory: Respond to the pre-audit survey 
within the time frames noted. Late responses are not 
likely to be accepted, and the OCR has stated that a 
nonresponse could be seen as a red flag and may lead to 
a referral for a regulatory compliance review.

What you should expect
Unlike the pilot audits, the Phase 2 audits are expected to be 
both desk audits and more comprehensive on-site audits. 

Notification of being selected for a desk audit or on-site 
audit and data request letters are also expected to be sent 
via email to the covered entities’ privacy officers. Covered 
entities are expected to have approximately two weeks from 
receipt of the notification letter to respond to the document 
request list.

The OCR has been clear in its expectations:

 • Only requested data submitted on time will be assessed.

 • All documentation must be current as of the date of the 
request.

 • There is no opportunity to seek clarification or ask 
questions of the auditors.

 • Similarly, the auditors are not able to contact the covered 
entity or business associate for clarification or additional 
information.

For an organized and governance-oriented entity, the OCR’s 
desk-audit approach will likely be less burdensome than the 
pilot in that there will be no physical security review and no 
interviews. The desk-audit approach could be problematic 
for an entity that lacks structure and comprehensive 
documentation or has boilerplate policies.

If you are selected for an on-site audit, ensure that 
physical security controls are in place and operating as 
intended. Ensure also that workforce members likely to be 
interviewed are knowledgeable about the organization’s 
privacy program and prepared to respond to the auditor’s 
questions.

HIPAA program documentation should be clear, 
comprehensive yet concise, current, and easy for the 
reviewer to follow. You should assume the role of the auditor 
and consider the relevant documentation from the auditor's 
perspective. How is the entity portrayed? Since policies and 
procedures will be the primary vehicle for telling the entity’s 

The most common cause of 
noncompliance across all entities 
was lack of awareness about  
the requirement.
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story, you should consider performing a thorough review 
and gap analysis of current policies and procedures.

Focus and prepare
While the new audit protocol has yet to be announced or 
released, the OCR has stated that the one thing that can be 
“absolutely counted on” is a focus on an organization’s risk 
assessment and analysis.

Risk assessment
You should conduct a risk and control assessment that is 
thorough, on point, and easy to follow and understand.

Risk assessments should consider the privacy provisions 
and implementation specifications for all aspects of the 
regulation. This should include patients’ rights, uses and 
disclosures of PHI, and the administrative requirements 
inclusive of and not limited solely to policies, training, 
sanctions and designation of officials.

Consider from a security perspective:

 • The adequacy of addressable security documentation

 • Timely termination of access rights for departed 
employees

 • Role-based access by job level and level of PHI access 
needed

 • A current application inventory that identifies which 
systems and applications store and house ePHI

Most risk assessments find opportunities for improvement, 
and most organizations are not in a position to address 
or correct everything at once. Decisions should be 
documented on risk and controls and corrective actions that 
are planned or underway.

In many instances, your corrective action plans may need to 
be prioritized, especially those involving large-scale system 
remediation or implementation, or if your organization lacks 
the budget to undertake certain corrective actions wholly or 
all at one time. It is far better that a thorough and complete 
risk assessment has been conducted and a documented 
corrective action plan is in place than no risk assessment 
having been undertaken and none of the risks known.

Once the risk assessment is finalized, that is not where 
things end. Best industry practice suggests conducting a risk 
assessment annually, and then reassessing and conducting 
interim risk assessments when there have been new 
business strategies or new information systems added.

Identify business associates
Compile a list of all business associates (BAs) and their contact 
information. Business associates should conduct the same 
activity for their subcontractors. While the OCR has not 
published or stated its audit protocol for BAs, it would not 
be unreasonable to expect that, similar to the requirement 
for covered entities, BAs will be asked to identify any 
subcontractors they use to provide services to a covered entity.

Do not underestimate the effort it will take to identify BAs. 
Most covered entities, particularly provider organizations, 
do not require every contract to be reviewed or processed 
by the legal or the purchasing department. Without a 
centralized contract repository that identifies the BAs, 
the effort to determine who these vendors are can be an 
enormous undertaking.

A good place to begin is with purchasing, accounts payable, 
or, if you’re fortunate enough to have one, the contract 
database manager.

You will want to first identify all third-party vendors with 
access to PHI. When that universe of vendors is identified, 
confirm that business associate agreements are up to date 
for the changes imposed by the Omnibus Rule, and are 
executed and in place and that vendor contact information 
is accurate and current.

Training
Training should not be a restatement of the law, but rather 
of your organization’s policy and processes in response to 
implementing the law.

Assume the role of the auditor and consider the relevant documentation  
from their perspective.

The pre-audit survey is expected to 
be sent in early 2015.
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 • How are your workforce members without computer 
access trained, and how is their participation tracked?

 • Has your training been updated to include the 
organization’s policies on the Omnibus requirements 
such as breach notification and the patient’s right to 
request health information in electronic form?

 • Does the organization have a learning management 
system in place or other mechanism to track 
participation in training all workforce members, as 
defined by law?

There is no requirement to provide annual HIPAA training 
(except when material changes to a policy are made), but 
it’s a good practice and advantageous to the organization 
to constantly remind the workforce of the importance of 
privacy and data security.

Policies and procedures
Ensure that policies and procedures include changes from 
the Omnibus Rule and avoid a wholesale restatement 
of the implementation specifications. Your policies 
and procedures should demonstrate a thoughtful and, 
presumably, effective HIPAA program. Avoid extensive 
legal jargon and be certain policies are drafted in 
accordance with operations.

Be aware of the effectiveness of your policies. If your 
policies are pages long, how likely is it that employees 
will understand either the policy or the procedures and 
be able to apply them in their normal operations? With 
the possibility of on-site audits and lack of clarity with 
regard to enforcement, you should confirm that policies 
and procedures accurately reflect your entity’s practices.

Manage and prepare the response
If your organization is selected for an audit, the time allotted 
to respond and submit the requested documentation will be 
limited. If the pilot is a good indication, the OCR document 
request list for a Phase 2 audit will be extensive. Until the 
Phase 2 audit protocol is made available, probably in early 

2015, review the pilot audit protocol posted and available 
on the OCR’s website.

Identify and gather documents requested – When the 
document request list is received, determine who in the 
organization should be engaged to assist with identifying 
and gathering the requested documents. The effort to 
gather the documentation is not the responsibility of any 
one individual in the organization. You should engage 
others in the organization to assist, such as IT Security, 
Human Resources and Learning and Development. Use the 
time you have efficiently; work on parallel tracks to gather 
the requested information.

Part of the challenge in responding to the document 
request list is that the OCR may use a title for the document 
requested that is not used by your organization.

Similarly, you may have a policy that addresses more 
than one regulatory provision where the OCR may have 
referenced those provisions as separate documents. For 
example: how does your organization address uses and 
disclosures of PHI that do not require authorization (i.e., 
organ donation, workers’ comp, judicial and administrative 
proceedings, coroners, victims of abuse, neglect, required by 
law, public health activities, etc.)? Is it one policy or several 
independent policies?

The pilot audits allowed covered entities selected for 
audit to create, edit or update documentation up to the 
document submission deadline. Now it appears that in 
Phase 2 audits all documentation must be current as of the 
date of request. Therefore, you should conduct a policy gap 
analysis now, and annually thereafter, to ensure your policies 
and procedures are current for both regulatory requirements 
and operations.

Be responsive to the OCR’s documentation request – Only 
submit documentation they have requested. Submitting 
extraneous information may increase the difficulty for the 
auditor to find the requested items and have an adverse 
effect on your audit results.

Send documentation in a clear and organized manner – 
Consider labeling or putting a cover sheet on each of 

One thing that can be “absolutely 
counted on” is a focus on an 
organization’s risk assessment  
and analysis.

The OCR document request list for 
a Phase 2 audit will be extensive.
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your policies so the OCR auditor is clear which policy is in 
response to each specific request.

If the document request list is segregated into categories 
(i.e. general, privacy, security and data breach requirements), 
it is recommended that your response submitted be divided 
in the same categories and labeled as such. This process will 
require you to identify every document and its applicability 
to the documentation requested.

Sending a disorganized and/or disproportionate response 
will detract from the covered entity’s story, frustrate the 
OCR auditor, and could negatively affect the audit findings. 
Remember, all items submitted—whether requested or 
not—will be reviewed. To the extent the OCR finds issues 
with the extraneous documentation, that will be duly noted 
and acted upon.

Key points to remember
Coordinate your response – Responding to a request 
for audit is not only the Privacy Officer’s responsibility. 
Privacy and data security permeate every aspect of an 
organization’s operations. Coordination of the response, 
while likely directed by the Privacy Officer, should 
be inclusive of other key roles, including IT Security, 
Compliance, Internal Audit, Human Resources, Health 
Information Management and Learning and Development, 
to name a few.

Conduct regular risk analyses – Conduct a detailed and 
thorough risk analysis annually. Document decisions 
on risk and controls and corrective actions planned or 
underway.

Identify business associates – Include vendors’ subcontractors, 
and ensure contact information is accurate. Consider 
investing in a contract repository.

Put policies in place now – If you do not have the requested 
policy or document, even if the OCR allows for the creation 
of the document prior to the submission due date, most 
organizations will not reasonably be able to draft and 
implement important policies or documents in time. In that 
regard, ensure you have appropriate policies in place now 
that manage the risk and are in accordance with regulatory 
requirements.

Conduct a policy gap analysis -- Do not wait for an OCR 
notice of audit. Review policies and related documentation 
on an annual basis to ensure they are up to date for both 
regulatory requirements and any changes in operations.

Keep your workforce and systems current – Keep staff training 
relevant and up to date. Keep application inventories 
current, and identify which applications contain PHI. Keep 
role-based access—those workforce members with access to 
PHI—documented and current. Ensure employee access is 
terminated timely when employees leave the organization.

Use their labeling – Label each document you submit exactly 
as stated in the OCR’s document request list so it is clear to the 
OCR auditor which document is a response to each request. 
Separate documents submitted in categories consistent 
with the OCR document request list. Keep an exact copy of 
documents submitted to the OCR for your records. Mail the 
document submission by certified or express mail to track 
delivery and receive acknowledgement of OCR receipt. NP

Never mistake motion for action. ~ Ernest Hemingway
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