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By Joyce Lang, CPA, CIA, Contributing Columnist

Donald 
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Auditor 
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Denton, Texas 

Information technology is a critical 
factor for any healthcare internal audit 

activity today. How to best support 
it depends on the Board and senior 
administration. This is one area in which 
a Quality Assurance Review (QAR) can 
play a key role. The QAR was the seed 
that resulted in externally sourcing our IT 
auditing program.

Our Board of Regents has been interested 
in IT back-up, security and operational 
processes since before I joined the UNT 
System. Resources were not available to 
Internal Audit to support true IT auditing. 
It took the external Quality Assurance 
Review team noting in 2007 that we 
were not generally conforming to the IIA 
Standards relating to IT auditing to assist 
in providing these resources.

Based on a QAR, in FY 2009 we received 
one-time funding to obtain externally 
sourced IT audit support for one IT 
audit project. We chose an external 
consultant to perform an overall 
risk assessment of the information 
technology resources at UNT. From 
that assessment, a three-year IT audit 
plan was developed by the consultant, 
identifying critical areas in our 
information technology functions. 

Susan Smoger, 
CISA, CIA

IS Audit Manager 
Trinity Health 
Farmington, Mich.

The reliance on technology in healthcare 
is growing at a rapid pace as more 

IT systems are implemented to support 
regulatory requirements and other needed 
changes. As a result, IT auditing has 
become an essential function in healthcare 
to ensure the confidentiality, integrity and 
availability of health and other confidential 
information processed, stored and 
transmitted by these information systems.

IT environments are becoming more 
complex as the availability and 
integration of information increases. 
Clinicians, insurance companies and other 
business partners are demanding access 
to electronic health data. Consumers are 
becoming more educated and want both 
access to their health information, as well 
as assurances concerning the privacy of 
their data. New technologies are enabling 
access to data using portal technologies, 
cloud computing, and consumer devises 
such as smartphones. 

While these technologies allow immediate 
access to information in a variety of 
settings, the ability to ensure the privacy 
and integrity of the data is becoming 
more difficult to control. Healthcare data 
breaches are on the rise, and the fifth 
annual Ponemon study found that data 

Our internal audit department is not responsible for IT audits. How do we convince the 
Audit Committee and senior leaders of the importance of these audits and that funding 
is needed to either acquire or hire the expertise?

For many areas of internal auditing, there is no single or “right” way to do our work; different approaches are effective in different 
organizations. Through the ‘Perspectives’ column, healthcare internal audit leaders share practices that are successful in their organization. In 
each issue, at least three leaders respond to a question that has broad interest to our profession.  
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We had to go through the process of 
educating and making the business 

case for an IT auditor two years ago. 
Previously, we did not have an IT auditor 
in the department, and we had not 
conducted any specific IT audits. What 
we had done was to engage a consultant 
to help conduct a risk assessment of IT 
from the financial controls perspective. 
This was the beginning of our Sarbanes-
Oxley work in IT.  

The education consisted of an overview 
of SOX, an overview of the IT control 
frameworks available, and a review of 
COSO’s Internal Control framework. This 
was presented to the IT management 
staff. The end result was the selection 
of a control framework. From here, we 
started surveying the systems that were 
in place—clinical, business and other—so 
we could complete a risk assessment. We 
used the risk assessment to address the 
SOX (financial controls) risks and HIPAA 
HITECH (for security auditing).

Once we had the inventory, we compiled 
a list of issues we had addressed due 
to IT operational or system gaps. We 
had external auditor recommendations 
on security. We accumulated readiness 
assessments information from our system 
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breaches cost the industry an estimated 
$6.5 billion annually. 

The 2011 Verizon Data Breach Investigation 
Report found that while 92 percent of 
attacks stemmed from external threat 
agents, 17 percent of these implicated 
insiders. One of the most disturbing 
findings of the Verizon report is that 
96 percent of the breaches were avoidable 
through simple or intermediate controls, 
including monitoring and mining/
reviewing log data.

IT auditors provide the specialized 
knowledge and skills necessary to 
independently evaluate information system 
security controls. They understand the 
risks and vulnerabilities related to security 
weaknesses and data breaches, and the 
controls necessary to adequately mitigate 
the risks. They collaborate with business 
leaders, IT, legal and others throughout 
the organization to ensure applications are 
secure while still meeting the functionality 
and availability needs of the business. 

IT auditors act as partners and consultants 
during the design and implementation of 
information systems so proper controls can 
be installed and tested in the beginning. 
This saves the expense of retrofitting 
security controls later, perhaps in response 
to a breach. IT auditors provide the ability 
to perform collaborative integrated audits 
with financial/operational auditors, which 
allows direct auditing of information 
system security controls rather than 
auditing around these controls.  

There are pros and cons to hiring IT 
auditors vs. outsourcing this function. 
Hiring IT auditors is less expensive and 
allows these individuals to gain a deep 
understanding of the organization and the 
business systems. While these individuals 
will need access to outside training to 
keep their technical skills current, they can 
become a trusted resource readily available 
for evaluating controls in the planning stage 
rather than after the fact. 

Outsourced IT auditors are more costly on a 
per audit basis, but these individuals come 
with the specialized skills and knowledge 
necessary for the specific audit engagement. 
Outsourcing allows the healthcare 
organization to buy only the services they 
need when they need them. However, 
the availability of these IT auditors for 
special projects may be limited. A highbred 
approach of hiring several IT auditors and 
supplementing their skills with external 
IT resources when necessary can be an 
effective model. NP

Armed with that plan and the 
consultant’s recommendations, I 
developed a budget request for the 
next fiscal year, and received approval 
for permanent funding to support IT 
auditing according to the plan. The 
request was approved by our Board. 

In our 2010 QAR (required every 
three years under Texas law), the 
external review team recommended 
the addition of a staff IT auditor. At 
the Audit Committee Chair’s request, 
I presented a whitepaper to the Board 
for their consideration; it included three 
options, with costs for each, to address 
the recommendation. The Board took no 
action on adding a staff IT auditor.

We still had the permanent funding, and 
again contracted with the consultant 
to perform IT audits according to the 
IT audit plan. Three audits have been 
completed, with more planned. The 
projects included Business Continuity 
Planning and Disaster Recovery 
Assessment; IT Security Policies, 
Standards and Procedures Review; and 
System Development Life Cycle Policy 
and Procedures Compliance.

The Board has not taken further action to 
expand our IT audit capability beyond 
the contract that is in place. Having an 
in-house IT auditor may have advantages, 
but we find with the plethora of software 
solutions and systems currently in use 
at UNT System, having an IT auditor on 
staff would, in my view, be an expensive, 
complex solution that would not provide 
the benefit of an external provider. NP

implementations. We also gathered 
recommendations from operational and 
financial audits we had performed. 

Lastly, there were recommendations 
derived from our first Quality Assurance 
Review—a very specific recommendation 
to hire an IT auditor given the size and 
complexity of our environment, and from 
our participation in the GAIN survey.

We pulled all this together and presented 
to senior management. With their 
approval, we budgeted the position 
for the following fiscal year. Hiring an 
auditor was less expensive than obtaining 
consulting support. 

Our IT department did not own or want 
to own IT auditing. We all recognized 
the conflict of interest potential. Internal 
Audit was seen as more objective 
and independent. The addition of an 
experienced certified (CISA) auditor 
made the implementation of the new 
function effective and collaborative—so 
much so, that the IT department hired 
him after 18 months for their Security 
Manager position. 

The lessons learned from the first auditor 
have benefited us in the recruitment of a 
replacement IT auditor. We know more 
about the risks, the absolute requirement 
for a credible, qualified candidate and the 
need for positive collaboration with the 
entire IT team. It has been perceived as a 
value-added function. NP
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