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The HITECH Act and HIPAA

Congress passed the ARRA on February 
13, 2009. Division A, Title XIII (Health 
Information Technology) is anticipated 
to have the most significant impact on 
strengthening the requirements set forth 
by HIPAA and on advancing the use 
of electronic medical records. Division 
B, Title IV (Medicare and Medicaid 
Health Information Technology) is 
anticipated to have the largest financial 
impact on the healthcare industry, as 
it addresses the refunds and penalties 
associated with implementing or failing 
to implement components of the ARRA. 
The combination of Titles IV and XIII is 
commonly referred to as the HITECH Act. 

Due to lackluster enforcement of the 
HIPAA Final Security Rule, the U.S. 
Department of Health and Human 

Services (HHS) announced on August 
3, 2009, that it had transferred authority 
for the administration and enforcement 
of HIPAA security to the Office for 
Civil Rights (OCR). Among other goals, 
the HITECH Act aims to improve 
enforcement and auditing of HIPAA 
compliance. (Prior to this announcement, 
this responsibility rested with the Centers 
for Medicare & Medicaid Services.)

Significant guidance is forthcoming, but 
organizations already should be assessing 
the impact of changes stemming from 
the HITECH Act (e.g., increased scrutiny 
on business associates and notification 
requirements in the event of a breach) 
and evaluating the sufficiency of their 
HIPAA compliance programs. Your 
IT audit function can assist with the 
following:

Determining if adequate programs •	
are in place to support compliance 
and promote consistency across the 
organization.

Determining if the assets that hold, •	
store, process and transmit electronic 
protected health information 
(ePHI) have been identified 
accurately. Performing an asset 
inventory is a core component of 
the risk assessment process that 
lays the foundation for successful 
compliance. 

Ensuring that the inventory includes •	
applications, databases, servers, 
online storage and any other storage 
media that would hold ePHI.

Confirming that unstructured data •	
also has been considered, since the 
proliferation of ePHI commonly 
results from the use of Access 
databases and Excel spreadsheets for 
reporting purposes. Often, these tools 
are loosely controlled.

Payment Card Industry Data 
Security Standard (PCI DSS)

PCI DSS is a set of comprehensive 
requirements that are intended to enhance 
payment account data security. The 
objective is to facilitate the broad adoption 
of consistent data security measures on a 
global basis. The PCI Security Standards 
Council (SSC) was founded by American 
Express, Discover Financial Services, JCB 
International, MasterCard Worldwide 
and Visa, Inc. These organizations joined 
together with the goal of enhancing 
payment account data security by driving 
education and awareness of security 
standards. 

Executive Summary 
The healthcare industry, historically one of the most heavily regulated and 
scrutinized business sectors, is facing an unprecedented time of challenging—but 
exciting—change. Factors that are causing change to accelerate rapidly include 
increased regulatory pressure, the Obama administration’s focus on advancing 
the industry’s utilization of technology and the growing abundance of on-demand 
information that is helping patients become more informed, as well as more 
concerned, about their privacy. 

For healthcare organizations, understanding where to focus time and resources is 
the first critical step to meeting this change head-on. This step is also crucial when 
it comes to seizing new opportunities, such as those presented by the American 
Recovery and Reinvestment Act of 2009 (ARRA). However, your organization, like 
many others, probably has overlooked a valuable resource for adapting to change: 
your information technology audit function (IT audit). 

This article will help you understand how to use your IT audit function to meet 
a variety of current challenges, including the implementation of the Health 
Information Technology for Economic and Clinical Health (HITECH) Act and its 
impact on the Health Information Portability and Accountability Act (HIPAA), 
the Payment Card Industry Data Security Standard (PCI DSS), the Federal Trade 
Commission’s Red Flags Rules, Business Continuity Management (BCM) and overall 
application implementation practices. 



March 2010 Association of Healthcare Internal Auditors New Perspectives  23

 Many organizations, especially those 
in the healthcare industry, have been 
downplaying the PCI DSS requirements 
because the card brands enforce them, 
not the regulatory agencies. However, 
heightened attention is being paid to 
these requirements, especially since 
last October’s release of PCI DSS 1.2. 
The latest update is anticipated to shift 
the focus to many smaller merchants 
(including many healthcare organizations) 
that, from a payment card perspective, 
have been operating under the radar for 
some time. 

The most significant change in the 
new version relates to the scoping of 
a PCI compliance effort. Historically, 
scoping was limited primarily to 
cardholder systems, defined as those 
storing, processing and/or transmitting 
cardholder data. PCI DSS 1.2 makes it 
clear that if cardholder systems share 
network segments with non-cardholder 
systems, then all systems can be 
considered in scope for PCI controls. 

Organizations need to make a somewhat 
complex determination as to merchant 
level and applicable validation 
requirements while working closely with 
applicable acquiring banks. Numerous 
factors come into play, such as the number 
of discrete merchant IDs being used by 
a particular organization, the number 
of transactions conducted annually for 
any card type, which acquiring banks 
are being utilized, and whether areas 
such as cafeterias and business offices are 
accounted for. 

Depending on any combination of 
these factors, acquiring banks or card 
brands may require validation via a 
self-assessment questionnaire (SAQ), 
which is simply a summary of PCI 
DSS controls. The controls for each 
organization will vary based on the 
method(s) used to conduct credit card 
transactions. However, it is critical 
that gap assessments and remediation 
strategies be based on the PCI DSS and 
not on a validation instrument such as 
the SAQ.

In general, all merchants are required 
to be in compliance with the 250-
plus PCI DSS controls. Organizations 
should assess the applicability of 
the PCI DSS on a periodic basis and 
ensure appropriate mechanisms are in 
place to secure payment account data. 
Third-party companies authorized to 
validate an entity’s adherence to PCI 
DSS requirements are referred to as 
qualified security assessors (QSAs). The 
quality, reliability and consistency of 
a QSA’s work provide confidence that 
cardholder data is adequately protected. 

Although a QSA can assist in these 
efforts, it is important to note that a QSA 
quality assurance program has been 
introduced and the work of QSAs is 
being put under the microscope by SSC. 
Thus, an independent party will verify 
their work and undoubtedly will be 
more stringent going forward, to ensure 
compliance. 

Your IT auditors generally possess a 
solid understanding of your network 
and infrastructure and can assist with the 
following:

Helping to determine if sufficient •	
programs are in place to evaluate 
applicability, and performing 
gap assessments against new 
requirements to support compliance.

Understanding the recent changes •	
and helping to educate the 
organization.

Continuing to monitor the PCI SSC •	
website for updates and clarification.

The FTC’s Red Flags Rules

In November 2007, the FTC and five 
federal bank regulatory agencies jointly 
issued the final rules and guidelines 
implementing Sections 114 and 315 of the 
Fair and Accurate Credit Transactions 
(FACT) Act, commonly known as the 
Red Flags Rules. The FACT Act requires 
the development, implementation 
and maintenance of a written identity 
theft prevention program by financial 
institutions and creditors for covered 

accounts. By definition, an organization is 
a creditor if it regularly:

Extends, renews or continues credit•	

Arranges for someone else to extend, •	
renew or continue credit

Is the assignee of a creditor involved •	
in the decision to extend, renew or 
continue credit

Generally, healthcare providers are 
considered creditors if they bill consumers 
after services are completed. For example, 
if a healthcare organization sets up a 
payment plan for a patient, it is extending 
credit. Healthcare providers that accept 
insurance are also considered creditors 
if patients are ultimately responsible for 
the medical fees. A covered account is 
typically an account that is used mostly 
for personal, family, or household 
purposes and that involves multiple 
payments or transactions (e.g., credit 
card accounts, checking accounts, savings 
accounts). 

The Red Flags Rules clearly define 
what must be done by a creditor with 
covered accounts. Organizations should 
implement formal written policies and 
procedures to address the following: 

The program must be created •	
with the goal of identifying and 
incorporating red flags for covered 
accounts.  

Red flags included in the program •	
must be detected.

Red flags must be responded to •	
appropriately (i.e., action must be 
taken).

The program must be updated •	
periodically to reflect the risk to the 
patient or to the safety of the creditor 
from identify theft.

Guidelines have been issued by the FTC, 
the federal banking agencies, and the 
National Credit Union Administration 
(NCUA), to assist with the design of 
an appropriate program. However, this 
guidance clearly states that it is not all-

Organizations should be assessing the impact of changes 
stemming from the HITECH Act.

Business impact 
analysis can 

facilitate this effort.
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inclusive and is intended solely to be a 
starting point. Guidance also has been 
issued listing red flags that might arise in 
healthcare. Examples include:

A complaint or question from a •	
patient who received a bill for 
another individual.

Records showing medical treatment •	
that is inconsistent with the physical 
examination or medical history 
reported by the patient.

A dispute of a bill by a patient •	
claiming to be the victim of any type 
of identity theft.

A patient who has an insurance •	
number, but never produces an 
insurance card or other physical 
documentation of insurance.

Organizations should be working 
aggressively to implement their programs. 
At the time of this writing, the compliance 
date had been set as June 1, 2010 (based 
on several delays). Your IT audit function 
can help in this endeavor by: 

Helping to determine if a sufficient •	
program is in place at your 
organization.

To the extent a program has not yet •	
been implemented, assisting with 
the development of the program to 
ensure appropriate components are 
included. 

Helping to identify additional •	
red flags that should be included 
in the program outside of the 
examples provided in the guidance 
documentation. (Again, the guidance 
is not all-inclusive and is intended 
just to be a starting point.) 

Business Continuity Management 
(BCM)

Protiviti defines BCM as the development 
of strategies, plans, and actions that 
provide protection or alternative modes 
of operation for those activities or 
business processes that, if they were to be 
interrupted, might otherwise bring about 
a seriously damaging or potentially fatal 

loss to the enterprise. This is typically an 
area of lingo confusion, as the associated 
terms are often used incorrectly. 
Therefore, it is important to differentiate 
some of the key terms:

The crisis management plan provides •	
the key communication mechanisms 
necessary to ensure employee safety, 
provide initial information and 
direction, and organize ongoing 
actions.

The IT disaster recovery plan •	
typically refers to the plans in place 
to restore essential IT systems and 
applications that enable critical 
business processes.

Business resumption plans are •	
specific to each critical business 

function and articulate the specific 
steps necessary to enable the 
respective process.

Implementing a successful program is 
contingent upon being able to determine 
what systems and business processes 
need to be recovered and why; derive 
recovery options (price vs. risk) and 
identify gaps; implement and document 
solutions; train personnel; and test and 
maintain the plans. 

The business impact analysis (BIA) 
can facilitate this effort. It is a process 
designed to identify critical business 
functions and workflow, determine the 
qualitative and quantitative impacts of a 
disruption, and prioritize and establish 
recovery time objectives. The BIA results 
form the foundation for all subsequent 
recovery strategy and planning efforts. 
However, this effort is commonly 
overlooked, undervalued or insufficiently 
executed. Once again, your IT audit 
function can play a valuable role and 
assist with these efforts by: 

Serving as the internal “salesperson” •	
who makes the case for business 
continuity

Participating in risk assessment and •	
BIA efforts and not just auditing 
results

Implementing project management •	
standards 

Assisting in defining key business •	
functions

Helping to craft capability maturity •	
levels and definitions

Defining controls and guiding •	
toward a process, not just a plan

Auditing the process—before, during •	
and after (ongoing)

Assisting with lessons learned•	

Keeping management informed of •	
progress

Application Implementation 
Practices

Meeting many of today’s challenges 
requires increased use of technology 
throughout the healthcare industry. 
Whether your organization is 
implementing full electronic health 
records (EHR) or merely upgrading a 
legacy system, there are many barriers 
that threaten successful implementation. 
These can vary widely based upon the 
culture of an organization; however, it is 
not uncommon for an implementation 
to face one or more of the following 
organizational issues:

Lack of involvement/acceptance by •	
physicians and employees.

Concerns about the inability to align •	
workflow with a standardized EHR.

Concerns that automation of charting •	
requires more time than paper charting.

Lack of uniform standards for •	
documentation of clinical services.

Lack of standardized technical •	
platforms to support EHR.

Low support for start-up expenses or •	
reimbursement for implementation 
costs.

Insufficient planning.•	

Inadequate oversight and •	
coordination of implementation 
efforts.

Deficiencies with vendor support.•	

Loose interpretation of regulatory •	
requirements.

Disconnected communication •	
between leadership and departmental 
personnel.

Healthcare providers are considered creditors if they bill 
consumers after services are completed.
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Insufficient training.•	

With the increased focus on 
technology across the healthcare 
industry, organizations should ensure 
implementations are managed proactively 
rather than repaired reactively or 
delivered insufficiently. It is important to 
remember that there is no wrong time to 
audit; value can be added throughout the 
implementation. Your IT audit function can 
assume a key role in any implementation 
by performing the following: 

Evaluating the vendor •	
implementation program and facility-
specific policy, training and change 
readiness plans.

Evaluating rollout planning, timing, •	
staging, scoping, process redesign 
activities and roles/responsibilities.

Assessing the process by which the •	
impact to facilities is analyzed and 
requirements are defined.

Evaluating organizational, entity •	
and departmental responsibilities for 
key project tasks (e.g., developing 
workflows, communicating issues 
and concerns).

Assessing change readiness •	
and design effectiveness of key 
revenue cycle controls and other 
process activities to ensure timely 
and accurate capture, entry and 
utilization of critical data.

Evaluating strategies and supporting •	
tools utilized for overall project 
management and oversight activities.

Reviewing processes for evaluating •	
and approving requested changes to 
the application/infrastructure.

Evaluating testing strategies for •	
ensuring that input, processing, and 
output controls are sufficiently tested.

Reviewing security mechanisms to •	
ensure logical/physical access is 
appropriately restricted.

Evaluating procedures for ensuring •	
backups are performed appropriately 
and are safeguarded.

Assessing the extent to which the •	
application(s) have been incorporated 
into existing business continuity 
programs (e.g., disaster recovery, 
crisis communication).

Evaluating facility training and post-•	
go-live support plans.

Summary

The need for your organization to 
embrace cultural change—willingly—is 
more important now than ever before. 
The HITECH Act is designed to facilitate 
sweeping change throughout the 
healthcare industry, from encouraging the 
implementation of EHRs to tightening 
the privacy and security of patient 
information. PCI DSS and the Red 
Flags Rules are becoming increasingly 

important to our day-to-day lives. And 
the growing reliance on technology will 
undoubtedly lead to a stronger need for—
and likely, more scrutiny on—effective 
BCM programs. 

Unfortunately, there is no checklist for 
compliance or repository of right answers. 
Collaboration and knowledge-sharing 
will be critical to this process of change. 
Though organizations are expected 
to begin addressing the HITECH Act 
immediately, HHS has reserved the right 
to clarify guidance, redefine requirements 
or simply change course in the months 
ahead. The healthcare industry will have 
to respond accordingly. 

And even though compliance with the 
Red Flags Rules has been delayed several 
times, and the guidance clearly states it 
is merely intended to be a starting point, 
those programs must be in place and 
operating effectively. In addition, we 
should expect to hear about healthcare 
organizations insufficiently addressing 
the PCI DSS requirements. Certainly, your 
healthcare organization does not want to 
make headlines for being the first in the 
industry to be cited for a breach. 

Proactively utilizing your IT audit 
group to help address each of the areas 
outlined in this article may be critical to 
your organization’s continued success 
as the healthcare industry is thrust into, 
and works to adapt to, this new era of 
change. NP
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