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Patient-specific drips present challenges in terms of 
security and accountability. Auditors should review specific 
drip processes to assess diversion risk and whether the 
processes allow accounting for the full amount of each 
infusion. The importance of physical security measures 
during the administration of drips and patient-controlled 
analgesia has been discussed in prior articles, and is not 
addressed here.

Ordering the drip
Because patient-specific drips are unique, they are not 
typically stocked in automated dispensing cabinets.  
Instead, the process for supplying them involves the nurse 
notifying the pharmacy an hour or two before the drip  

runs out. The pharmacy then prepares the drip and delivers 
it to the nursing unit and the nurse signs a paper form 
acknowledging receipt. 

Typically, the signed form is returned to the pharmacy, 
enabling the pharmacy to confirm delivery. On the nursing 
unit a copy remains with the drip so administration and 
any waste can be recorded. Ultimately, the nursing unit 
copy is supposed to make its way to the pharmacy so the 
disposition of the drip can be verified.

Security before use
Security prior to administration is difficult to accomplish. 
Even with the most carefully timed-out delivery process,  

Many hospitals try to limit the number of compounded controlled substance drips they must make for 

select patients (patient-specific drips). Logistically, standard premade drips are much easier to manage.
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it is unusual that a drip is delivered just when it is ready  
to be hung. There is inevitable overlap. 

Nurses, particularly in critical care settings, often request 
the drips well in advance of the need because patient 
complications can occur if there is any interruption in the 
infusion. Nurses in most hospitals report that they err on  
the side of requesting the next drip long before they need  
it, for fear of being caught empty-handed.

It is important to determine what happens with the new drip 
when it arrives before the existing infusion is finished. There 
can be several different scenarios, none of which is ideal, and 
many will result in diversion and tampering opportunities.

•  Nursing staff may leave the new bag on the counter  
at the patient’s bedside.

•  It may be stored by hanging on the IV pole 
next to the existing drip. 

•  Some facilities provide lockboxes in  
the medication room for temporary 
storage, or locking cabinets at the 
patient’s bedside. 

•  Some nurses may keep the new drip in their 
pocket until it is hung. 

•  In some institutions, the ICU nurses deliver their drips 
to the unit-based clinical pharmacist to keep until the 
drip is hung. Even if the drip is received into stock of the 
automated dispensing cabinet, it is frequently placed in 
a “matrix” drawer or an open drawer where all patient-
specific drips are stored together. Similar to patient-
specific drip lockboxes, matrix drawer storage gives  
any user opening it access to all the drips in the drawer. 
This can facilitate diversion by tampering.

Use documentation
Monitoring for diversion from patient-specific drips can 
be virtually impossible, depending on how the drip 
administration is documented. 

Nurses may document the progress of the infusion in the 
electronic health record or on a manual sheet. Sometimes 
they document on a manual sheet that is later scanned in to 

the EHR, or delivered to the pharmacy. 
They may deliver supplemental bolus 
doses from the bag if the patient 
needs additional medication. They may 
undertake frequent changes in the rate 
of the drip or titrate the rate to achieve 
the desired clinical effect. 

Many times these changes and 
supplemental doses are not readily 
apparent in the clinical documentation, 
and the documentation may not clearly 
identify when a new bag is started.

Because patient-specific drips are not commonly 
stored in an automated dispensing cabinet, 
tracking their disposition may be done manually. 

It isn’t uncommon for there to be confusion 
about where to document disposal of leftover 
medication, or waste. Nursing staff are 
often expected to record waste on the 
paper form delivered with the drip. They 
place their signature on the form attesting 

to administration and any waste. There is a 
signature line for the witness if waste occurs. 

Some nursing staff may document waste as  
a free text entry in the nurse’s notes, and they may not 

identify the person who witnessed the waste. Unfortunately, 
paper forms can get lost or misplaced. Even if the form  
is fully completed, there may not be a good process  
for getting it back to the pharmacy.

The pharmacy often doesn’t have a good process for 
watching for the return of paper patient-specific drip forms. 
Most pharmacies hold the original form and wait for the 
nursing copy to arrive so that they can match the two and 
reconcile the disposition of the drip. They often staple 
the two forms together, and may not confirm the details. 
They may keep the unreconciled forms in a folder or a 
bin, but they don’t actively review them to see if there are 
outstanding drip forms that should have been returned.

Audit and controls
To gain an understanding of the existing process, you  
should start at the inpatient pharmacy and physically  

Monitoring  
for diversion  

from patient-specific  
drips can be virtually 

impossible, depending 
on how the drip 
administration is 

documented. 

   NP Digital Insights18



Association of Healthcare Internal Auditors 19

trace the production, delivery, use and documentation  
of patient-specific drips. You should then conduct an  
audit to determine whether the pharmacy is capable of 
accounting for the disposition of actual drips that have  
been administered.

One solution to the problem of secure storage of patient-
specific drips is to add the drips to the automated drug 
cabinet stock so access to the drugs can be tracked and 
waste documented electronically. 

Because of the bulk of the prepared drips and because 
automated drug cabinets often have limited space,  
storage in a matrix drawer may be the only option. 
While not completely risk free, matrix drawer 
storage carries less risk than storing the drips 
unsecured. Locked carts or cabinets in 
patient rooms inevitably have common 
codes that are easily guessed, so they are 
not a secure option.

Lockboxes can be used for storage 
if the keys to the boxes are stored in a 
single secure pocket or bin in the automated 
dispensing cabinet. The most secure option for 
using a lockbox is to require someone to witness removal 
and return of the keys. Requiring a witness any time the 
lockbox is accessed can help prevent tampering. 

A downside to the use of lockboxes is that security can  
be compromised when staff leave the keys out. Keys are 
often removed at the beginning of the shift and remain in  
the lockbox throughout the shift. Another downside is  
that drips that end up not being used may be forgotten  
and left in the lockbox for extended periods of time.

One facility has surplus storage space in its flex-locked 
(automated) refrigerator. The facility secured several 

numbered, locking Lucite boxes in the refrigerator for storage 
of patient-specific drips. 

If this option is used, to maximize security and 
accountability, each box should have a different key.  
Each key should be stored in a single secure bin in the 
automated dispensing cabinet so access to that key and 
bin can be tracked. Nursing staff need to be made aware of 
which bin is assigned to their patient so they can access the 
correct key and box when it is time to replace a drip.

Having a policy and uniform process for documenting drip 
administration is essential. Requirements should include 

regular documentation of the progress of the infusion 
and a documented handoff (with identification of 

the amount infused and the amount remaining) 
during each shift change. Facilities should 
identify where nursing staff are expected to 
document drip administration so there are 
not variations due to personal preference. 

If manual forms are used, they should  
be stored in a designated location on the 

nursing unit so staff does not have to hunt  
for them each time drip activity is documented.  

The pharmacy should assign to a staff member the task 
of checking for unreconciled forms daily and following up 
on any forms not returned in a timely fashion. Finally, the 
details of completed forms should be verified, and any 
discrepancies should be addressed per institutional policy.

Conclusion
Patient-specific drips present challenges to controlled 
substance security that are not entirely addressed by 
modern automated drug cabinet technology. Each facility 
must find a method of securing them that works in the 
particular setting of the institution. DI
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